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1. Introduction

An important aspect of the LTE architecture is the control plane architecture of the radio interface. This contribution discusses the RRC and CP related MAC functions and where to terminate them in LTE.
For each function, two options for where to terminate it are considered: in the Node B or in the MME/UPE,  Figure 1. 
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Figure 1: RRC functions can be terminated either in the Node B or in the MME/UPE.

The RRC protocol, the termination of which was also discussed in R2-052904 ‎[2], is treated in Section ‎2.2 and the MAC protocol is treated in Section ‎2.3. The conclusions are summarized in Section ‎3 followed by proposals for decision in Section ‎4. 
2. Discussion of Control Plane Protocol Termination Points
2.1. RRC and MAC Overview

The following discussion of CP functional allocation and termination is based on the list of RRC and MAC functions given in R2-060146 (TR 25.813 v0.3.0) ‎[1]. While this list is not a comprehensive list, it is a convenient starting point for discussions. Since the focus of this contribution is on the CP, we only consider MAC functions that are CP related. For readability we have grouped the functions under the following headings:
· RRC Functions

· Broadcast

· Paging

· RRC connection handling
· Security Functions

· QoS control
· Mobility

· Measurement handling

· MBMS

· NAS direct transfer
· MAC Functions (CP related)
2.2. RRC Functions
2.2.1 Broadcast 

System Information broadcasts are assumed to be encoded as RRC messages, but not to be configured by RRC. As such, handling of broadcast is not a core concern of RRC. It can be assumed, however, that the System Information broadcast in many ways could be handled at Node B level as the information is in most cases fairly static for the NAS part or cell specific for the AS information. In some cases a synchronized update of System information is beneficial e.g. Cell Individual Offset type of parameters. This co-ordination and interaction with RRM functions and mobility could be simplified by a central placement. 

Since most broadcast functions however are on a cell-per-cell or group-of-cell basis it could be seen that this function benefits from being placed at the Node-B site. Even though there is no large benefit of placing this function in a central node, there is no big drawback seen either.
Which information should be broadcasted in LTE needs further studies.

Conclusion: System Information handling/ broadcast may be placed in the Node B.
2.2.2 Paging

Paging of a UE is initiated or triggered by higher layers when it is not known in which cell the UE is currently located, for instance in idle mode where UEs are tracked only on TA. Since the trigger is originated from above Node B, the natural location for control of paging is also above Node B; closer to the trigger. In fact, handling paging in a central node has numerous advantages compared to doing it in the Node B; e.g.:

· more efficient distribution of the paging messages since the last mile link need only be traversed once,

· no need for Node Bs to know the identities of all other Node Bs in the same TA, and

· easier maintenance of TAs and roaming restrictions. 

Conclusion: Paging function is located in the MME/UPE above Node B.
2.2.3 RRC connection handling
For initial communication when UEs attach to the network and for efficient routing some information is required to cross the radio interface and the Node B unprotected. To minimize the exposure of privileged information it is imperative that temporary identities and security associations are effectively decoupled from e.g. initial identities and subscriber information (IMSI etc.). The most effective isolation is achieved if the sensitive information is never presented to the Node B. This implies that assignment of temporary identities should be performed by the MME/UPE.

If RRC connections are managed from a central node, RRC connections can, in an efficient manner, be maintained over periods when UEs are in LTE_Idle. This saves signaling at state transitions and enables more consistent handling of UEs in the LTE_Idle and the LTE_Active states. 
Configuration of Radio Resources is considered to be done by the MAC scheduler rather than being RRC functionality. This was also discussed in ‎[4].
Conclusions: RRC connections should be managed by the MME/UPE.
2.2.4 Security functions

The security function of Rel-6 RRC comprises the control of ciphering and integrity protection for signaling (NAS and RRC) and user data between the UE and E-UTRAN. 
For LTE RAN2 has agreed that UP ciphering should be done outside Node B ‎[1]. With ciphering placed in a central node, control of UP security and handling of security contexts must also be placed in a central node or user data would still be insecure in the Node B. Hence, termination of RRC in the Node B would require SMC to be broken out of RRC and associated with another protocol or be defined as a separate protocol; both are options which introduce complexity and require extra effort in standardization and testing.
Regarding the security of the signaling, RAN2/RAN3/SA3 has agreed that the CP signaling needs integrity protection. As identified in R3-060044 ‎[5] and S3-060116 ‎[6], however, a number of CP messages most likely also need confidentiality protection. If RRC is terminated in the Node B, the security functions which are provided for UP and NAS in a central node must be duplicated for RRC in the Node B. This duplication of functionality and added complexity can be avoided if RRC is terminated in a central node. Terminating RRC security in a central node, also avoid the need for standardization and testing of new security and key management systems required to protect the system and manage trust relationships between Node Bs.

Hence, by locating the CP security in a central node numerous advantages and simplifications are gained:
· SMC need not be broken out of RRC,

· UP and NAS security functions can be re-used for RRC, thereby saving complexity,
· less complex management of trust relations,

· the local Node B security requirements call for less expensive protection,
Conclusion: Placing the security functions in the MME/UPE is the most efficient solution.
2.2.5 QoS Control

Most QoS functions are located in MAC including QoS provisioning through scheduling. The role of RRC is to configure lower layers of the UE with e.g. retransmission mode, priority per flow and possibly other QoS parameters. Thus, from a functional perspective, QoS control can be equally well performed from a central node as from the Node B. The QoS provisioning functions of Node B are, however, configured from a central node and the advantages of letting the same node configure the relevant QoS parameters in the UE are evident. 

From a “network control” point of view, it would also be beneficial to handle QoS control from the same node that handles mobility and charging. This would avoid having to maintain multiple and possibly unsynchronized contexts (due to mobility) and/or charging policies (for which similar information is needed in both the charging node and the RRC node).

As was indicated in ‎[4], assignment of Radio Resources is considered to be done by the MAC scheduler rather than being RRC functionality.
Conclusion: QoS is configured from the MME/UPE. QoS enforcement may, however, be executed in the Node B.
2.2.6 Mobility Handling

Efficient mobility handling is an important requirement for LTE. Under the assumption that a recreation of the UE context (containing for example: UE state, started but not completed procedures, UE capabilities, QoS/RAB/RB, security context etc.) at every cell change is not feasible due to performance reasons, it is concluded that the UE contexts need to be maintained across cell changes.

If UE mobility is handled by the Node B, a cell change which involves a change of Node B would require relocation of the UE context. While relocations are possible, they are by no means trivial and have several drawbacks. Maintaining the UE context synchronized with the UE can be rather difficult in scenarios when the context changes, for example during RRC procedures, UE capability updates or security context updates. If the UE context is stored in Node B, it might for example be very challenging to handle mobility during call setup.

If the control of terminal mobility is handled by a central node, on the other hand, the UE context will likely not need to be relocated at all during the active connection and synchronization issues are avoided. When handled centrally, the UE context can also be easily maintained in idle mode which simplify the transition from LTE_idle to LTE_active.
Efficient mobility handling also calls for consistent handover and cell re-selection procedures. Node B controlled HOs may result in ping-pong HOs between Node Bs which use different HO criteria/algorithms and unnecessary HOs at call setup when HO and cell re-selection criteria do not match. With central control of HOs in the MME/UPE, these problems are effectively avoided. Central mobility management also simplifies Inter-RAT HO.
Conclusion: The inter-cell mobility function of RRC is placed in the MME/UPE.
2.2.7 Measurement handling

RRC handles configuration and reporting of measurements needed for mobility management. Measurement configuration and reporting for mobility should be handled by the same node that handles mobility. Other measurement, needed for radio resource management may be handled elsewhere.
Conclusion: Measurement handling for mobility is placed in the node that manages mobility.
2.2.8 MBMS

MBMS functions could in principle be placed either in the Node B site or in a central node. However, since some form of macro diversity is assumed for MBMS in LTE, synchronized  transmission from many Node Bs in a large portion of the network is required. The MBMS control traffic also needs to be synchronized with the user plane data which originates from a central node. Thus, a central placement of the MBMS functions is favorable. 
It should be noted that at this point it is not really clear that RRC will be the protocol layer handling MBMS control signaling. Again though, since this is the case in Rel-6, it is a fair assumption that this will also be the case for LTE.
Conclusion: At this point MBMS is perceived to be best handled by centrally terminated RRC. The details of MBMS in LTE are however still for further discussion in 3GPP.
2.2.9 NAS direct transfer
As discussed in ‎[7] it is proposed to continue to handle Non-Access Stratum (NAS) signaling separately from user data in SAE / LTE and instead tunnel NAS messages inside centrally terminated RRC signaling. The benefits are that NAS signaling can rely on the same ciphering and integrity protection as centrally terminated RRC signaling. Additionally it becomes possible to co-ordinate the NAS and AS signaling in order to reduce complexity (e.g. error cases) and to optimize the procedures (e.g. introduce Piggy-backing of NAS messages in RRC messages). From the MAC scheduler point of view both NAS and AS can be handled in the same way (using different priority than the user data).
Conclusion: NAS messages are tunneled inside centrally terminated RRC signaling.
2.3. MAC Functions (CP related)

The MAC protocol includes both control and user plane functions. Focusing on the control plane, the MAC would typically handle scheduling and assignment of radio resources to UEs. As discussed in R2-060071 ‎[4], MAC also manages the UE power saving functions in the LTE_Active state as described in R2-060591 ‎[3].
For efficient radio resource management, measurements are needed. Measurements for radio resource management such as scheduling may be managed by MAC while measurements for mobility management are handled by RRC, see Section ‎2.2.7.

As indicated in ‎[4], resource allocation is done by the MAC scheduler. The MAC layer of the UE needs to be told which resource blocks will be used for transmissions. Due to the high flexibility and bandwidth of LTE, the overhead associated with this ‘channel’ indication can be significant and increase access delays. Hence, it may be beneficial to restrict the domain of resource blocks that will be used in the communication with a specific UE to a subset of the resource blocks available to the system or the cell.
3. Summary and Conclusions
For presentational convenience, RRC functions located in a central node will be called Upper-RRC functions and those located in Node B will be called Lower-RRC functions. The protocol function split and the viability of the two termination options for the RRC functions are summarized in Table 1.
Table 1: CP protocol functional split and termination options for LTE.
	Function
	MAC


(Node B)
	Lower RRC

(Node B)
	Upper
RRC

(MME/UPE)
	Comment

	Broadcast (Section ‎2.2.1)
	
	0
	0
	Both local and central information need to be broadcasted.

	Paging (Section ‎2.2.2)
	
	n/a
	+
	Is best done from the node where idle mode mobility is handled.

	RRC connection handling (Section ‎2.2.3)
	
	-
	+
	

	Security functions (Section ‎2.2.4)
	
	-
	+
	

	QoS control (Section ‎2.2.5)
	
	0
	+
	

	Mobility handling (Section ‎2.2.6)
	
	-
	+
	

	Measurement configuration and reporting for mobility (Section ‎2.2.7)
	
	
	
	Should be terminated in same node as mobility handling

	MBMS (Section ‎2.2.8)
	
	-
	+
	

	NAS direct transfer (Section ‎2.2.9)
	
	-
	+
	

	Assignment of radio resources (see ‎[4])
	+
	
	
	

	Identification and mapping of logical channels (see ‎[4])
	+
	
	
	

	Scheduling (see ‎[4])
	+
	
	
	

	Measurements for scheduling (see ‎[4])
	+
	
	
	


From Table 1 it is clear that most RRC functions benefit from being associated with Upper-RRC (terminated in the MME/UPE) rather than with Lower-RRC (terminated in the Node B). Node B controlled mobility handling suffers from the fact that a UE context needs to be relocated at every inter-Node B change and that algorithm consistency becomes more difficult to maintain. For Upper-RRC functions it will be straight-forward to achieve the same level of protection as is provided in UMTS without inventing new security solutions. Paging from a central node requires less O&M and is more efficient transmission-wise.
In ‎[2], it was also identified that a direct Node B – Node B interface (as is required in an architecture where Lower-RRC comprise mobility handling and/or holds essential state information which cannot easily be recreated) will require a significant amount of configuration and testing as the number of testing combinations grows rapidly with the number of different Node Bs with which communication is required. It was also identified that consistent configuration of topological relations in the access network (e.g. neighbor cell relations) is easier to ensure with a central node than with a distributed architecture which requires distributed database duplication and related signaling. Further, it is unclear how triggers and procedures for HO to other RATs should be handled and implemented if it should be performed as part of Lower-RRC in the Node B. It is, therefore, concluded that all RRC functions, except possibly the encoding of System Information for Broadcast, should belong to Upper-RRC and be terminated in the MME/UPE. As a side-benefit, it will be possible to re-use the security and re-transmission services of the UP also for the CP and, thereby, avoid duplication of these features in multiple nodes, which would have otherwise been necessary.
Figure 1 shows the overall protocol architecture of the control plane in LTE. NAS functions (such as SM/MM) and RRC are terminated in the MME/UPE and the MAC and physical layers are terminated in the Node B.
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Figure 2: Control plane protocol architecture in LTE.
4. Proposal
It is proposed:
1. that radio resource assignment is MAC functionality rather than RRC functionality and that TR 25.813 ‎[1] be updated accordingly,
2. that State Handling is added to the list of RRC functions in TR 25.813 ‎[1], and
3. that RRC is terminated in the MME/UPE above the “flex” (S1) interface.
5. References

[1] R2-060146, “3GPP TR 25.813 v0.3.0 (200601)”, RAN2.
[2] R2-052904, “On UE control plane termination point”, Ericsson, 3GPP TSG RAN WG2-WG3 Meeting, Seoul, November, 2005.
[3] R2-060591, “MAC procedures for DRX and DTX in LTE_Active ”, Ericsson
[4] R2-060071, “eRRC and MAC Functions in LTE”, Ericsson, 3GPP TSG RAN WG2 #50, Sophia Antipolis, January, 2006.
[5] R3-060044, “Security of LTE Control Plane”, Ericsson, 3GPP TSG RAN WG3 #50, Sophia Antipolis, January, 2006.
[6] S3-060116, “On the need for RRC ciphering in LTE”, Ericsson, 3GPP TSG SA3 Meeting #42, Bangalore, February, 2006.
[7] R2-060510, “Handling of NAS signaling in SAE/LTE”, Ericsson
_1200812521.doc

[image: image1]

Node B











Adapt. Layer







PHY







RRC







Central Node







RRC







RLC







PHY







?







PHY







UDP/IP/L2







MAC







PHY







UE







Adapt. Layer







UDP/IP/L2







“flex” (S1)







Uu







NAS







MAC







MME/UPE







NAS







RLC*







* It has not yet been decided where Outer-ARQ or RLC are terminated. RRC relies, however, on RLC-like support being present.












_1200749388.doc

[image: image1]

Node B







MME/UPE







Adapt. Layer







PHY







RRC







Central Node







RRC







MAC







PHY







Uu







PHY







UDP/IP/L2







MAC







PHY







UE







Adapt. Layer







UDP/IP/L2







“flex” (S1)







NAS







NAS







RLC*







RLC







* It has not yet been decided where Outer-ARQ or RLC are terminated. RRC relies, however, on RLC-like support being present.












