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Introduction
At the discussions at the joint RAN2/RAN3/SA3 meeting, it was possible to agree that the termination of the ciphering for the User plane should be assumed to be in the UPE. It has assumed by SA2 that the UPE allocated to the UE is not reallocated during a data flow. With these two important working assumptions it is possible to allow the security context between the UE and the UPE to be maintained whilst the UE is in LTE_IDLE state. This paper looks into how the maintenance of the security context in the user plane can minimize the click-to-view time.

Control Plane Establishment

When the UE first registers in a PLMN, and when the UE changes tracking area, the UE completes the control plane establishment procedure described below.  
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1) The UE sends a very short contention based ACCESS REQUEST message made up of an indication of the Payload Type= “Signalling”, payload size, a relative priority and a Random ID.

2) The Network responds with a LIMITED RADIO RESOURCE GRANT message providing the UE with enough resources to send a small number of uplink packets.

3) The UE sends the RADIO RESOURCE REQUEST message to the eNB including the first Layer 3 message and an Identity of the Serving MME allocated to the UE (when available. 

4) If the UE does not included the Identity of the Serving MME in the RADIO RESOURCE REQUEST message, the eNB selects an MME from a list, and then passes the Layer 3 message to the addressed or allocated MME. The eNB includes a binding ID in this message to tie any response together with this message.

5) Optionally the MME may trigger the Authentication procedure for the UE, the messages are tunnelled transparently through the eNB to the UE.

6) The MME then updates the UE profile stored at each of the UPE where the UE has a PDP context active with the Insert Sub Data message, to which the UPE acknowledges with the Insert Sub Data ACK. A copy of the subscriber information is kept in the MME. The inclusion of this information at the UPE allows the ciphering of the User plane between the UE and the UPE.

7) The MME returns the ciphered Update Location ACK message to the eNB including the radio specific protection key and the Unique UE identity.

8) The eNB returns the RADIO RESOURCE RESPONSE message including the ciphered Layer 3 message, a UE Radio specific ID and possibly an allocation for RR.
User Plane Establishment

After the UE has completed the Control Plane Establishment signalling, the ciphered user plane is available to use. In the following signalling example, it is assumed that the user is doing a web-surfing session, and therefore in that case the first packet volley is the DNS query to the DNS Server. The identity of the UE is authenticated by the UPE successful deciphering the first uplink packet. With the first downlink packet the UPE downloads the RRC protection information to the eNB.
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1) The UE sends a very short contention based Access Request message made up of an indication of Payload Type=Data, payload size, a relative priority and a Random ID.

2) The Network responds with an Access Response message providing the UE with enough resources to send a small number of uplink packets. 

3) The UE sends the Radio Resource Request message (RRR) to the eNB with the first User Data Packet piggy-backed. This message includes the Address of the UPE and a UE specific ID for that UPE.  The Address of the UPE and the UE specific ID for that UPE are allocated during the PDP context establishment procedures.

4) The eNB passes the User data on the GTP-U identified by the IP address and TEID provided by the UE. If the UPE can successfully decode the packet then the User Identity is confirmed.

5) In this example the first uplink data packet is to complete a DNS lookup, identified above with the DNS request and response messages. 

6) The first downlink packet received at the UPE for the UE, is ciphered and passed to the eNB. The UE identity and RR Ciphering information is piggybacked on this User plane packet.

7) The eNB sends the UE a ciphered RRR Response message, including the new RR ID assigned to the UE by the eNB, the Ciphered User Data packet and a full resource grant.

8) The UPE contacts the MME indicating that the UE has transitioned from Idle to Active state, and provides the eNB identity and Binding ID.

9) The MME downloads the eNB with the information about the UE, e.g. QoS information about the IP flow, Roaming restrictions.  
Conclusion

It is proposed to discuss message sequence for LTE Idle to LTE Active state transition in, and where applicable, it is proposed that it be reflected in TR 23.882 and the internal RAN3 TR.
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