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	Reason for change:
(

	The following scenario that can result in failed call attempts has been observed in the field:

1 - UE sends non ZERO START-cs and START-ps in RRC CONNECTION SETUP COMPLETE

2 - UE initiated both CS and PS signalling connection at the beginning of RRC connection.

3 - Network initiates PS Security Mode Command procedure and PS connection is successfully established.

4 - Network initiates CS AUTHENTICATION REQUEST, and the procedure is successfully completed.

5 - However, CS signalling connection is released by network before CS SMC is issued. The CS signalling connection might occur, for example, if the UE is in CELL_FACH state and performs a cell reselection and Cell Update which causes the SMC to be aborted.


6 - UE initiates CS signalling connection again with INITIAL DIRECT TRANSFER (IDT). As per the requirements in section 8.5.9, the START value in the IDT will be the same START-cs value UE sent in RRC CONNECTION SETUP COMPLETE.

7 - NW triggers SMC. Since during this Signalling connection, no Authentication procedure has been triggered for the CS domain, the CN may NOT indicate “NEW KEY PRESENT” when it initiates the starting of security towards the RNC.

8 - RNC uses START value received in the IDT message to initialize COUNT_I for RB2 to perform the MAC_I calculation on SMC.

9 - UE receives SMC, and since in the same RRC connection, the new set of CS security key generated at step 4 hasn’t been used yet, UE uses ZERO to initialize the COUNT_I on RB2 for XMAC_I calculation on SMC

10 - Because of different COUNT_I has been used on SMC for IP protection at NW and UE side, IP check for SMC fails at UE side.

11 - This failure can’t be recovered until either the RRC connection is released or

another Authentication procedure is triggered.


	
	

	Summary of change:
(

	It is proposed to resolve this issue by requiring that the UE sets the START value contained in the Initial Direct Transfer message to zero if a new set of security keys has been generated for this domain but not yet used.

Isolated Impact Analysis
Functionality corrected: Security

This CR only impacts the UE. If a UE is not implemented according to the CR and during a long lived PS connection a CS signalling connection gets released after Authentication but before the new keys are taken into use, then future CS connections will fail until either the RRC connection is released or the CN decides to perform another authentication.

Implementation of this CR by a Release 99/4 UE will not cause compatibility issues
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not approved:
	If the CR is not agreed then it will be possible for UEs with long lived PS connection to get into a situation where CS call attempts fail repeatedly.
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8.1.8.2
Initiation of Initial direct transfer procedure in the UE

In the UE, the initial direct transfer procedure shall be initiated, when the upper layers request establishment of a signalling connection. This request also includes a request for the transfer of a NAS message.

Upon initiation of the initial direct transfer procedure the UE shall:

1>
set the variable ESTABLISHMENT_CAUSE to the cause for establishment indicated by upper layers.

Upon initiation of the initial direct transfer procedure when the UE is in idle mode, the UE shall:

1>
perform an RRC connection establishment procedure, according to subclause 8.1.3;

1>
if the RRC connection establishment procedure was not successful:

2>
indicate failure to establish the signalling connection to upper layers and end the procedure.

1>
when the RRC connection establishment procedure is completed successfully:

2>
continue with the initial direct transfer procedure as below.

Upon initiation of the initial direct transfer procedure when the UE is in CELL_PCH or URA_PCH state, the UE shall:

1>
perform a cell update procedure, according to subclause 8.3.1, using the cause "uplink data transmission";

1>
when the cell update procedure completed successfully:

2>
continue with the initial direct transfer procedure as below.

The UE shall, in the INITIAL DIRECT TRANSFER message:

1>
set the IE "NAS message" as received from upper layers; and

1>
set the IE "CN domain identity" as indicated by the upper layers; and

1>
set the IE "Intra Domain NAS Node Selector" as follows:

2>
derive the IE "Intra Domain NAS Node Selector" from TMSI/PMTSI, IMSI, or IMEI; and

2>
provide the coding of the IE "Intra Domain NAS Node Selector" according to the following priorities:

1.
derive the routing parameter for IDNNS from TMSI (CS domain) or PTMSI (PS domain) whenever a valid TMSI/PTMSI is available;

2.
base the routing parameter for IDNNS on IMSI when no valid TMSI/PTMSI is available;

3.
base the routing parameter for IDNNS on IMEI only if no (U)SIM is inserted in the UE.

1>
if the variable ESTABLISHMENT_CAUSE_ is initialised:

2>
set the IE "Establishment cause" to the value of the variable ESTABLISHMENT_CAUSE;
2>
clear the variable ESTABLISHMENT_CAUSE.
1>
if a new security key set was received for this CN domain but was not used either for integrity protection or ciphering during the current RRC connection, the UE shall include zero as the START value for this CN domain in the IE "START".

1>else:

2>
calculate the START according to subclause 8.5.9 for the CN domain as set in the IE "CN Domain Identity"; and

2>
include the calculated START value for that CN domain in the IE "START".

The UE shall:

1>
transmit the INITIAL DIRECT TRANSFER message on the uplink DCCH using AM RLC on signalling radio bearer RB3;

1>
when the INITIAL DIRECT TRANSFER message has been submitted to lower layers for transmission:

2>
confirm the establishment of a signalling connection to upper layers; and

2>
add the signalling connection with the identity indicated by the IE "CN domain identity" in the variable ESTABLISHED_SIGNALLING_CONNECTIONS.

1>
when the successful delivery of the INITIAL DIRECT TRANSFER message has been confirmed by RLC:

2>
the procedure ends.

When not stated otherwise elsewhere, the UE may also initiate the initial direct transfer procedure when another procedure is ongoing, and in that case the state of the latter procedure shall not be affected.

A new signalling connection request may be received from upper layers during transition to idle mode. In those cases, from the time of the indication of release to upper layers until the UE has entered idle mode, any such upper layer request to establish a new signalling connection shall be queued. This request shall be processed after the UE has entered idle mode.
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