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1. Introduction

A contribution about UDP checksum handling was discussed during the last meeting [1]. A 2 byte UDP checksum field is not compressible, so is transmitted as it is over the radio. Since VoIP packets are usually very small, this 2 byte overhead is not trivial. The proposal was to detach the UDP checksum before transmission and to reconstruct it at the receiver. Figure 1 shows the basic idea of the proposal
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Figure 1 Proposed UDP checksum removal scheme
With the above proposal, it is possible to avoid transmitting a 2 byte UDP checksum over the radio while keeping header compression and decompression intact. 

Some concerns on the proposal have been raised in the last meeting, and this contribution address those concerns in section 2 and presents a draft CR in section 3.

2. Discussion

Two things were argued against the proposed UDP checksum handling.

1. Removing 16 bit UDP checksum would reduce the error detecting capability.

2. Even erroneous UDP packet might be useful at the application level.

Reduced Error Detecting Capability

It is a general assumption that a 12 or 16 bit CRC is attached to a VoIP packet. Assuming a 16 bit CRC and a 10-2 link layer BLER, a residual bit error will happen every 6,553,600 packets. It means that a user will suffer from a residual bit error once every 73 hours. This is already a quite strong error protection, and if it is combined with a 16 bit UDP checksum, the result is an average of 544 years between residual bit errors. This is clearly an overkill. 

Note in addition that while RLC header errors are in general more severe than VoIP frame errors, the UDP checksum does anyway not protect the RLC header as shown in figure 2. 
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Figure 2 residual bit error probability with both UDP checksum & CRC 
Using erroneous UDP packet
In general, an erroneous packet should not be passed to the next processor because an error in a header field will cause unexpected side effects. For example let’s assume a VoIP packet with a UDP checksum error. The error can be anywhere in the VoIP packet, and an error in a header field might cause following effects:
A. An erroneous UDP port number will cause the packet to be delivered to the wrong application or cause ICMP error message to be sent.

B. An erroneous SN in the RTP header will disturb the codec operation. The decoder could replay the received packet out-of-order.  

C. An erroneous AMR header will disturb the codec operation. The decoder could mis-identify the codec rate of the received packet, or the codec rate could be wrongly adjusted.   

Please note that above negative side effects are just examples, and every erroneous header part will have its own side effect. 

There is one potential future case in which an erroneous packet may be used by the application layer, which is when UEP/UED is applied for VoIP sessions. In the following we examine how this could be done to see whether a proposal to detach/reconstruct the UDP checksum impacts this behaviour. 

To support UEP/UED in VoIP, UDP-lite and a frame CRC are used to cover different parts of a packet [2]. The Frame CRC is an optional field of the AMR header, whose existence is signaled during call setup.
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Figure 3 UEP/UED defined in IETF
As shown in the figure 3, UDP checksum protects the header fields while the frame CRC protects the class A part. 

With these two error detecting codes in a packet, there are three cases to be considered.

· Case 1: UDP checksum succeeds & Frame CRC succeeds. Both IP/UDP/RTP/AMR header and class A bits are error free. The payload is forwarded to the upper layer.

· Case 2: UDP checksum succeeds & Frame CRC fails. IP/UDP/RTP/AMR header is error free but class A bits are erroneous. In this case, the payload is forwarded to the upper layer with an error indication.

· Case 3: UDP checksum fails. IP/UDP/RTP/AMR header is erroneous, and UDP discards the packet [3]. 

Therefore transmitting the UDP checksum indicating an error is also in this case not useful, since the packet will be discarded at the receiver’s UDP layer anyway. 

From this, it can be concluded that removing the UDP checksum field over the radio would not affect the UEP/UED operation currently defined by IETF.

3. Conclusion

It is shown that relying on the UDP checksum for error detecting over the radio is not efficient. Furthermore it has been shown that a VoIP packet with an error in the IP/UDP/RTP/AMR header is not useful for the application layer.

Therefore it is proposed to agree on removing UDP checksum field over the radio.

A draft CR is attached for 25.323. An accompanying CR for 25.331 will also be provided.
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3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AS
Access Stratum

CID
Context Identifier

C-SAP
Control Service Access Point
HC
Header Compression

IETF
Internet Engineering Task Force

IP
Internet Protocol

L2
Layer 2 (data link layer)

L3
Layer 3 (network layer)

MBMS
Multimedia Broadcast Multicast Service
M-HC
Mobile Header Compressor

M-HCD
Mobile Header Compressor/Decompressor

M-HD
Mobile Header Decompressor

NAS
Non Access Stratum

N-HC
Network Header Compressor

N-HCD
Network Header Compressor/Decompressor

N-HD
Network Header Decompressor

PDCP
Packet Data Convergence Protocol

PDU
Protocol Data Unit

PID
Packet Identifier
PPP
Point-to-Point Protocol

p-t-p
Point-to-Point

p-t-m
Point-to-Multipoint

RB
Radio Bearer

RFC
Request For Comments

RLC
Radio Link Control
RNC
Radio Network Controller
ROHC
RObust Header Compression

RTP
Real Time Protocol

SDU
Service Data Unit

TCP
Transmission Control Protocol

UCH
UDP Checksum Handler
UDP
User Datagram Protocol

UE
User Equipment

UMTS
Universal Mobile Telecommunications System

UTRA
UMTS Terrestrial Radio Access

UTRAN
UMTS Terrestrial Radio Access Network
<End of Modified Section>
4.2
Overview on sublayer architecture

Figure 1 shows the model of the PDCP within the radio interface protocol architecture. The radio interface protocol architecture is defined in [3]. The PDCP sublayer is defined for the PS domain only.

Every PS domain RAB is associated with one RB, which in turn is associated with one PDCP entity. Each PDCP entity is associated with one or two (one for each direction) RLC entities depending on the RB characteristic (i.e.uni-directional or bi-directional) and RLC mode. The PDCP entities are located in the PDCP sublayer.
Every PDCP entity uses zero, one or several different header compression protocol types. Several PDCP entities may be defined for a UE with each using the same or different protocol type. In this version of the specification, only two header compression protocol types, RFC 2507 [6] and RFC 3095 [8], are supported.

The PDCP sublayer is configured by upper layer [2] through the PDCP-C-SAP.
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Figure 1: PDCP structure

Figure 1 represents one possible structure for the PDCP sublayer and should not restrict implementation. A PDCP entity is mapped to either one AM RLC entity or one or two UM or TM RLC entities. When a PDCP entity is mapped to two UM or TM RLC entities each RLC entity is used for a different direction.
<End of Modified Section>
5.8
UDP checksum handling
A PDCP entity could be configured with theUDP checksum handling option. When configured, the upper UDP checksum handler and lower UDP checksum handler are connected with the HC protocol entity. 

The upper UDP checksum handler shall,

-
when a packet is received from higher layers:
· -
discard incoming packets with an erroneous UDP checksum; 
· -
replace the UDP checksum of incoming error-free UDP packets with a dummy checksum, and forward these packets to the connected header compressor.

-
when a packet is received from the header decompressor: 
· -
recalculate the UDP checksum taking into account the UDP checksum coverage;

· -
replace the dummy checksum with the recalculated checksum and forward the resulting packet to higher layers.

The lower UDP checksum handler shall:
-
when a packet is received from the compressor:
-
remove the dummy UDP checksum and forward the packet to lower layers.

-
when a packet is received from lower layers:

- 
insert the dummy UDP checksum and forward the packet to the decompressor.

The dummy UDP checksum value is ‘1111 1111 1111 1111’.
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