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1
Introduction

The single sided RLC re-establishment procedure was introduced in release 5 to allow only the downlink or uplink side of the RLC entity to be re-established without causing data loss to the other side of RLC. However, this procedure has introduced a problematic interaction with the RLC reset procedure that can result in HFN de-synchronisation between the UE and the UTRAN.
2
Description of problem
The problem occurs when the transmitting side of an RLC entity in the UE has a condition that triggers a reset procedure. The UE RLC then sends an RESET PDU to its peer entity in the UTRAN and then waits for a RESET ACK PDU. During the time that it is waiting for the RESET ACK PDU the network decides to perform a single sided RLC re-establishment in order to change the RLC-PDU size in one direction. The interaction between the RLC reset and the single sided RLC re-establishment can result in the peer RLC entities having different HFNs and consequently resulting in the corruption of data. An example sequence of events leading to the problem is shown in the figure and also described below:
1. A condition occurs within the UE that triggers the reset procedure, for example a PDU is retransmitted the maximum number of times.

2. The RLC entity in the UE send the RESET PDU containing the current value of the uplink HFN, x. 

3. The RLC entity in the network receives the RESET PDU and performs a reset. This includes discard of both uplink and downlink data currently within the entity, setting of the current UL HFN to the value (x+1), setting the current DL HFN to (y+1) and returning a RESET ACK PDU containing the downlink HFN (equal to y)

4. The RESET ACK PDU is lost over the air. The RLC entity in the UE will continue to wait for the ACK until the timer RST expires.

5. The network initiates  a DL RLC PDU size change, for example due to moving into cell where HSDPA is not supported.

6. The network sends a Reconfiguration message informing the UE of the DL RLC PDU size change

7. The UE receives the Reconfiguration message and performs the DL only re-establishment, setting the DL HFN value to equal START, and sending a Reconfiguration Complete message containing the START value. 

8. Having received the Reconfiguration Complete message containing the START value, the network can now also perform the single sided RLC re-establishment setting the DL HFN to the START value. 

9. Timer RST expires. As the UE has not received the RESET ACK PDU it retransmits the RESET PDU. According to the current spec it is required to transmit an identical PDU (i.e. containing the UL HFN value x)

10. The network receives the RESET ACK PDU and as it has already received this RESET ACK PDU before it takes no action except to resend the RESET ACK PDU that it sent before (i.e. containing the DL HFN value y)

11. The UE receives the RESET ACK PDU and performs the RLC reset actions, setting the DL HFN to the value (y+1).
12. The result is an HFN mis-match between the UE and the UTRAN. The UE has the DL HFN set to y+1 and the network has the DL HFN set to the START value. The UL HFNs are correctly aligned.

It should also be noted that, depending on the exact point in time when the RLC reset procedure is triggered and depending on whether messages are lost over the air, there are other sequences of messages that can also result in HFN desynchronisation.
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3
Proposal

The RLC Reset procedure is designed to re-synchronise the HFN in the UE and UTRAN and so the simplest approach to resolving this problem is to just re-initiate the RLC Reset procedure after the single sided re-establishment has completed. This means that a full reset procedure occurs immediately after the single sided re-establishment which ensures that the HFNs are synchronised. 

In addition, the reset sequence number sent in the RESET PDU of the re-started procedure must be incremented compared to that used in the previous RLC reset procedure (the reset sequence number is not set back to zero as would normally be the case following a re-establishment). According to the current specification,, the RLC entity receiving a RESET PDU is required to perform the reset function if that RESET PDU is the first one received since RLC establishment or re-establishment, or the reset sequence number received in the RESET PDU is different from that received in the last received RESET PDU. Given this, if the UE side increments the reset sequence number rather than using the value zero after the single sided re-establishment, then it ensures that the RLC entity receiving the RESET PDU (the network in the example described) always acts on this RESET PDU. Otherwise there is a risk that a RESET PDU with reset sequence number equal to zero which was sent before the single sided re-establishment is actually received after the single sided re-establishment in the network. If the UE were then to re-start the reset procedure using reset sequence number zero then the network will not act on this reset and de-synchronisation will still occur.
4
Conclusion

The solution described in section 3 is contained in the attached CR. In addition the CR fixes one other problem with the current single sided RLC re-establishment procedure.
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9.7.7
RLC re-establishment function for acknowledged and unacknowledged mode

RLC re-establishment is performed upon request by upper layers.

The RLC re-establishment function is applicable for AM or UM RLC. For UM, the whole RLC entity is re-established. For AM, upper layers may request re-establishment of the whole RLC entity or only the transmitting or receiving side of the RLC entity.

When an UM RLC entity is re-established by upper layers, the RLC entity shall:

-
reset the state variables to their initial value;

-
set the configurable parameters to their configured value;

-
set the hyper frame number (HFN) to the value configured by upper layers;

-
if it is a receiving UM RLC entity:

-
discard all UMD PDUs.

-
if it is a transmitting UM RLC entity:

-
discard the RLC SDUs for which one or more segments have been submitted to a lower layer;

-
if requested:

-
inform the upper layers of the discarded SDUs.

-
not stop Timer_Discard if the RLC SDU is not discarded.

When the transmitting and/or receiving side of an AM RLC entity is re-established by upper layers, the RLC entity shall:

-
if the receiving side of the RLC entity is re-established:

-
reset the state variables specified for the receiver in subclause 9.4 to their initial values;

-
set the configurable parameters applicable for the receiving side in subclause 9.6 to their configured values;

-
set the hyper frame number (HFN) in the receiving side (DL in the UE) to the value configured by upper layers;

-
discard the control PDUs in both transmitting and receiving side and the AMD PDUs in the receiving side;
-
if only the receiving side of the RLC entity is re-established:

-
if an RLC reset procedure is ongoing (i.e. Timer_RST is running):

-
abort the ongoing RLC reset procedure;

-
restart a new RLC reset procedure;

-
in the RESET PDU set the RSN to the value of the last used RSN plus one.
-
if the transmitting side of the RLC entity is re-established:

-
reset the state variables specified for the sender in subclause 9.4 to their initial values;

-
set the configurable parameters applicable for the transmitting side in subclause 9.6 to their configured values;

-
set the hyper frame number (HFN) in the transmitting side (UL in the UE)  to the value configured by upper layers.

-
if only the transmitter side of the RLC entity is re-established:

-
discard the control PDUs in both the transmitting and receiving side and all SDUs in the transmitting side that have been completely transmitted (the AMD PDUs containing segments of the SDU and the "Length Indicator" indicating the end of the SDU have been transmitted);

-
re-segment the SDUs that were not discarded into AMD PDUs with the configured RLC PDU size (that may be different from the size before the re-establishment).

-
if both the transmitter and receiver side of the RLC entity is re-established:

-
discard the control PDUs in both transmitting and receiving side and the AMD PDUs in the transmitting side.

-
stop all timers described in subclause 9.5 except Timer_Poll_Periodic, Timer_Status_Periodic, and Timer_Discard for SDUs that have not been discarded;
-
if requested:

-
inform the upper layers of the discarded SDUs.
-
if only the transmitting side of the RLC entity is re-established:

-
if an RLC reset procedure was ongoing (i.e. Timer_RST was running):

-
abort the ongoing RLC reset procedure;
-
restart a new RLC reset procedure;

-
in the RESET PDU set the RSN to the value of the last used RSN plus one.
NOTE:
If the TFC selection exchange has been initiated by sending the RLC Entity Info parameter to MAC, the RLC entity may delay the re-establishment function until the end of the next TTI.
11.4
RLC reset procedure

11.4.1
General

The RLC reset procedure is used to reset two RLC peer entities, which are operating in acknowledged mode. Figure 11.4 below illustrates the elementary procedure for an RLC reset. During the reset procedure the hyper frame numbers (HFN) in UTRAN and UE are synchronised. Two HFNs used for ciphering needs to be synchronised, DL HFN in downlink and UL HFN in uplink. In the reset procedure, the highest UL HFN and DL HFN used by the RLC entity in the transmitting sides, i.e. the HFNs associated with AMD PDUs of "Sequence Number"=VT(S)-1 if at least one AMD PDU had been transmitted or of "Sequence Number"=0 if no AMD PDU had been transmitted, are exchanged between UE and UTRAN.

The RESET PDUs and the RESET ACK PDUs have higher priority than AMD PDUs.
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Figure 11.4: RLC reset procedure

11.4.2
Initiation

The Sender shall:

-
if one of the following triggers is detected:

1)
"No_Discard after MaxDAT number of transmissions" is configured and VT(DAT) equals the value MaxDAT (see subclause 9.7.3.4);

2)
VT(MRW) equals the value MaxMRW;

3)
A STATUS PDU or a piggybacked STATUS PDU including "erroneous Sequence Number" is received (see clause 10);

-
stop transmitting any AMD PDU or STATUS PDU;

-
ignore any incoming AMD PDU, piggybacked STATUS PDU or STATUS PDU;

-
increment VT(RST) by 1;

-
if VT(RST) = MaxRST:

-
perform the actions specified in subclause 11.4.4a.

-
else (if VT(RST) < MaxRST):

-
submit a RESET PDU to the lower layer;

-
start the timer Timer_RST according to the description in subclause 9.5.

NOTE:
If the TFC selection exchange has been initiated by sending the RLC Entity Info parameter to MAC, the RLC entity may delay the RLC reset procedure until the end of the next TTI.

When a reset procedure has been initiated it can only be ended upon reception of a RESET ACK PDU with the same RSN value as in the corresponding RESET PDU, or upon request of re-establishment or release from upper layer, a reset procedure is not interrupted by the reception of a RESET PDU from the peer entity.

11.4.2.1
RESET PDU contents to set

The Sender shall:

-
set the HFNI field to the currently highest used HFN (DL HFN when the RESET PDU is sent by UTRAN or UL HFN when the RESET PDU is sent by the UE);

-
set the RSN field to the sequence number of the RESET PDU. The sequence number of the first RESET PDU after the AM entity is established or after both the receiving and transmitting sides of the AM entity are re-established shall be "0". This sequence number is incremented every time a new RESET PDU is transmitted, but not when a RESET PDU is retransmitted.

11.4.3
Reception of the RESET PDU by the Receiver

Upon reception of a RESET PDU the Receiver shall:

-
if the RSN value in the RESET PDU is the same as the RSN value in the last received RESET PDU:

-
only submit a RESET ACK PDU to the lower layer with the contents set exactly as in the last transmitted RESET ACK PDU (i.e., in this case the RLC entity is not reset).

-
if the RESET PDU is the first RESET PDU received since the entity was established; or 
-
if the RESET PDU is the first RESET PDU received since the transmitting side or the receiving side or both the transmitting and receiving sides of the RLC entity were re-established; or

-
if the RSN value is different from the RSN value in the last received RESET PDU:
-
submit a RESET ACK PDU to the lower layer with the content set as specified in subclause 11.4.3.1;

-
reset the state variables described in subclause 9.4 except VT(RST) to their initial values;

-
stop all the timers described in subclause 9.5 except Timer_RST, Timer_Discard, Timer_Poll_Periodic and Timer_Status_Periodic;

-
reset configurable parameters to their configured values;

-
discard all RLC PDUs in the receiving side of the AM RLC entity;

-
discard all RLC SDUs that were transmitted before the reset in the transmitting side of the AM RLC entity;

-
if requested for the transmitting side:

-
inform the upper layers of the discarded SDUs.

-
set the HFN (DL HFN when the RESET PDU is received in UE or UL HFN when the RESET PDU is received in UTRAN) equal to the HFNI field in the received RESET PDU;

-
increase with one the UL HFN and DL HFN, and the updated HFN values shall be used for the first transmitted and received AMD PDUs after the reset procedure.

NOTE:
If the TFC selection exchange has been initiated by sending the RLC Entity Info parameter to MAC, the RLC entity may delay the RLC SDUs discard in the transmitting side of the AM RLC entity until the end of the next TTI.

11.4.3.1
RESET ACK PDU contents to set

The Receiver shall:

-
set the hyper frame number indicator field (HFNI) to the currently highest used HFN (DL HFN when the RESET ACK PDU is sent by UTRAN or UL HFN when the RESET ACK PDU is sent by the UE);

-
set the RSN field to the same value as in the corresponding received RESET PDU.

11.4.4
Reception of the RESET ACK PDU by the Sender

Upon reception of a RESET ACK PDU, the Sender shall:

-
if the Sender has already transmitted a RESET PDU which has not been yet acknowledged by a RESET ACK PDU:

-
if the received RSN value is the same as the one in the corresponding RESET PDU:

-
set the HFN value (DL HFN when the RESET ACK PDU is received in UE or UL HFN when the RESET ACK PDU is received in UTRAN) to the HFNI field of the received RESET ACK PDU;

-
reset the state variables described in subclause 9.4 to their initial values;

-
stop all the timers described in subclause 9.5 except Timer_Discard, Timer_Poll_Periodic and Timer_Status_Periodic;

-
reset configurable parameters to their configured values;

-
discard all RLC PDUs in the receiving side of the AM RLC entity;

-
discard all RLC SDUs that were transmitted before the reset in the transmitting side of the AM RLC entity;

-
if requested for the transmitting side:

-
inform the upper layers of the discarded SDUs.

-
increase with one the UL HFN and DL HFN, and the updated HFN values shall be used for the first transmitted and received AMD PDUs after the reset procedure;

-
otherwise (if the received RSN value is not the same as the one in the corresponding RESET PDU):

-
discard the RESET ACK PDU;

-
otherwise (if the Sender has not transmitted a RESET PDU which has not been yet acknowledged by a RESET ACK PDU):

-
discard the RESET ACK PDU.

NOTE:
If the TFC selection exchange has been initiated by sending the RLC Entity Info parameter to MAC, the RLC entity may delay the RLC SDUs discard in the transmitting side until the end of the next TTI.

11.4.4a
Reached maximum number of attempts

If VT(RST) = MaxRST, the Sender shall:

-
terminate the ongoing RLC RESET procedure;

-
stop the timer Timer_RST if it was started;

-
indicate unrecoverable error to upper layer.

11.4.5
Abnormal cases

11.4.5.1
Timer_RST timeout

If Timer_RST expires before the reset procedure is terminated, the Sender shall:

-
increment VT(RST) by one;
-
if VT(RST)<MaxRST:

-
set the RESET PDU as previously transmitted;

-
transmit the RESET PDU;

-
restart Timer_RST according to the description in subclause 9.5.

-
else (if VT(RST) = MaxRST):

-
perform the actions specified in subclause 11.4.4a.

11.4.5.2
Void

11.4.5.3
Reception of the RESET PDU by the Sender

Upon reception of a RESET PDU, the Sender shall:

-
submit a RESET ACK PDU to the lower layer with the content set as specified in subclause 11.4.3.1;

-
reset the state variables described in subclause 9.4 except VT(RST) to their initial values;

-
stop all the timers described in subclause 9.5 except Timer_RST, Timer_Discard, Timer_Poll_Periodic and Timer_Status_Periodic;

-
reset configurable parameters to their configured values;

-
discard all RLC PDUs in the receiving side of the AM RLC entity;

-
discard all RLC SDUs that were transmitted before the reset in the transmitting side of the AM RLC entity;

-
if requested for the transmitting side:

-
inform the upper layers of the discarded SDUs.

-
set the HFN (DL HFN when the RESET PDU is received in UE or UL HFN when the RESET PDU is received in UTRAN) equal to the HFNI field in the received RESET PDU.

NOTE:
If the TFC selection exchange has been initiated by sending the RLC Entity Info parameter to MAC, the RLC entity may delay the RLC SDUs discard in the transmitting side until the end of the next TTI.
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