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1.
Introduction
The IE "Status" in the variable CIPHERING_STATUS is set to "Started" when ciphering is applied according to the IE "Ciphering mode info". Once the IE "Status" has been set to "Started" it will never be reset until the UE leaves RRC connected mode. On the other hand from CN perspective, more than one signalling connections, for which the CN initiates Security Mode Command one by one, can be setup and released during an RRC connection.
Those may lead to a problem when an emergency call is setup without security procedure while the IE "Status" in the variable CIPHERING_STATUS has already been set to "Started" due to a previous CS signalling connection.
2.
Background

2.1
Scope of the ciphering status in RRC

In the section 8.6.3.4 ("Ciphering mode info") of TS25.331 it is stated that the UE shall:

1>
set the IE "Status" in the variable CIPHERING_STATUS of the CN domains for which the IE "Status" of the variable SECURITY_MODIFICATION is set to "Affected" to "Started"
Note that the variable SECURIT_MODIFICATION is set to "Affected" when a SECURITY MODE COMMAND message is received for corresponding CN domain.

In the section 13.4.1 ("CIPHERING_STATUS") it is described the IE "Status" is;

Set to "Not started" when leaving UTRA RRC connected mode.

And there is no handling specified in the case of signalling connection release. This means that the ciphering status being set to "Started" will never be changed during an RRC connection.
2.2
Application of ciphering

The section 8.6.4.3 ("RB information to setup") specifies that the UE shall:

1>
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to "Started":

2>
start to perform ciphering on the radio bearer in lower layers, using the value of the IE "RB identity" minus one as the value of BEARER in the ciphering algorithm.
The above indicates that even if a Security Mode Command procedure is not performed for the call associated with the signalling connection, the UE starts applying ciphering for the RBs that are setup, as long as a Security Mode Command procedure has previously taken place for the corresponding CN domain during the RRC connection.

3.
Problem description
Considering the above analysis we think the following scenario becomes problematic.

[Initial condition] The UE is in PS call. The network operates in the mode II (NMO II)

STEP 1:  The UE initiates CS location update procedure due to a change in location registration area, where security procedure is performed.
STEP 2:  The CS signalling connection is released after the completion of the location update.

STEP 3:  The UE initiates an emergency call, for which the network doesn’t initiate Security Mode Command procedure.

STEP 4:  Speech RAB is setup and the UE starts applying ciphering on the RAB.

In STEP 1 the variable LATEST_CONFIGURED_CN_DOMAIN is set to CS domain and keys from that domain are taken into use, and it will continue even after STEP 2. It is obvious that in STEP 3 from the CN point of view, there is no intention to apply ciphering for the emergency call speech RAB. However in STEP 4, the UE compliant to RRC specification will perform ciphering.

Question seems to be whether or not the RNC will also apply ciphering in STEP 4. Given that the RNC would know that the ciphering status still indicates "Started" in STEP 4, we believe that the correct RNC behaviour would be to start ciphering on the speech RAB in STEP 4.
Note that STEP 1 could be replaced by a Mobile Terminated CS call, Mobile Originated CS call, Mobile Originated SMS, Mobile Terminated SMS.  The problem here described, therefore, becomes relatively frequent when establishing an emergency call during a very long PS session.
4.
Conclusion
As discussed in the section 3, we expect that as long as the IE "Status" in the variable CIPHERING_STATUS is set to "Started" for the corresponding CN domain, the RNC should start ciphering on the established RAB even if a Security Mode Command procedure is not performed for the signaling connection. However it is not completely clear if this is the common understanding among the companies in RAN2.

Our proposal is to minute the expected RNC behavior in the meeting minutes. We kindly ask RAN2 to discuss whether it is acceptable.
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