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1. Introduction
An off-line Email discussion among companies interested in the topic of HFN de-synchronization problem was conducted after RAN2 #45bis to seek for a joint contribution with a total solution to solve this problem once and for all. The participating companies included: ASUSTeK, Ericsson, LG, Lucent, Philips, Qualcomm, Samsung, and Siemens. A summary of results from this off-line discussion [1] was submitted for RAN2 #46. Three contributions [2]~[4] technically covered in [1] were submitted for RAN2 #46. In addition, two other contributions covering this topic [5][6] were also submitted for RAN2 #46. Due to shortage of meeting time, all the above-mentioned contributions [1]~[6] were not treated in RAN2 #46. 

This document summarizes the current understanding and available proposals for the HFN de-synchronization problem.

2. Problem description and Proposal list

2.1. Problem description

For UM RLC entity, there is a potential risk of losing HFN synchronization between the Sender and the Receiver. There are two scenarios that will induce HFN de-synchronization: (1) CRC residue errors, which introduce undetected SN error, undetected LI error and PDCP header error simultaneously, and (2) loss of over 128 consecutive UMD PDUs with 7-bit SN. For case (1), it was clarified [1] that undetected LI error and PDCP header error can be neglected if undetected SN error is handled properly.

In addition, it was well understood that Receiver’s HFN value will be 1 greater than the Sender’s HFN for case (1) and will be 1 less than Sender’s HFN for case (2). It was pointed out in [6] that 

“With a 16 bit CRC which is currently used for SRBs and VoIP bearers using UM RLC the probability that a completely random bitstream will pass the CRC is 1/216 ( 1.5*10-5). However, with a BLER of e.g. 1% only 1% of the frames contains any errors at all, which means that the error rate is 1.5*10-7,or once every 1110 minutes. This implies that the problem is only severe if the performance would be optimised by reducing the CRC length to e.g. 12 bits (one error every 68 min).”
To find a total solution, three aspects were identified:

A. Solutions which aim to prevent loss of HFN sync from occurring or to reduce its probability;

B. Solutions which aim to detect loss of HFN sync when it occurs;

C. Solutions which aim to recover from loss of HFN sync when it is detected.
Furthermore, if loss of HFN sync is detected but cannot be recovered successfully, a “RLC unrecoverable error” can be reported to upper layer as proposed by [5].
2.2. Proposal list

Several proposals [7]~[13] on this topic had been contributed to RAN2. Some new proposals were added during the offline discussion. They are listed below and grouped by the Aspects they intend to solve with a brief explanation.

For Aspect A (Prevention or Reduction of HFN sync loss):

P1 UM receiver window [7]: Apply the receiving window concept to UM entity so that corrupted SN jumping over the window can be identified and discarded.

P2 Increase UM SN length [8]: Increase the SN space so that probability of loss full SN space PDUs can be greatly reduced. Completely avoiding loss of HFN sync due to PDU loss can be expected by this proposal.

P3 Isolate SN jump [9]: PDU with SN not consecutive to both its previous and next PDUs are discarded. This scheme can prevent undetected SN error.

P4 Limit the number of UM PDUs of one logical channel in each MAC PDU [10]: This scheme can reduce the probability of loss full SN space PDUs.

P5 Increase minimum UM PDU size [11]: The intention is the same as P4. 

For Aspect B (Detection of HFN sync loss):

P6 Illegal LI Detection [12]: If invalid LI is detected, HFN de-sync is identified. The detection rate can be found in [12].

P7 Detect illegal PDCP header [13]: If PDU type field in a PDCP header is detected, HFN de-sync is identified.

P8 Double illegal LI Detection [9]: Only if invalid LIs are detected in two PDUs within a predefined number of received PDU sequence, HFN de-sync is identified. This scheme can avoid negative effect of P6 when undetected LI corruption happens.

P9 Double illegal PDCP header detection: This was raised during the email discussion. The intention is the same as P8.

For Aspect C (HFN sync recovery):
P10 Simple HFN online recovery [12]: To recover HFN synchronization when loss of full SN space number of PDUs happens.

P11 Bidirectional HFN correction: This was raised during the email discussion. After an invalid LI or PDCP header is detected, HFN-1 and HFN+1 are used for the following received PDUs. Until either one of the deciphered versions of any following received PDU shows invalid LI or PDCP header, the HFN value of the other version is chosen as the recovered one. This scheme can solve problem for both SN error and PDU loss cases.

P12 "HFN – 1" correction: This was raised during the email discussion to recover HFN synchronization when SN error happens.

Table 1 shows a summary of the considered proposals under different sub-aspects.

Table 1: Function Classification of Considered Proposals

	Proposals
	A
Prevent/ Reduce
	B
Detect
	C
Recover

	
	A1

(Undetected SN error )
	A2

(PDUs missing)
	B1

(Undetected SN error)
	B2

(PDUs missing)
	C1

(Undetected SN error)
	C2

(PDUs missing)

	P1
	UM receiver window
	+
	–
	
	
	
	

	P2
	Increase UM SN length 
	
	+
	
	
	
	

	P3
	Isolate SN jump 
	+
	
	+
	
	+
	

	P4
	Limit the number of UM PDUs of one logical channel in each MAC PDU 
	
	+
	
	
	
	

	P5
	 Increase the minimum RLC UM PDU size 
	
	+
	
	
	
	

	P6
	Illegal LI Detection
	
	
	+
	+
	
	

	P7
	Detect illegal PDCP header
	
	
	+
	+
	
	

	P8
	Double illegal LI Detection 
	
	
	+
	+
	
	

	P9
	Double illegal PDCP header detection
	
	
	+
	+
	
	

	P10
	Simple HFN online recovery
	
	
	
	
	–
	+

	P11
	Bidirectional HFN Correction
	
	
	
	
	+
	+

	P12
	HFN-1 correction
	
	
	
	
	+
	–

	P13
	Unrecoverable error handling
	
	
	
	
	+
	+


“+”: Helpful for this scenario.

“–”: Negative effect for this scenario.

Note: 1. For P1, if more than window size number of PDUs are missing, HFN will become out of sync. Therefore, there is a negative effect for Proposals 1 for Aspect A2

2. P10 must combine with P8 to prevent Aspect C1.

3. Summary of working assumptions
Some working assumptions can be established from the contributions [1]~[14] and the offline discussion. They are summarized below:

· Because of their low probability, occurrence of both SN error and PDU loss or double occurrence of either case within a short period of time will not be considered. Therefore, HFN deviation more than one is very unlikely. Solutions to deal with HFN deviation by 1 will be enough.

· The behaviour of how to solve the HFN de-synchronization problem by the UE was proposed to be standardized so that UTRAN can make full usage of this knowledge. Specification stability is another point of concern to support this proposal. 

· For HSDPA, with 32-bit CRC, the CRC residue error is very unlikely so that only PDU loss need be considered for HSDPA. 
· For DCH, large amount of PDU loss is unlikely so that only CRC residue error need be considered for DCH. Furthermore [6], for DCH with 16-bit CRC, which is currently configured for all UM RBs in TS 34.108. CRC residue error can be neglected due to low probability. CRC residue error need be considered only if the performance would be optimized by reducing the CRC length to 12 bits.
3.1. Potential choice of solutions

P2 (Increase UM SN length) was agreed to be effective for preventing loss of full SN space number of PDUs at the cost of overhead. Note that P2 is also applicable to MBMS.

Because of minor benefits that can be achieved by P4 and P5 comparing to P2, P4 and P5 were not proposed.

Because of complexity and minor benefits, P7 and P9 were not proposed.

Because undetected LI error can be covered by solution to undetected SN error, P8 is not needed.

In summary, potential choice of solutions are listed below:

For HSDPA:
Solution S1: If P2 (Longer UM SN length) is configured, nothing else. If P2 is not configured, P6 + P10 + P13 (illegal LI detection + simple HFN online recovery + unrecoverable error handling).
Solution S2: P2 is always configured.  Nothing else needed.
Solution S3: P6 + P10 + P13
 

For DCH:
Solution S4: P6 + P12 + P13 (illegal LI detection + HFN-1 correction + unrecoverable error handling)
Solution S5: P1 (UM Receiver Window)
Solution S6: P3 (Isolate SN jump)
For both DCH and HSDPA:

Solution S7: P11 (Bidirectional HFN Correction)

4. Discussion and decision

The RAN2 group is asked to discuss and decide the following:

· Do we need to consider CRC length shorter than 16 bits for VoIP?
· If the answer is no, S4 to S7 are not needed because the problem on DCH can be neglected.
· Else if the answer is yes, P11 is proposed because it solves problems for both DCH and HSDPA. 
· For HSDPA only, (i.e. problem on DCH can be neglected), decide one solution among S1, S2 and S3. We propose S1 so that UTRAN can decide to use the ability of UE to recover the UM HFN de-synchronization error or to simply increase the cost of overhead to prevent the error from happening.
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