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	Reason for change:
(

	Background:

A Source RNC may be required to send downlink messages on SRB3 and SRB4 even after having set the SRNS Relocation Info included in the RANAP Source RNC to Target RNC Transparent Container IE. Therefore, If it wants to be able to send downlink messages after the construction of the container without causing integrity desynchronisation, the Source RNC has to “anticipate” when setting the DL COUNT-I of SRB3 and SRB4 (i.e. DL RRC HFN and DL RRC Message Sequence Number) in the container.
Description of the issue:

The first Security Mode Control Procedure under the Target RNC may be completed before any messages are being sent on SRB3 (or SRB4).

A possible and likely valorisation of the DL Integrity Activation Time of SRB3 (or SRB4) is to choose the next value to be used (i.e. current RRC SN + 1). So, the first message sent on DL on SRB3 (or SRB4) is going to use the new integrity protection configuration (new START PS).

In that case, the Target RNC has no way to know if, at the activation time, the UE is going to initialise the HFN part of the Integirty Protection COUNT-I to the Latest_transmitted_START_PS or the Latest_transmitted_START_PS + 1.

See discussion in R2-041459 for detail.

	
	

	Summary of change:
(

	A note is added to specify that the Target RNC should choose, for the first SMC following the SRNS relocation, the DL Integrity Protection Activation Time for SRB3 and SRB4 to at least current RRC SN + 2. In consequence, the first message sent on SRB3 and SRB4 on the Target RNC will use the old integrity protection.
Note: The same behaviour is expected from R99 networks.

	
	

	Consequences if 
(

not approved:
	Isolated impact analysis:
The CR has isolated impact to SRNS relocation.

This CR has no impact to the UE.

If the UTRAN does not support this CR:

Following the first Security Mode Command procedure after a SRNS relocation: UTRAN and UE may use different value for the IP HFN initialisation on SRB3 and/or SRB4. This would lead to a dropped call.
Impact on test specifications:

No impact is foreseen.



	
	

	Clauses affected:
(

	8.1.12.2.2

	
	

	
	Y
	N
	
	

	Other specs
(

	
	x
	 Other core specifications
(

	

	affected:
	
	x
	 Test specifications
	

	
	
	x
	 O&M Specifications
	

	
	

	Other comments:
(

	


How to create CRs using this form:

Comprehensive information and tips about how to create CRs can be found at http://www.3gpp.org/specs/CR.htm.  Below is a brief summary:

1)
Fill out the above form. The symbols above marked (
 contain pop-up help information about the field that they are closest to.

2)
Obtain the latest version for the release of the specification to which the change is proposed. Use the MS Word "revision marks"  feature (also known as "track changes") when making the changes. All 3GPP specifications can be downloaded from the 3GPP server under ftp://ftp.3gpp.org/specs/ For the latest version, look for the directory name with the latest date e.g. 2001-03 contains the specifications resulting from the March 2001 TSG meetings.

3)
With "track changes" disabled, paste the entire CR form (use CTRL-A to select it) into the specification just in front of the clause containing the first piece of changed text.  Delete those parts of the specification which are not relevant to the change request.

8.1.12.2.2
Integrity protection configuration change

To start or modify integrity protection, UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM RLC using the new integrity protection configuration. UTRAN should not "modify" integrity protection for a CN domain to which a SECURITY MODE COMMAND configuring integrity protection has been previously sent for an ongoing signalling connection unless the application of new integrity keys needs to be signalled to the UE. UTRAN should not transmit a SECURITY MODE COMMAND to signal a change in integrity protection algorithm.

When configuring Integrity protection, UTRAN should:

1>
ensure that the UE needs to store at most three different Integrity protection configurations (keysets) at any given time. This includes the total number of Integrity protection configurations for all signalling radio bearers;

1>
if Ciphering has already been started for the UE for the CN domain to be set in the IE "CN domain identity" in the SECURITY MODE COMMAND:

2>
if for the CN domain indicated in the IE "CN domain identity" in the SECURITY MODE COMMAND, a new security key set (new ciphering and integrity protection keys) has been received from upper layers since the transmission of the last SECURITY MODE COMMAND message for that CN domain:

3>
include the IE "Ciphering mode info" in the SECURITY MODE COMMAND.

1>
if Ciphering has already been configured for the UE for a CN domain different from the CN domain to be set in the IE "CN domain identity" in the SECURITY MODE COMMAND:

2>
include the IE "Ciphering mode info" in the SECURITY MODE COMMAND.

Prior to sending the SECURITY MODE COMMAND, for the CN domain indicated in the IE "CN domain identity" in the SECURITY MODE COMMAND, UTRAN should:

1>
if this is the first SECURITY MODE COMMAND sent for this RRC connection:

2>
if new keys have been received:

3>
initialise the hyper frame numbers as follows:

4>
set all bits of the hyper frame numbers of the COUNT-I values for all signalling radio bearers to zero.

2>
else (if new keys have not been received):

3>
use the value "START" in the most recently received IE "START list" or IE "START" that belongs to the CN domain indicated in the IE "CN domain identity" to initialise all hyper frame numbers of COUNT-I for all the signalling radio bearers by:

4>
setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the value "START" in the most recently received IE "START list" or IE "START" for that CN domain;

4>
setting the remaining bits of the hyper frame numbers equal to zero.

1>
else (this is not the first SECURITY MODE COMMAND sent for this RRC connection):

2>
if new keys have been received:

3>
initialise the hyper frame number for COUNT-I for RB2 as follows:

4>
set all bits of the HFN of the COUNT-I value for RB2 to zero.

2>
if new keys have not been received:

3>
initialise the hyper frame number for COUNT-I for RB2 as follows:

4>
set the 20 most significant bits of the HFN of the downlink and uplink COUNT-I to the value of the most recently received IE "START" or IE "START list" for the CN domain to be set in the IE "CN Domain Identity";

4>
set the remaining bits of the HFN of the downlink and uplink COUNT-I to zero.

1>
if the IE "Integrity protection mode command" has the value "Start":

2>
prohibit the transmission of signalling messages with any RRC SN on all signalling radio bearers, except RB2;

2>
set the FRESH value in the IE "Integrity protection initialisation number", included in the IE "Integrity protection mode info".

1>
if the IE "Integrity protection mode command" has the value "Modify":

2>
for each signalling radio bearer RBn, except RB2:

3>
prohibit the transmission of signalling messages with RRC SN greater or equal to the RRC sequence number in entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Downlink integrity protection activation info", included in the IE "Integrity protection mode info".

2>
consider an integrity protection activation time in downlink to be pending until the selected activation time is equal to the next RRC sequence number to be used, which means that the last RRC message using the old integrity protection configuration has been submitted to lower layers;

2>
set, for each signalling radio bearer RBn, that has no pending integrity protection activation time set by a previous security mode control procedure, an RRC sequence number in entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Downlink integrity protection activation info", included in the IE "Integrity protection mode info", at which time the new integrity protection configuration shall be applied;

2>
set, for each signalling radio bearer RBn, that has a pending integrity protection activation time set by a previous security mode control procedure, the RRC sequence number in entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Downlink integrity protection activation info", included in the IE "Integrity protection mode info", to the value used in the previous security mode control procedure, at which time the latest integrity protection configuration shall be applied.

1>
transmit the SECURITY MODE COMMAND message on RB2 using the new integrity protection configuration.

NOTE1:
In the case of re-initialisation of Integrity Protection at HFN wrap around, the network should take into account the UE actions as described in subclauses 8.5.10.1 and 8.5.10.2.

NOTE2:
After the SECURITY MODE COMMAND message is transmitted, the network should ensure that it can revert back to old integrity protection until it receives the SECURITY MODE COMPLETE message, to take into account the UE actions when security mode control procedure is unsuccessful. The network should also be aware that the UE may revert to old configuration when waiting for the acknowledgement from L2 for the SECURITY MODE COMPLETE message, and act accordingly.
NOTE3:
In the case of the first SECURITY MODE COMMAND message following a SRNS relocation, the network should set the the IE "Downlink integrity protection activation info" for SRB3 and SRB4 to at least the current downlink RRC sequence number +2. In consequence, at least the first message sent on SRB3 and SRB4 by the Target RNC will use the old integrity protection configuration.
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