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	Reason for change:
(

	There is the following note in the section 8.1.12.3.1 ‘New ciphering and integrity protection keys’.

NOTE: The actions in this subclause are to be performed only if the new keys were received for an ongoing signalling connection while in UTRA.
This note was introduced by CR1975r4 at RAN#20 to clarify that the UE shall not apply those actions upon 2G to 3G handover where new keys were previously received in 2G.

However with its letter the note can be interpreted as if the UE doesn’t perform the actions in this subclause when a signalling connection is released before received new keys are used and the keys are taken into use after another signalling connection for the same domain is re-established within a RRC connection.
This obviously contradicts the general key handling rule and the UE should perform actions specified in the section, considering the keys as new.

This scenario could happen especially in multi-call case. (i.e. RRC connection survives because of the other ongoing signalling connection.)
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	The note is changed to state “The actions in this subclause are to be performed only if the new keys were received for an ongoing RRC connection while in UTRA”.
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not approved:
	De-synchronisation in security configuration would occur if either UE or UTRAN doesn’t behave as clarified by this CR.

Isolated impact analysis:

This CR has isolated impact for the following scenario.

1. New keys are received for a ongoing signalling connection.
2. The signalling connection is released (aborted) for some reason before SECURITY MODE COMMAND procedure is completed.

3. Signalling connection is re-established for the same CN domain without RRC connection being released.

4. SECURITY MODE COMMAND procedure is initiated and the previously received new keys are to be taken into use.

Impact on test specifications:

No impact is foreseen.
Implementation of this CR by a R99/Rel-4 UE will not cause compatibility issues.
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8.1.12.3.1
New ciphering and integrity protection keys

NOTE:
The actions in this subclause are to be performed only if the new keys were received for an ongoing RRC connection while in UTRA.

If a new security key set (new ciphering and integrity protection keys) has been received from the upper layers [40] for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN, the UE shall:

1>
set the START value for the CN domain indicated in the variable LATEST_CONFIGURED_CN_DOMAIN to zero;

1>
if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info":

2>
for integrity protection in the downlink on each signalling radio bearer except RB2:

3>
if IE "Integrity protection mode command" has the value "start":

4>
for the first received message on this signalling radio bearer:

5>
start using the new integrity key;

5>
for this signalling radio bearer:

6>
set the IE "Downlink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to zero.

3>
else:

4>
for the first message for which the RRC sequence number in a received RRC message for this signalling radio bearer is equal to or greater than the activation time as indicated in IE "Downlink integrity protection activation info" as included in the IE "Integrity protection mode info":

5>
start using the new integrity key;

5>
for this signalling radio bearer:

6>
set the IE "Downlink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to zero.

2>
for integrity protection in the uplink on each signalling radio bearer except RB2:

3>
for the first message for which the RRC sequence number in a to be transmitted RRC message for this signalling radio bearer is equal to the activation time as indicated in IE "Uplink integrity protection activation info" included in the transmitted SECURITY MODE COMPLETE message:

4>
start using the new integrity key;

4>
for this signalling radio bearer:

5>
set the IE "Uplink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to zero.

2>
for integrity protection in the downlink on signalling radio bearer RB2:

3>
at the received SECURITY MODECOMMAND:

4>
start using the new integrity key;

4>
set the IE "Downlink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to zero.

2>
for integrity protection in the uplink on signalling radio bearer RB2 :

3>
at the transmitted SECURITY MODE COMPLETE:

4>
start using the new integrity key;

4>
set the IE "Uplink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to zero.

1>
if the SECURITY MODE COMMAND message contained the IE "Ciphering mode info":

2>
for each signalling radio bearer and for each radio bearer for the CN domain indicated in the variable LATEST_CONFIGURED_CN_DOMAIN:

3>
if the IE "Status" in the variable CIPHERING_STATUS has the value "Started" for this CN domain, then for ciphering on radio bearers using RLC-TM:

4>
at the CFN as indicated in the IE "Ciphering activation time for DPCH" in the IE "Ciphering mode info":

5>
start using the new key in uplink and downlink;

5>
set the HFN component of the COUNT-C to zero.

3>
if the IE "Status" in the variable CIPHERING_STATUS has the value "Started" for this CN domain, then for ciphering on radio bearers and signalling radio bearers using RLC-AM and RLC-UM:

4>
in the downlink, at the RLC sequence number indicated in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info":

5>
start using the new key;

5>
set the HFN component of the downlink COUNT-C to zero.

4>
in the uplink, at the RLC sequence number indicated in IE "Radio bearer uplink ciphering activation time info":

5>
start using the new key;

5>
set the HFN component of the uplink COUNT-C to zero.

1>
consider the value of the latest transmitted START value to be zero.
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