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1 INTRODUCTION

In TS 25.331 and TR 25.921, there are various clauses addressing the problem of receiving an unknown non-critical extension. Typically, the receiver should ignore any non-critical extensions it does not recognise and continue decoding the remainder of the message. Receiving an unknown non-critical extension will not cause an ASN.1 decoding error.

This could lead to the interpretation that sending empty non-critical extension – i.e. indicating their presence, although they don’t contain any other IEs – would be a valid encoding of the message. However, this would lead to forwards compatibility issues.

This document discusses this problem from DL/UL point of view and proposes to add some statements to both 25.331 and 25.921 in order to avoid an erroneous interpretation of the specification.

2 Empty NCEs on UL

All messages in UL contain non-critical extensions. These are in fact the only method of making corrections and feature additions (e.g. capabitlity indication) in future versions of the specification.

As an example, consider a R99 UE that sends empty non-critical extensions on some UL messages.

The simplest and probably worst case scenario, is that the UE sends RRC Connection Req (e.g. 25.331-v3h0) whilst indicating the presence of the IE “nonCriticalExtensions”, as below:

RRCConnectionRequest ::= SEQUENCE {


-- TABULAR: Integrity protection shall not be performed on this message.


-- User equipment IEs



initialUE-Identity



InitialUE-Identity,



establishmentCause



EstablishmentCause,



-- protocollErrorIndictator is MD, but for compactness reasons no default value



-- has been assigned to it.



protocolErrorIndicator


ProtocolErrorIndicator,


-- Measurement IEs



measuredResultsOnRACH


MeasuredResultsOnRACH



OPTIONAL,


--
Non critical Extensions



v3d0NonCriticalExtensions


SEQUENCE {




rRCConnectionRequest-v3d0ext 
RRCConnectionRequest-v3d0ext-IEs,


-- Reserved for future non critical extension




nonCriticalExtensions


SEQUENCE {}

OPTIONAL



} 
OPTIONAL

}

The receipt of this message by a R99 UTRAN should not cause any problems, because it would be assumed that the UE just supported a future version of the specification (e.g. 25.331-v3x0, 4xy, 5xy, …) and the unknown part would be ignored.

However, if this message is received by a Rel-5 UTRAN, the indication of the presence of the non-critical extension will actually have a meaning, as shown below:

RRCConnectionRequest ::= SEQUENCE {


-- TABULAR: Integrity protection shall not be performed on this message.


-- User equipment IEs



initialUE-Identity



InitialUE-Identity,



establishmentCause



EstablishmentCause,



-- protocollErrorIndictator is MD, but for compactness reasons no default value



-- has been assigned to it.



protocolErrorIndicator


ProtocolErrorIndicator,


-- Measurement IEs



measuredResultsOnRACH


MeasuredResultsOnRACH



OPTIONAL,


--
Non critical Extensions



v3d0NonCriticalExtensions


SEQUENCE {




rRCConnectionRequest-v3d0ext 
RRCConnectionRequest-v3d0ext-IEs,


-- Reserved for future non critical extension




v4xyNonCriticalExtensions


SEQUENCE {





rrcConnectionRequest-v4xyext

RRCConnectionRequest-v4xyext-IEs,





v5xyNonCriticalExtensions


SEQUENCE {






rrcConnectionRequest-v5xyext

RRCConnectionRequest-v5xyext-IEs,






-- Reserved for future non critical extension






nonCriticalExtensions


SEQUENCE {}

OPTIONAL





}
OPTIONAL




}
OPTIONAL



} 
OPTIONAL

}

This means, that the UTRAN would expect to see the IE “v4xyNonCriticalExtensions”, but since it is not sent because the UE sends the field as an empty sequence, it would result in an ASN.1 violation or decoding error. The consequence is that this UE would never be able to setup any RRC connection on a Rel-4/5/6 UTRAN.

Similar examples apply to any UL message, where a message has been extended with the use of a non-critical extension.

In addition, it should be noted that this does not apply merely between a UE and UTRAN supporting different releases. The same problem would occur if a R99 UE supported 25.331-v3c0, and a R99 UTRAN that supported 25.331-v3d0 (i.e. the IE “RRCConnectionRequest-v3d0ext-IEs” was introduced in 25.331-v3d0).

3 Empty NCEs on DL

Similarly to the UL case, the usage of empty non-critical extension could cause serious problems on the DL.

These can also cause different problems on the same release and on different releases. In order to explain these separately, two separate examples are given.

3.1 Example1: Problem within R99

Consider a R99 UTRAN that supports 25.331-v390 ASN.1 and uses empty non-critical extensions in SIB1, as shown below:

SysInfoType1 ::=




SEQUENCE {


-- Core network IEs



cn-CommonGSM-MAP-NAS-SysInfo
NAS-SystemInformationGSM-MAP,




cn-DomainSysInfoList


CN-DomainSysInfoList,


-- User equipment IEs



ue-ConnTimersAndConstants

UE-ConnTimersAndConstants


OPTIONAL,



ue-IdleTimersAndConstants

UE-IdleTimersAndConstants


OPTIONAL,


-- Extension mechanism for non- release99 information



nonCriticalExtensions

SEQUENCE {} OPTIONAL

}

This will cause problems for all the UE supporting later versions of ASN.1, since on the receiver end the following syntax would be expected:

SysInfoType1 ::=




SEQUENCE {


-- Core network IEs



cn-CommonGSM-MAP-NAS-SysInfo
NAS-SystemInformationGSM-MAP,




cn-DomainSysInfoList


CN-DomainSysInfoList,


-- User equipment IEs



ue-ConnTimersAndConstants

UE-ConnTimersAndConstants


OPTIONAL,



ue-IdleTimersAndConstants

UE-IdleTimersAndConstants


OPTIONAL,


-- Extension mechanism for non- release99 information



v3a0NonCriticalExtensions

SEQUENCE {




sysInfoType1-v3a0ext

SysInfoType1-v3a0ext-IEs,




nonCriticalExtensions

SEQUENCE {} OPTIONAL



}






OPTIONAL

}

SysInfoType1-v3a0ext-IEs ::= SEQUENCE {


ue-ConnTimersAndConstants-v3a0ext

UE-ConnTimersAndConstants-v3a0ext,


ue-IdleTimersAndConstants-v3a0ext

UE-IdleTimersAndConstants-v3a0ext

}

In this case, the empty non-critical extension would cause a decoding error of SIB1 and inevitably the UE would be unable to camp on the cell.

3.2 Example 2: cross-release problem

Consider a R99 UTRAN that uses empty non-critical extensions in SIB5. In 25.331-3h0, the syntax is as shown below:

SysInfoType5 ::=




SEQUENCE {



sib6indicator




BOOLEAN,


-- Physical channel IEs



pich-PowerOffset



PICH-PowerOffset,



modeSpecificInfo



CHOICE {




fdd







SEQUENCE {





aich-PowerOffset



AICH-PowerOffset




},




tdd







SEQUENCE {


-- If PDSCH/PUSCH is configured for 1.28Mcps TDD, the following IEs should be absent


--   and the info included in the tdd128SpecificInfo instead.


-- If PDSCH/PUSCH is configured for 3.84Mcps TDD in R5, HCR-r5-SpecificInfo should also be 


-- included. 





pusch-SysInfoList-SFN


PUSCH-SysInfoList-SFN

OPTIONAL,





pdsch-SysInfoList-SFN


PDSCH-SysInfoList-SFN

OPTIONAL,





openLoopPowerControl-TDD

OpenLoopPowerControl-TDD




}



},



primaryCCPCH-Info



PrimaryCCPCH-Info




OPTIONAL,



prach-SystemInformationList

PRACH-SystemInformationList,



sCCPCH-SystemInformationList
SCCPCH-SystemInformationList,



-- cbs-DRX-Level1Information is conditional on any of the CTCH indicator IEs in



-- sCCPCH-SystemInformationList



cbs-DRX-Level1Information

CBS-DRX-Level1Information


OPTIONAL,


-- Extension mechanism for non- release99 information



nonCriticalExtensions


SEQUENCE {}





OPTIONAL

}

For this case a R99 UE would ignore the non-critical extensions. However, a Rel-5 UE would expect a different syntax:

SysInfoType5 ::=




SEQUENCE {



sib6indicator




BOOLEAN,


-- Physical channel IEs



pich-PowerOffset



PICH-PowerOffset,



modeSpecificInfo



CHOICE {




fdd







SEQUENCE {





aich-PowerOffset



AICH-PowerOffset




},




tdd







SEQUENCE {


-- If PDSCH/PUSCH is configured for 1.28Mcps TDD, the following IEs should be absent


--   and the info included in the tdd128SpecificInfo instead.


-- If PDSCH/PUSCH is configured for 3.84Mcps TDD in R5, HCR-r5-SpecificInfo should also be 


-- included. 





pusch-SysInfoList-SFN


PUSCH-SysInfoList-SFN

OPTIONAL,





pdsch-SysInfoList-SFN


PDSCH-SysInfoList-SFN

OPTIONAL,





openLoopPowerControl-TDD

OpenLoopPowerControl-TDD




}



},



primaryCCPCH-Info



PrimaryCCPCH-Info




OPTIONAL,



prach-SystemInformationList

PRACH-SystemInformationList,



sCCPCH-SystemInformationList
SCCPCH-SystemInformationList,



-- cbs-DRX-Level1Information is conditional on any of the CTCH indicator IEs in



-- sCCPCH-SystemInformationList



cbs-DRX-Level1Information

CBS-DRX-Level1Information


OPTIONAL,


-- Extension mechanism for non- release99 information



v4xyNonCriticalExtensions

SEQUENCE {



sysInfoType5-v4xyext


SysInfoType5-v4xyext-IEs

OPTIONAL,



-- Extension mechanism for non- rel-4 information




v5xyNonCriticalExtensions
SEQUENCE {




sysInfoType5-v5xyext


SysInfoType5-v5xyext-IEs

OPTIONAL,





nonCriticalExtensions


SEQUENCE {}





OPTIONAL




}






OPTIONAL


}






OPTIONAL

}

Again, this has severe consequences because the UE expects to be able to read the IE “v4xyNonCriticalExtensions”, but is not able to. This would cause an ASN.1 violation. This would result in all Rel-4/5/6 UEs being unable to camp on the cell.

4 CONCLUSION

The sections above show the different problems that may arise if a transmitter indicates the presence of an unused (empty) non-critical extension.

Although, some examples may not have such severe consequences as the ones given in this document, this will depend on a per case basis and all cases should be treated similarly.

Furthermore, there are messages where non-critical extensions have never not yet been used. However, it cannot be guaranteed they will never be used in the future (another version of the specification or release). Therefore, it should be ensured by both UE/UTRAN that empty non-critical extensions are not sent across the air interface.

It seems this is not completely clear in the current specifications, hence Noka proposes to add some text clarifying this matter in both 25.331 and 25.921, as shown in the attached CRs. The group should also discuss and decide under which release these CRs should be agreed.
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For non-critical extensions (i.e. the receiver shall just ignore the extensions, and use the rest of the message as if the extensions were not present), the approach is to use the nonCriticalExtensions information element, which is encoded at the end of the message, allowing backward compatibility. For forward compatibility reasons, the transmitter should never include fields reserved for future non-critical extensions, even if they do not contain any information elements.
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The structure of the message of the example above is shown in Example 3 for Release '99 and 4 messages.

Examples for special non-critical extensions and MessageA-v440ext-IEs are given in the following subclauses.

-- This shows the message structure in Release '99 (including one non-critical extension)

-- before backward compatibility is started for Release 4.

MessageA ::= 



CHOICE {


r3







SEQUENCE {



messageA-r3





MessageA-r3-IEs,



v380nonCriticalExtensions


SEQUENCE {




messageA-v380ext




MessageA-v380ext-IEs,




nonCriticalExtensions


SEQUENCE {} OPTIONAL



}
OPTIONAL


},


criticalExtensions



SEQUENCE {}

}

MessageA-r3-IEs ::=




SEQUENCE {


-- This is not changed compared to the same IE in Release '99. It includes all information


-- elements used in Release '99 for MessageA.

}

MessageA-v380ext-IEs :: = 


SEQUENCE {


-- Here are information elements added to Release '99 as extensions to the information


-- contained in MessageA-r3-IEs.

}

-- This shows the Release '99 message structure once backward compatibility

-- has been started for Release 4.

MessageA ::= 



CHOICE {


r3







SEQUENCE {



messageA-r3





MessageA-r3-IEs,



v380nonCriticalExtensions


SEQUENCE {




messageA-v380ext




MessageA-v380ext-IEs,




laterNonCriticalExtensions


SEQUENCE {





-- Container for additional Release '99 extensions





messageA-r3-add-ext




BIT STRING






(CONTAINING MessageA-r3-add-ext-IEs)


OPTIONAL,





nonCriticalExtensions


SEQUENCE {} OPTIONAL




}
OPTIONAL



}
OPTIONAL


},


criticalExtensions



SEQUENCE {}

}

MessageA-r3-IEs ::=




SEQUENCE {


-- This is not changed compared to the same IE in Release '99. It includes all information


-- elements used in Release '99 for MessageA.

}

MessageA-v380ext-IEs :: = 


SEQUENCE {


-- Here are information elements added to Release '99 as extensions to the information


-- contained in MessageA-r3-IEs.

}

MessageA-r3-add-ext-IEs :: = 

SEQUENCE {


-- Here are information elements added to Release '99 as extensions to the information


-- contained in MessageA-r3-IEs after backward compatibility was started for Release 4.
}
-- This shows the structure of the Release 4 message

-- (including one Release 4 non-critical extension).

MessageA ::= 



CHOICE {


r3







SEQUENCE {



messageA-r3





MessageA-r3-IEs,



v380nonCriticalExtensions


SEQUENCE {




messageA-v380ext




MessageA-v380ext-IEs,




laterNonCriticalExtensions


SEQUENCE {





-- Container for additional Release '99 extensions





messageA-r3-add-ext




BIT STRING






(CONTAINING MessageA-r3-add-ext-IEs)


OPTIONAL,





v440nonCriticalExtensions


SEQUENCE {






messageA-v440ext




MessageA-v440ext-IEs,






nonCriticalExtensions


SEQUENCE {} OPTIONAL





}
OPTIONAL




}
OPTIONAL



}
OPTIONAL


},


criticalExtensions



SEQUENCE {}

}

MessageA-r3-IEs ::=




SEQUENCE {


-- This is not changed compared to the same IE in Release '99. It includes all information


-- elements used in Release '99 for MessageA.

}

MessageA-v380ext-IEs :: = 


SEQUENCE {


-- Here are information elements added to Release '99 as extensions to the information


-- contained in MessageA-r3-IEs.

}

MessageA-r3-add-ext-IEs :: = 

SEQUENCE {


-- Here are information elements added to Release '99 as extensions to the information


-- contained in MessageA-r3-IEs after backward compatibility was started for Release 4.
}
MessageA-v440ext-IEs ::=


SEQUENCE {


-- Here are information elements added to Release 4 as extensions to the information


-- contained in MessageA-r3-IEs and MessageA-v380ext-IEs.

}
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