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1. Introduction

This paper describes a problem regarding the setting of IP activation time for RB0 specified in the section 8.6.3.5.3 TS25.331. The section is applicable only to UE behaviour upon the reception of SECURITY MODE COMMAND message with “modify”.
2. Description of problems
For setting of IP activation time for RB0, the section 8.6.3.5.3 allows two UE implementations as follows;

--------------

4>
for signalling radio bearer RB0:

5>
set the value of the included RRC sequence number to greater than or equal to the current value of the RRC sequence number for signalling radio bearer RB0 in the variable INTEGRITY_PROTECTION_INFO, plus the value of the constant N302 plus one.

--------------

The purpose of this “jump” in RRC sequence number is to allow UE to send CELL UPDATE during SMC procedure with old IP configuration, where security configuration has been aborted.

It is assumed that “current value of the RRC SN” in the statement is RRC Message Sequence Number indicated in the variable “Uplink RRC Message Sequence Number”. This variable indicates the RRC MSN of the latest transmitted RRC message on RB0. And any other interpretation is unlikely as there is no other variable storing uplink RRC MSN.

N302 is the maximum number of re-transmission of the CELL UPDATE message according to section 13.3. It is also consistent with the procedural texts in section 8.3.1. This means CELL/URA UPDATE can be sent N302+1 times in total.

With those facts, in the case that the UE implementation goes with setting IP activation time to the value “equal to” the current RRC MSN plus N302+1 rather than “greater than”, the very last retransmission of CELL UPDATE would be sent with the RRC MSN that was indicated as the activation time for RB0 to UTRAN, but using old IP configuration. If UTRAN has already received SECURITY MODE COMPLETE, the UTRAN will use the new configuration for the IP check. The very last CELL UPDATE would therefore be discarded by UTRAN and UE eventually goes to idle mode due to T302 expiry after N302 times retransmission.

3. Proposed solutions
Our assumption is that UTRAN releases RRC connection if the UTRAN considers a security configuration by SECURITY MODE COMMAND procedure is aborted by UE after the UTRAN has received SECURITY MODE COMPLETE and signalled completion of the security configuration to core network. This means that even with UE implementation setting IP activation time to the value “greater than” the current RRC MSN plus N302+1, RRC connection would be released.

We think there isn’t enough motivation to correct R99 and Rel-4 UE behaviour. We propose to correct it from Rel-5 onwards allowing the one UE behaviour with “greater than” in the above quoted sentence, so as to improve the correctness of the specification.
4. Conclusion

We suggest that RAN2 discuss this issue about whether any change or clarification to the specifications is required or not. Panasonic is willing to prepare relevant CR if it is thought to be necessary.
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