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	It is currently not completely clear in what way to continue after an SMC failure, when it comes to the COUNT-I to be used when reverting back to the old configuration.
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	In chapter 8.1.12.4 a, b and c, and in 8.1.12.6:

It is clarified that the UE shall be prepared to receive a message on SRB 2, with a COUNT-I which is higher than the COUNT-I used prior to receiving the  SECURITY MODE COMMAND message; and which does not take into account the HFN from the received SECURITY MODE COMMAND message.
In chapter 8.1.12.4b:

In addition it is clarified that if the UE has already submitted a positive SECURITY MODE COMPLETE message, the UE shall in UL use a COUNT-I value for transmission of the next message on SRB2 which is equal to the value used prior to transmission of  the SECURITY MODE COMPLETE message plus 2;

Isolated impact analysis:
In case UE or UTRAN does not behaive as decribed in the UL/DL, depending on what alternative behaviour the UE/UTRAN has implemented, in the worst case a desynchronisation of the SRB2 COUNT-I in UL/DL between UE and UTRAN can occur. This will probably result in an RRC connection release.
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8.1.12.4a
Incompatible simultaneous security reconfiguration

If the variable INCOMPATIBLE_SECURITY_RECONFIGURATION becomes set to TRUE of the received SECURITY MODE COMMAND message, the UE shall:

1>
transmit a SECURITY MODE FAILURE message on the uplink DCCH using AM RLC, using the ciphering and integrity protection configurations prior to the reception of this SECURITY MODE COMMAND;

1>
set the IE "RRC transaction identifier" in the SECURITY MODE FAILURE message to the value of "RRC transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table "Accepted transactions" in the variable TRANSACTIONS; and

1>
clear that entry;

1>
set the IE "failure cause" to the cause value "incompatible simultaneous reconfiguration";

1>
when the response message has been submitted to lower layers for transmission:

2>
set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to FALSE;

2>
continue with any ongoing processes and procedures as if the invalid SECURITY MODE COMMAND message has not been received;
2> only accept a message on SRB 2, with a COUNT-I that:

3> is higher than the COUNT-I used prior to receiving the  SECURITY MODE COMMAND message incremented by one; and 

3> does not take into account the HFN from the received SECURITY MODE COMMAND message.
2>
and the procedure ends.
8.1.12.4b
Cell update procedure during security reconfiguration

If:

-
a cell update procedure according to subclause 8.3.1 is initiated; and

-
the received SECURITY MODE COMMAND message causes either,

-
the IE "Reconfiguration" in the variable CIPHERING_STATUS to be set to TRUE; and/or

-
the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to be set to TRUE:

the UE shall:

1>
abort the ongoing integrity and/or ciphering reconfiguration;

1>
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;

1>
allow the transmission of RRC messages on all signalling radio bearers with any RRC SN;

1>
when the CELL UPDATE message has been submitted to lower layers for transmission:

2>
if the SECURITY MODE COMMAND message contained the IE "Ciphering mode info":

3>
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

3>
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

2>
if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info":

3>
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

3>
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.

2>
continue with any ongoing processes and procedures as if the invalid SECURITY MODE COMMAND message has not been received;
2> only accept a message on SRB 2, with a COUNT-I that:
3> is higher than the COUNT-I used prior to receiving the  SECURITY MODE COMMAND message incremented by one; and 

3> does not take into account the HFN from the received SECURITY MODE COMMAND message.
2> if the UE has already submitted the SECURITY MODE COMPLETE message, use a COUNT-I value for transmission of the next message on SRB2 as stated below:

3> take the COUNT-I used prior to the transmission of  the SECURITY MODE COMPLETE message;
3> increment  that COUNT-I with 2;
3> apply that COUNT-I on the next message to transmit.
2>
clear the variable SECURITY_MODIFICATION;

2>
the procedure ends.

8.1.12.4c
Invalid configuration

If the variable INVALID_CONFIGURATION is set to TRUE due to the received SECURITY MODE COMMAND message, the UE shall:

1>
transmit a SECURITY MODE FAILURE message on the DCCH using AM RLC after setting the IEs as specified below:

2>
set the IE "RRC transaction identifier" in the SECURITY MODE FAILURE message to the value of "RRC transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table "Accepted transactions" in the variable TRANSACTIONS; and

2>
clear that entry;

2>
set the IE "failure cause" to the cause value "invalid configuration".

1>
when the response message has been submitted to lower layers for transmission:

2>
set the variable INVALID_CONFIGURATION to FALSE;

2>
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE;

2>
continue with any ongoing processes and procedures as if the invalid SECURITY MODE COMMAND message has not been received;
2> only accept a message on SRB 2, with a COUNT-I that:

3> is higher than the COUNT-I used prior to receiving the  SECURITY MODE COMMAND message incremented by one; and 

3> does not take into account the HFN from the received SECURITY MODE COMMAND message.
2>
and the procedure ends.

8.1.12.6
Invalid SECURITY MODE COMMAND message

If the SECURITY MODE COMMAND message contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall perform procedure specific error handling as follows:

1>
transmit a SECURITY MODE FAILURE message on the uplink DCCH using AM RLC;

1>
set the IE "RRC transaction identifier" in the SECURITY MODE FAILURE message to the value of "RRC transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table "Rejected transactions" in the variable TRANSACTIONS; and

1>
clear that entry;

1>
set the IE "failure cause" to the cause value "protocol error";

1>
include the IE "Protocol error information" with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION;

1>
when the response message has been submitted to lower layers for transmission:

2>
continue with any ongoing processes and procedures as if the invalid SECURITY MODE COMMAND message has not been received;
2> only accept a message on SRB 2, with a COUNT-I that:

3> is higher than the COUNT-I used prior to receiving the  SECURITY MODE COMMAND message incremented by one; and 

3> does not take into account the HFN from the received SECURITY MODE COMMAND message.
2>
and the procedure ends.
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