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Introduction

RAN2 #36 received a Liaison Statement [2] from SA3, explaining shortly MBMS security architecture. It was agreed in SA3 that the ciphering is to be done between BM-SC and UE. RAN2 discussed issues pointed out in the LS and sent response LS [3] back to SA3. In this paper we shortly come back to this discussion and propose text to be included in TS25.346 based on that discussion. 

Discussion

SA3 have agreed that ciphering for MBMS multicast data shall be done between the BM-SC and the UE. MBMS multicast data ciphering will therefore not rely on the mechanism provided by the Iu. This architecture selection means that double ciphering is applied ptp MBMS bearer as to any other UE dedicated RB based on rel’99 security functions or security is turned off for ptp MBMS RB. 

During the discussion in RAN2 #36 it was concluded that turning off the ciphering for ptp MBMS RB would introduce case where some RB and SRB are ciphered and some are not, which can be seen as potential security risk and introduction of extra complexity. Moreover, RAN2 did not see any significant benefits in terms of performance if the ciphering on the ptp MBMS RB would be switched off. 

Thus, it was concluded that ptp MBMS bearer is ciphered as any other RB, i.e. ciphering is not switched off. It was also concluded that ptm MBMS RB is not ciphered
Proposal

Based on discussion in RAN2 #36, following text is included to TS25.346 in Section 2 and in Section 9.

<<<<<<<<<<<<<First change>>>>>>>>>>>

2. References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.

[1] 3GPP TR 21.905: " Vocabulary for 3GPP Specifications ".

[2] 3GPP TS 22.146: “Multimedia Broadcast/Multicast Service; Stage 1”.

[3] 3GPP TS 23.246: "Multimedia Broadcast Multicast Service; Architecture and Functional Description".

[4] 3GPP TR 25.992: "Multimedia Broadcast Multicast Service (MBMS); UTRAN/GERAN Requirements".

[5] 3GPP TS 23.236: “Intra-domain connection of Radio Access Network (RAN) nodes to multiple Core Network (CN) nodes”

[6] 3GPP TS33.246: “3G Security; Security of Multimedia Broadcast/Multicast Service (MBMS)” 
<<<<<<<<<<<<< End of First change>>>>>>>>>>>>>>>

<<<<<<<<<<<<<Second change>>>>>>>>>>>>>>>>
9. Security for MBMS

Ciphering for MBMS multicast data is done between the BM-SC and the UE as defined in [1]. 
Therefore, for MBMS ptm data transmissions no radio interface ciphering is applied.

In case of ptp MBMS data transmissions, if the security is activated for the UE the ciphering is also applied for ptp MBMS data RB as for any other RB of the UE.  
<<<<<<<<<<<<<End of Second change>>>>>>>>>>>>
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