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1.  Discussion

Currently specified UE actions:

According to section 8.5.10, integrity protection (and checking) shall be performed if the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started". The status is set to started at reception of the SECURITY MODE COMMAND (see Section 8.6.3.5.1). From these two sections it can be concluded that integrity protection and checking shall be performed from the point in time where the SMC is received.

According to section 8.1.12.3, upper layers are informed about the new security configuration (in this case that IP is started) when the transmission of SECURITY MODE COMPLETE has been confirmed by L2. This implies that while waiting for a L2 ACK, higher layers will not know that IP is started (even if IP should be performed according to 8.5.10).

In section 8.1.12.3 it is specified that the UE shall initilise the COUNT-I values for SRBs other than SRB2 after the SMC COMPLETE Is acknowledged by L2. This means that the UE can not correctly IP protect messages before the L2 ACK is received. Thus it need to be clarifed how the UE should behavie in this phase.

A note has previously been added in 8.1.12.3 clarifying that even if upper layers are not informed about the start of IP, received messages should not be discarded (this is in line with section 8.5.10).  For the UL, the UE behaviour depends on the functionality of upper layers. If the upper layers transmits UL messages before the L2 ACK is received, the UE shall anyway perform IP protetcion of the messages. Note that in UTRAN these messages may potentially be received before the SECURITY MODE COMPLETE. It does not seem to be any mechanism in RRC that prevents UL messages to be transmitted in this phase.

In Section 8.1.12.3 and 8.6.3.5.1 it is specified that the activation time for integrity in UL (in the SECURITY MODE COMPLETE) shall be set to zero. This means that the first RRC message containing an RRC SN will be IP protected. It does however not prevent that messages are sent without RRC SN. Combined with section 8.5.10 one could however argue that a UE that sends RRC messages without RRC SN after the SMC has been received violates the specification.

Currently specified UTRAN actions:

In Section 8.1.12.5 it is specified that UTRAN should start performing IP protection when the SECURITY MODE COMPLETE is received. The COUNT-I in uplink is initialised at the activation time (set by the UE). No UTRAN actions are specified for the time before the SMC COMPLETE is received.

In Section 8.1.12.2.2 it is specified that UTRAN should not send RRC messages on SRBs other than SRB2 until the SMC COMPLETE Is received. 

Missing/ Open in the specifications:

Since it is specified both that all UL messages shall be IP protected after the SMC is received and that the COUNT-I is initialised when the L2 ACK for the SMC COMPLETE is received it needs to be clarified how the UE shall behavie while waiting for the L2 ACK. Either the UE should not send any messages in this phase or the COUNT-I initialisation should be performed prior to the L2 ack is received. The prefered solution is not to send UL messages in this phase.

From the text in 8.6.3.5.1 it is  clear that the first RRC message with a RRC SN transmitted in UL after the SMC is received will be integrity protected. However, a UE can potentially transmit messages without RRC SN which are not integrity protected.

2.  Conclusion /recommendation

It is proposed to clarify that the UE shall apply integrity protection staring from the first transmitted message after an SMC is received (in line with 8.5.10). It is also proposed to clarify that the UE can not transmit messages requiering IP after the SMC is received but before the L2 ack for the SMC complete is received since this would violate the rules in 8.5.10.
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8.6.3.5.1
Initialisation of Integrity Protection

The UE shall:

1>
if the IE "Integrity protection mode command" has the value "start" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Not started", and this IE was included in the message SECURITY MODE COMMAND:

2>
initialise the information for all signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO according to the following:

3>
set the IE "Uplink RRC Message sequence number" in the variable INTEGRITY_PROTECTION_INFO to zero;

3>
do not set the IE "Downlink RRC Message sequence number" in the variable INTEGRITY_PROTECTION_INFO;

3>
set the variable INTEGRITY_PROTECTION_ACTIVATION_INFO to zero for each signalling radio bearer in the IE "ESTABLISHED_RABS".

NOTE:
The IEs "Integrity protection activation info" and "RRC Message sequence number"included in the IE "Integrity Check Info" in the transmitted message do not have identical values, but integrity protection is applied from the first transmitted message.

2>
set the IE "Status" in the variable INTEGRITY_PROTECTION_INFO to the value "Started";
2>
prohibit transmission of RRC messages on all signalling radio bearers in the IE "ESTABLISHED_RABS" except on RB0 and RB2;
2>
perform integrity protection on the received message, applying the new integrity protection configuration, as described in subclause 8.5.10.1 by:

3>
using the algorithm (UIA [40]) indicated by the IE "Integrity protection algorithm" contained in the IE "Integrity protection mode info";

3>
using the IE "Integrity protection initialisation number", contained in the IE "Integrity protection mode info" as the value of FRESH [40].

2>
start applying the new integrity protection configuration in the downlink for each signalling radio bearer in the IE "ESTABLISHED_RABS" except RB2 at the next received RRC message;

2>
start applying the new integrity protection configuration in the downlink for signalling radio bearer RB2 from and including the received SECURITY MODE COMMAND message;

2>
start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from and including the transmitted SECURITY MODE COMPLETE message;

2>
start applying the new integrity protection configuration in the uplink for signalling radio bearers other than RB2 at the next transmitted RRC message.
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