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Introduction

This document presents some aspects of START value handling, discussed in R2-031721, “START calculation”, [Ericsson] and during the RAN2#37 meeting, and proposes corrections to TS 25.331.

Discussion

The following are some observations in TS 25.331.

1 COUNT-C’s and COUNT-I’s are initialised during the security mode control procedure. Prior to execution of this procedure, the COUNT-C’s/COUNT-I’s are undefined.

2 The algorithm for START value calculation in TS 25.331, section 8.5.9, can only be applied in case COUNT-C’s/COUNT-I’s are initialised. 

3 Once COUNT-C’s/COUNT-I’s have been initialised for a CN domain, a UE considers COUNT-I’s to remain “initialised” for that CN domain, despite the SRBs are integrity protected using a key set from the other CN domain:


a There is no text in TS25.331 that instructs UE to ‘clear’ (or un-initialise) COUNT-C’s/COUNT-I’s at release of the signalling connection for a CN domain.


b There is no text in TS25.331 that instructs UE to ‘clear’ (or de-initialise) COUNT-C’s/COUNT-I’s for a CN domain at a “CN domain switch”.


c The UE shall at any time be prepared to store START values on USIM, in case the RRC Connection is released.

From the observations listed above, it is clear that for the very first INITIAL DIRECT TRANSFER message for each CN domain, the COUNT-C’s/COUNT-I’s are not initialised, hence the algorithm for START value calculation in TS 25.331 section 8.5.9 cannot be applied. But in all other cases when calculating a START value during the lifetime of the RRC Connection, the algorithm of section 8.5.9 can be applied.

Some other observations are:

1 It seems rather likely that two START value calculations performed close in time results in the same value, since the range for COUNT-C/COUNT-I value stepping is 4096 (32-20=12 bits). Consequently, it seems rather likely that two RRC messages sent by UE “close in time” (or, rather, “close in sequence numbers”) carry the same START values. 

2 According to TS25.331, section 8.5.2 (“Actions when entering idle mode from connected mode”), UE stores the “current START” value for a CN domain on the USIM. It is not completely clear what is meant with “current START”. In order not to reuse the same START value for the next RRC connection (and break general security principles), UE should preferably perform a START value calculation according to TS25.331 section 8.5.9. This is currently not captured in TS 25.331. 

3 It is stated in TS25.331 (sections 8.1.12.2.2 and 8.1.12.5) that UTRAN should use the value "START" in the most recently received IE "START list" or IE "START" to initialise COUNT-C’s/COUNT-I’s. Since RRC CONNECTION SETUP COMPLETE and INITIAL DIRECT TRANSFER are transmitted on different SRBs (and UE does not await RLC ack before submitting the INITIAL DIRECT TRANSFER message to lower layers), these messages can be received by UTRAN in reversed order.  
It can be argued that a “smart” UTRAN should either handle the messages in same order as transmitted by UE (which is clear from 25.331), or consider the highest received START value as the ‘valid’ START value.
A “smart” UE should send the same START values in the messages RRC CONNECTION SETUP COMPLETE and INITIAL DIRECT TRANSFER, in order not to rely on a specific UTRAN behaviour.

Proposal 

The following modifications in TS25.331 are proposed:

1 If neither COUNT-I nor COUNT-C has been initialised for a CN domain, the START value stored in USIM (or stored in ME in case SIM is present) shall be used as calculated START value.
2 When entering idle mode from connected mode, UE should perform a START value calculation and store this value on USIM.

It is proposed to accept the resulting changes as proposed in the attached CR. 






