Page 1


3GPP TSG RAN WG2 #37
Tdoc R2-031622

Budapest, Hungary, Aug. 25 ~ 29 2003

Agenda item: 
9.10 
Source:    
Samsung
Title:         
Erroneous LI and RLC Reset Procedure
Document for: 

Discussion and Decision

1. Introduction 
This contribution proposes new RLC RESET trigger to cope with HFN unsynchronized case.
2. Discussion

RLC RESET procedure is triggered under the following 3 conditions

· When a predefined number of AMD PDU retransmissions fail.

· When a predefined number of MRW SUFI retransmissions fail.

· When a STATUS PDU including “erroneous Sequence Number” is received.

The consequences of a RLC RESET procedure are; 

1. Initializing/resetting state variables, configurable parameters  

2. Flushing RLC buffers

3. Synchronizing UL/DL HFN
We see that all the 3 triggers for RLC RESET procedure have nothing to do with unsynchronized HFN case. Successive retransmission failure is likely to be caused by radio link condition, and erroneous sequence number in a STATUS PDU is rather to be caused by residual error of the STATUS PDU itself or of an AMD PDU causing the STATUS PDU. 

On the other hand, if HFN is not synchronized between UE and RNC, Ciphering unit in UE and RNC will be different as described in the Figure 1.  
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Fig. 1 Ciphering and Deciphering procedure

Ciphering Units both in the transmitting side and in the receiving side are RLC AM PDU with header part extracted, or in other words Ciphering Unit is the RLC AM PDU including just Length Indicators, Extension bits and payload. This ciphering unit input into the ciphering algorithm and is ciphered with parameters such as HFN and FRESH etc. Ciphered data is then transmitted through the air interface and arrives to the receiving side where the ciphered data is deciphered with the HFN and FRESH etc. So unsynchronized HFN would result in deciphering failure that receiving side fails to produce the same ciphering unit originally sent. 

One of the outstanding phenomenons receiving side observes on the HFN unsynchronized case is “erroneous length indicator”.  

Length indicator is set according to basic rules, and if these rules are broken in a RLC PDU, we can suspect that something went wrong. For example, Length Indicator can not be bigger than the size of the RLC PDU carrying the LI. If so, this erroneous LI is caused either by air channel error or by ciphering and deciphering procedure. 

In general especially for the RLC AM, Transport Block is protected by CRC. Thus most of air channel errors are filtered in the physical layer. 

Regarding ciphering and deciphering, HFN is the only dynamic parameter. Therefore if the erroneous LI is caused during ciphering and deciphering procedure, then unsynchronized HFN is the most probable suspect. 

It is obvious that if HFN is unsynchronized, all the RLC PDUs transmitted and to be transmitted are useless and the best way is to synchronize the HFN and then resume the transmission, which is the RLC RESET operation.
3. PROPOSAL

With the above discussion, it is proposed to define “erroneous length indicator”, and to make it for the one of the RLC RESET procedure triggers. 

Following conditions are proposed to be defined as “erroneous length indicator”

· When a received LI is bigger than the size of the RLC PDU itself.

· When received LIs of a RLC PDU are misordered, e.g. a LI is smaller than a preceding LI.

· When a reserved value is used for a LI.

A draft CR is attached, and it is also proposed to agree on the CR reflecting the discussion and proposals. 
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10
Handling of unknown, unforeseen and erroneous protocol data

Errors and the handling of errors defined in this clause are normative.

10.1
Erroneous Sequence Number

A STATUS PDU or Piggybacked STATUS PDU including "erroneous Sequence Number" is a STATUS PDU or Piggybacked STATUS PDU that contains:

-
a LIST, BITMAP or RLIST SUFI in which the "Sequence Number" of at least one AMD PDU that is negatively acknowledged is outside the interval VT(A)("Sequence Number"( VT(S)-1; or
-
an ACK SUFI in which "LSN" is outside the interval VT(A)("LSN"( VT(S).

If an AM RLC entity receives a STATUS PDU or a Piggybacked STATUS PDU including "erroneous Sequence Number", it shall:

-
discard the STATUS PDU or the Piggybacked STATUS PDU;

-
initiate the RLC reset procedure (see subclause 11.4).

10.2
Inconsistent status indication

If an AM RLC entity receives a STATUS PDU or a Piggybacked STATUS PDU that indicates different status for the same AMD PDU, it shall:

-
discard the STATUS PDU or the Piggybacked STATUS PDU.

10.3
Invalid PDU format

If an UM or AM RLC entity receives a RLC PDU that contains reserved or invalid values (see subclause 9.2), it shall:

-
discard the RLC PDU.
10.4 
Erroneous Length Indicator

If an AM RLC entity receives a RLC PDU, one of whose length indicators fulfills one of the following conditions, the RLC PDU is considered as having erroneous Length Indicator

-    If the "Length Indicator" of an AMD PDU has a value that is larger than the PDU size – RLC header size and   is not one of the predefined values listed in the table of subclause 9.2.2.8; or
-    If the "Length Indicator" of an AMD PDU has a value smaller than the value of a preceeding "Length Indicator" of the same AMD PDU; or
-    If the "Length Indicator" of an AMD PDU has a value specified to be reserved for AMD PDUs in this version of the protocol, the Receiver shall:

· discard the AMD PDU;
· initiate the RLC reset procedure (see subclause 11.4).
11.3
Acknowledged mode data transfer procedure

11.3.1
General

The acknowledged mode data transfer procedure is used for transferring data between two RLC peer entities, which are operating in acknowledged mode. Data is transferred from Sender to Receiver. This procedure should only apply to RLC entities in DATA_TRANSFER_READY state or LOCAL_SUSPEND state. Figure 11.3 below illustrates the elementary procedure for acknowledged mode data transfer.

The AMD PDUs shall be transmitted on the DCCH logical channel if the Sender is located in the control plane and on the DTCH if it is located in the user plane. One or several PDUs may be transmitted in each transmission time interval (TTI) and MAC decides how many PDUs shall be transmitted in each TTI.
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Figure 11.3: Acknowledged mode data transfer procedure

11.3.2
Transmission of AMD PDU

Upon a request of acknowledged mode data transfer from upper layers or upon retransmission of AMD PDUs, the Sender shall:

-
when RLC SDUs are received from upper layers:

-
segment the RLC SDUs into AMD PDUs where the fixed PDU size is configured by upper layer;

-
set a "Length Indicator" field for each SDU that ends in the AMD PDU according to subclause 9.2.2.8;

-
if "Timer based SDU Discard with explicit signalling" is configured:

-
start a timer Timer_Discard for each SDU received from upper layer (see subclause 9.7.3);

-
schedule the AMD PDUs for transmission;

-
if one or several AMD PDUs have been negatively acknowledged (see subclause 11.5.3):

-
schedule the AMD PDUs that were negatively acknowledged for retransmission;

-
if a poll has been triggered by either the poll triggers "Poll timer" or "Timer based" (see subclause 9.7.1); and

-
if polling is not prohibited (see subclause 9.5); and

-
if no AMD PDU is scheduled for transmission or retransmission:

-
if the value of "Configured_Tx_Window_Size" is larger than or equal to "2048":

-
select the AMD PDU with "Sequence Number" equal to VT(S)-1.

-
otherwise if the "Configured_Tx_Window_Size" is less than "2048";

-
select the AMD PDU with "Sequence Number" equal to VT(S)-1; or

-
select an AMD PDU that has not yet been acknowledged by the peer entity;

-
schedule the selected AMD PDU for retransmission (in order to transmit a poll).

Each time an AMD PDU is scheduled for transmission or retransmission, the Sender shall:

-
increment the value of the corresponding VT(DAT);

-
if VT(DAT) = MaxDAT:

-
perform the actions specified in subclause 11.3.3a;

-
e1se:
-
notify the lower layer that data is available for transmission;

-
perform the actions specified in subclause 11.3.2.2.

In AM, a PDU shall be considered to be a padding PDU if it is:

-
an AMD PDU consisting only of an RLC Header with one "Length Indicator" (indicating that the rest of the PDU is padding) and padding; or

-
a STATUS PDU consisting only of a NO_MORE SUFI.
11.3.2.1
AMD PDU contents to set

If the AMD PDU is transmitted for the first time, the Sender shall:

-
set the "Sequence Number" field equal to VT(S);

-
set a "Length Indicator" field for each SDU that ends in the AMD PDU according to subclause 9.2.2.8;

-
set the "Polling bit" to the value specified in subclause 11.3.2.1.1.

Otherwise if the AMD PDU is retransmitted:

-
use the same value of the "Sequence Number" field as in the original transmission of the AMD PDU;

-
if the "Length Indicator" fields needed in the AMD PDU according to subclause 9.2.2.8 has changed due to that a piggybacked STATUS PDU is included in the AMD PDU or a piggybacked STATUS PDU was included in the previous transmission of the AMD PDU:

-
update the "Length Indicator" fields according to 9.2.2.8.
-
set the "Polling bit" to the value specified in subclause 11.3.2.1.1.

11.3.2.1.1
Setting of the Polling bit

The Sender shall:

-
if a poll has been triggered by one or several poll triggers (see subclause 9.7.1):

-
if polling is not prohibited, see subclause 9.5:

-
set the "Polling bit" in the AMD PDU header to "1";

-
otherwise:

-
set the "Polling bit" in the AMD PDU header to "0".

11.3.2.1.2
Void
11.3.2.2
Submission of AMD PDUs to lower layer

If one or more AMD PDUs have been scheduled for transmission or retransmission according to subclause 11.3.2, the Sender shall:

-
not submit any AMD PDUs to lower layer that is not allowed to transmit. AMD PDUs are only allowed to transmit:

-
if the AMD PDU has a "Sequence Number" < VT(MS) or the AMD PDU has a "Sequence Number" equal to VT(S)-1; and

-
if the AMD PDU is not restricted to be transmitted by the local suspend function, see subclause 9.7.5.

-
inform the lower layer of both the numbers of AMD PDUs scheduled and allowed for transmission or retransmission;

-
set the AMD PDU contents according to subclause 11.3.2.1;
-
submit to the lower layer the requested number of AMD PDUs;

-
treat retransmissions with higher priority than AMD PDUs transmitted for the first time;

-
update the state variables in clause 9.4 for each AMD PDU submitted to lower layer except VT(DAT) which has already been updated, see subclause 11.3.2;

-
if the "Polling bit" is set to "1" in any of the AMD PDUs; and

-
if the timer Timer_Poll is configured;

-
start the timer Timer_Poll according to subclause 9.5;

-
buffer the AMD PDUs that are not submitted to the lower layer according to the discard configuration (see subclause 9.7.3).

11.3.3
Reception of AMD PDU by the Receiver

Upon reception of an AMD PDU, the Receiver shall:

-
update VR(R), VR(H) and VR(MR) state variables for each received AMD PDU (see clause 9.4);

-
if a received AMD PDU includes a "Polling bit" set to "1", or "Missing PDU Indicator" is configured and the Receiver detects that a PDU is missing:

-
initiate the STATUS PDU transfer procedure;

-
reassemble the received AMD PDUs into RLC SDUs;

-
if "In-Sequence Delivery" is configured:

-
deliver the RLC SDUs in-sequence (i.e. in the same order as the RLC SDUs were originally transmitted by the peer entity) to upper layers through the AM-SAP.

-
otherwise:

-
deliver the RLC SDUs in arbitrary order to upper layers through the AM-SAP.
11.3.3a
Reached maximum number of attempts

If VT(DAT) = MaxDAT, the Sender shall:

-
if "No_discard after MaxDAT number of transmissions" is configured:

-
initiate the RLC reset procedure, see subclause 11.4.

-
if "SDU discard after MaxDAT number of transmissions" is configured:

-
initiate the "SDU discard with explicit signalling" procedure for the corresponding SDU, see subclause 11.6.
11.3.4
Abnormal cases

11.3.4.1
Void

11.3.4.2
Receiving an AMD PDU outside the reception window

Upon reception of an AMD PDU with "Sequence Number" outside the interval VR(R)(SN<VR(MR), the Receiver shall:

-
discard the AMD PDU;

-
if the "polling bit" in the discarded AMD PDU is set to "1":

-
initiate the STATUS PDU transfer procedure.

11.3.4.3
Timer_Discard timeout

11.3.4.3.1
SDU discard with explicit signalling

Upon expiry of the timer Timer_Discard, the Sender shall:

-
initiate the SDU discard with explicit signalling procedure, see subclause 11.6.2.

In the case where the TFC selection exchange has been initiated by sending the RLC Entity Info parameter to MAC, the UE may wait until after it provides MAC with the requested set of PDUs before discarding the afore-mentioned SDUs.
11.3.4.4
Void







11.3.4.5
Void

11.4
RLC reset procedure

11.4.1
General

The RLC reset procedure is used to reset two RLC peer entities, which are operating in acknowledged mode. Figure 11.4 below illustrates the elementary procedure for an RLC reset. During the reset procedure the hyper frame numbers (HFN) in UTRAN and UE are synchronised. Two HFNs used for ciphering needs to be synchronised, DL HFN in downlink and UL HFN in uplink. In the reset procedure, the highest UL HFN and DL HFN used by the RLC entity in the transmitting sides, i.e. the HFNs associated with AMD PDUs of "Sequence Number"=VT(S)-1 if at least one AMD PDU had been transmitted or of "Sequence Number"=0 if no AMD PDU had been transmitted, are exchanged between UE and UTRAN.

The RESET PDUs and the RESET ACK PDUs have higher priority than AMD PDUs.
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Figure 11.4: RLC reset procedure

11.4.2
Initiation

The Sender shall:

-
if one of the following triggers is detected:

1)
"No_Discard after MaxDAT number of transmissions" is configured and VT(DAT) equals the value MaxDAT (see subclause 9.7.3.4);

2)
VT(MRW) equals the value MaxMRW;

3)
A STATUS PDU including "erroneous Sequence Number" is received (see clause 10);
4)  A RLC AM PDU including "erroneous Length Indicator" is received (see clasue 10); 
-
stop transmitting any AMD PDU or STATUS PDU;

-
increment VT(RST) by 1;

-
if VT(RST) = MaxRST:

-
perform the actions specified in subclause 11.4.4a.

-
else (if VT(RST) < MaxRST):
-
submit a RESET PDU to the lower layer;

-
start the timer Timer_RST.

NOTE:
If the TFC selection exchange has been initiated by sending the RLC Entity Info parameter to MAC, the RLC entity may delay the RLC reset procedure until the end of the next TTI.

When a reset procedure has been initiated it can only be ended upon reception of a RESET ACK PDU with the same RSN value as in the corresponding RESET PDU, or upon request of re-establishment or release from upper layer, a reset procedure is not interrupted by the reception of a RESET PDU from the peer entity.
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