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Introduction

Notwithstanding the many efforts at clarifying and correcting R99 Security procedures a few issues remain. These issues particularly relate to the complex and inter-twined procedures related to Relocation. RRC is a specification for UE procedures - however, the SRNS Relocation container is particular is one aspect of network implementation that is specified in RRC to enable an open Iur interface. It is therefore important to ensure that the UE procedures specified in RRC are in line with the requirements of the SRNS relocation procedures both at the UE and network end. However, while correcting any issues it is equally important to keep the following in mind:

· Any corrections should first identify network work-arounds that can be implemented thus avoiding a change to actions specified for the UE

· CRs should simplify UE behaviour, especially when consistent with already specified text - (this is best explained below with a specific example)

· If a CR is required efforts should ensure that new actions do not add complexity to UE behaviour and more importantly ensure that the potential for future ambiguities is reduced. 

Discussion

The following aspects of the text as stated today need to be kept in mind:

· Sub-clauses 8.1.12.2 define the term "pending" from a network perspective. Sub-clauses 8.6.3.4 and 8.6.3.5 define the term "pending" from the UE perspective. In both cases the definition is from the transmitter perspective. Thus only the transmitter can then know that the activation time has "elapsed". Thus the actions on relocation in the case of 8.6.3.4 and 8.6.3.5 strictly apply only in the case of configurations being in a pending state from a UE transmitter perspective.

· The specification very clearly states that the UE shall choose activation times that minimise the delay in applying the next configuration. In case of IP this then means the next RRC message in the UL and for ciphering the next PDU (except fro RB2). Note this does not imply any real delay in terms of data transfer due to having to wait for the ACK to the response message containing the activation times. For the fist SMC this is in any case implied and for a SMC triggering a domain switch this does not impact RBs on the domain already "connected". The only occasion wherein there is a slight delay (but imperceptible to the user in all cases) is in the case of new keys being received - and this is not a frequent occurrence.

· The text in 8.6.3.5 does not state that the actions are not meant for RB2, for which the actions are stated separately in 8.2.2.4 in case of relocation and 8.1.12.3 in case of SMC procedure.

· The SRNS relocation container from the source to target contains information about some of the security contexts at the source - HFN, COUNT_C and RRC SNs. In particular, the HFN and RRC SN values are defined as the "last value used". No information about the pending status of any configuration in the downlink direction is provided. 

· Since messages can be lost or in the process of being re-transmitted, the source RNC cannot determine with certainty when defining the container what RRC SN and HFN value the UE used last in the uplink. At the same time the network cannot state with certainty that the UE has indeed received the downlink messages transmitted prior to relocation being triggered. (Keep in mind that proper UTRAN behaviour requires that the UTRAN not transmit any RRC messages once relocation has been triggered since this will cause a mismatch in the HFN and RRC SN values.). This then poses a conundrum since the UTRAN cannot know what the UE has received and what the UE has transmitted (especially since the UE can keep transmitting) at the time the relocation trigger is received. 

· When a RLC re-establishment occurs prior to the next configuration being used the specification requires the UE to immediately apply the next ("pending", "not elapsed") configuration following re-establishment. This, however today is linked to the presence of the "Ciphering Mode Info" IE and additionally the IE "Radio bearer downlink ciphering activation time info". In case a relocation trigger is received not containing the  "Ciphering Mode Info" IE, no UE actions are specified. This could then mean that the network would have to include the IE "Ciphering Mode Info" and the downlink activation times to order to trigger the above UE actions - however, the specification also states that the UE actions are not stated in case the "Ciphering Mode Info" IE is included but no change in made to the ciphering algorithm in the relocation trigger. 

· While this may seem obvious, today there is no text related to UE actions in case of a relocation triggering message with the RRC_state indicator set to CELL/URA_PCH. Clearly doing so would be incorrect UTRAN implementation.

· There is nothing specified today for relocation failures in some cases. In case of RB control (reconfiguration) messages triggering relocation, whenever a Cell Update occurs while waiting for ack to the response from the NW, RRC connection is released. However, for cell update confirm, URA update confirm and UTRAN mobility information, if there is an unrecoverable error on SRB2 while the UE is waiting for an ack to the response from the NW, it is not clear as to what the actions should be. If the NW were to re-establish SRB2 in case of unrecoverable error (CUC can re-establish RB2 in case of unrecoverable error), the response message will not be re-transmitted by RLC and hence NW may not send the ack for the response message. Hence, all the actions to be performed after receiving an ack for relocation procedure will not be performed.
Needed Actions

Clearly there are at least a few issues needing resolution in terms of "pending" activation times. 

Note however that if the UE always chooses activation times per the specification, i.e. immediate next message, it never has a pending configuration (a configuration has elapsed if the last message using the previous configuration has been sent to the lower layers fro transmission. Similarly, if the UTRAN also chooses the next message (PDU) as the activation time for the new configuration, it can avoid having a "pending configuration at relocation. This is particularly important in case RB4 is configured, given the potential for low traffic on RB4. 

3.1 Options to address the issue:

1. Continue with the present specification and make the text more explicit in terms of how the UE chooses activation times, i.e. make it more definitive in terms of what the activation time shall be. Extend this behaviour for the UTRAN as well. Since we do not specify UTRAN behaviour, the perils of UTRAN not following this actions should be clearly described in RRC. This option has the advantage that we no more have any potential for "pending" activation times even in the case of DL. The present specification already implies that there are no pending activation times in the UL at any time. Given the tight coupling between security and other procedures (RB control, Cell Update Confirm, UTRAN Mobility Confirm) in case of relocation, this ensures a very robust procedure text with no potential for failure. The network and UE are always synchronised in terms of what START (HFN) value is to be used following relocation.

In case of ciphering today we already require the UE and target RNC to re-establish the RLC entities. The UE and target then use the START in the response message for seeding the HFNs post-relocation. However, in the case of "pending" configurations we require that the UE use "0" in case of pending new keys and "START in response" in case of pending domain switch. Note however that UEs following the specification will have no pending configuration and therefore the above requirements will never be triggered. Also note as stated above that UE actions in case of pending DL configuration are not stated today - which is as it should be since there is no way to determine the pending status of a DL configuration at the UE. However again proper UTRAN implementation avoids this.

2. Another way to synchronize the UE and target actions is to require the target to always use the START value in the response message post-relocation for ciphering and IP. Note that per the above, fro ciphering this is already the case from the UE perspective. Now in addition for the case of new keys pending the target and UE will use the START value in the response. This is a clean and effective approach to managing and in fact preventing UE and NW HFN mismatch - an error that causes critical faults. The only change to the specification today will be in the following cases:

a. For all IP (including the domain switch pending case already covered today) the target and UE will use the START in response. The claim that this proposed change is not localised to the case of pending configurations is incorrect since due to the current definition of pending neither entity knows the pending status and therefore one can only conclude that all relocations today are risky due to the potential for mis-match. The only safe relocation today is if prior to relocation the UE did not receive a SMC pertaining to domain switch or new keys - a very unlikely scenario. 

b. For new ciphering keys pending case UE and target will use the START in response. In all other cases UE and target already use the START in response due to the re-establishment of (S)RBs. 

3. If UE implementations in the case of IP have not adopted the next message requirement implicit in the specification, the UTRAN can always resolve the issue by using any of the three potential START values - 0, START at SMC, START in response. In the downlink, the UTRAN should avoid pending configurations by appropriate setting of activation times as specified for the UE in the specification.

4. The container should be enhanced with information regarding the pending status in the downlink and outstanding configurations in the uplink. The aim would be to provide all the information that the source has in it's possession to the target.

5. A band-aid approach yet again which tries to limit the change to a particular known issue (that in fact can be avoided totally by appropriate UTRAN behaviour) with the claim of backwards compatibility that is not really a true claim since as explained above, given the definition of pending it is in-deterministic on the part of the source whether relocation will succeed or not. In addition issues related to whether the UE has implemented or not or whether the UTRAN has implemented or not remain in this band-aid approach as well. Given all the issues that have been identified above in section 2, in terms of inconsistencies and ambiguities related to "pending" activation times, this approach also has risks in terms of hidden problems raising their ugly head later. 

Conclusions

One of the above solutions or a combination of the above needs to be adopted in order to resolve once and for all the continuing problems with pending configurations - else soon this might become as bad as the TFCS selection issue. Irrespective of the choice of the above, a number of inconsistencies and ambiguities have been identified in this document related to "pending" configurations/activation times - this need to be resolved in a CR. Motorola will draft the necessary CR once agreement is reached on a way forward.

