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1. CRC error handling

For a specific transport block, CRC check is performed in PHY layer, and the result is delivered to MAC layer. If the transport block has an error, MAC delivers the RLC PDU together with the error indication to RLC unless a MAC header is present. If the MAC header is present, an erroneous transport block is discarded by MAC, and will not be delivered to RLC. This fact can be seen in TS 25.321.

--------------------------------------Captured from 25.321--------------------------------------------------------

8.2.1
Primitives
The primitives between MAC layer and RLC layer are shown in table 8.2.1.1.
Table 8.2.1.1: Primitives between MAC layer and RLC layer

	Generic Name
	Parameter

	
	Request
	Indication
	Response
	Confirm

	MAC-DATA
	Data, BO, UE-ID type indicator, RLC Entity Info
	Data, No_TB,

TD (note), Error indication
	
	

	MAC-STATUS
	
	No_PDU, PDU_Size, TX status
	BO,

RLC Entity Info
	

	NOTE:
TDD only.


8.2.2
Parameters
j)
Error indication
-
When a MAC SDU is delivered to upper layer, an error indication is given for the SDU to upper layer if an error indication for the SDU has been received from lower layer.
10
Handling of unknown, unforeseen and erroneous protocol data
The list of error cases is reported below:
a)
Use of reserved coding in the MAC header

If the MAC entity receives a Data PDU with a header field using a value marked as reserved for this version of the protocol, it shall discard the PDU, unless explicitly mentioned otherwise.
b)
Inconsistent MAC header

If the MAC entity receives a data PDU with a header inconsistent with the configuration received from RRC, it shall discard the PDU. E.g.: In case DTCH is mapped to RACH/FACH, the MAC entity shall discard a PDU with a C/T field indicating a logical channel number that is not configured.
c)
Erroneous MAC header fields

The MAC PDU shall be discarded if the lower layer gives an error indication for a MAC PDU and a MAC header is included in the MAC PDU.
-------------------------------------------End of capture-----------------------------------------------------------
When a RLC receives a RLC PDU with error indication, it acts differently depending on the RLC operation mode. 

For AM and UM RLC, CRC error handling is not specified, and the erroneous RLC PDU is treated as normal PDU. 

For TM RLC, CRC error handling is performed depending on the configuration of ‘Delivery of erroneous SDUs’. The exact behaviour is shown in TS 25.322.

--------------------------------------Captured from 25.322--------------------------------------------------------

8.1
Primitives between RLC and upper layers

The primitives between RLC and upper layers are shown in table 8.1.
Table 8.1: Primitives between RLC and upper layers

	Generic Name
	Parameters

	
	Req.
	Ind.
	Resp.
	Conf.

	RLC-AM-DATA
	Data, CNF, MUI, UE-ID type indicator
	Data, DiscardInfo
	Not Defined
	MUI

	RLC-UM-DATA
	Data, Use special LI, UE-ID type indicator
	Data
	Not Defined
	Not Defined

	RLC-TM-DATA
	Data, UE-ID type indicator
	Data, Error_Indicator
	Not Defined
	Not Defined

	CRLC-CONFIG
	E/R, Stop (UM/AM only), Continue (UM/AM only), Ciphering Elements (UM/AM only),

TM_parameters (TM only), UM_parameters (UM only), AM_parameters (AM only)
	Not Defined
	Not Defined
	Not Defined

	CRLC-SUSPEND (UM/AM only)
	N
	Not Defined
	Not Defined
	VT(US) (UM only), VT(S) (AM only)

	CRLC-RESUME (UM/AM only)
	No Parameter
	Not Defined
	Not Defined
	Not Defined

	CRLC-STATUS
	Not Defined
	EVC
	Not Defined
	Not Defined


8.2
Primitive parameters

Following parameters are used in the primitives:
12)
The TM_parameters are only applicable for TM operation. It contains e.g. segmentation indication (see subclauses 9.2.2.9 and 11.1.2.1), Timer_Discard value (see subclause 9.5) and delivery of erroneous SDU indication (see subclause 11.1.3).

16)
The Error_Indicator parameter indicates that the RLC SDU is erroneous (see subclause 11.1.3).
11.1.3
Reception of TMD PDU
Upon delivery by the lower layer of a set of TMD PDUs (received within one TTI), the Receiver shall:
-
if it is configured for segmented operation:

-
reassemble the TMD PDUs received in one TTI into one RLC SDU.

-
otherwise (it is configured for non-segmented operation):

-
treat each received TMD PDU as a SDU;

-
if "Delivery of Erroneous SDUs" is configured as "no":

-
submit only the RLC SDUs received without error to upper layers through the TM-SAP.

-
else if "Delivery of Erroneous SDUs" is configured as "yes":

-
submit all RLC SDUs to upper layers through the TM-SAP;

-
provide an error indication for each SDU received in error.

-
otherwise if "Delivery of Erroneous SDUs" is configured as "No detect":

-
submit all RLC SDUs to upper layers through the TM-SAP.
If segmentation is performed in transparent mode RLC, an SDU is erroneous if one or more of the TMD PDUs received in a TTI contains an error. If segmentation is not performed, an SDU is erroneous if the corresponding TMD PDU is erroneous.
-------------------------------------------End of capture-----------------------------------------------------------
At the UE side, ‘Delivery of erroneous SDUs’ is configured when a RRC message that sets RLC mode to TM RLC is received. In this case, RRC configures ‘Delivery of erroneous SDUs’ for the TM RLC according to the indication from upper layer.

--------------------------------------Captured from 25.331--------------------------------------------------------
8.6.4.3
RB information to setup
If the IE "RB information to setup" is included, the UE shall apply the following actions on the radio bearer identified with the value of the IE "RB identity". The UE shall:
1>
use the same START value to initialise the hyper frame number components of COUNT-C variables for all the new radio bearers to setup;

1>
perform the actions for the IE "PDCP info", if present, according to subclause 8.6.4.10, applied for the radio bearer;

1>
perform the actions for the IE "RLC info", according to subclause 8.6.4.9, applied for the radio bearer;

1>
perform the actions for the IE "RB mapping info", according to subclause 8.6.4.8, applied for the radio bearer;

1>
if the IE "Downlink RLC mode" either in the IE "RLC info" or referenced by the RB identity in the IE "Same as RB" is set to "TM RLC":
2>
configure delivery of erroneous SDUs in lower layers according to indication from upper layer [5].
8.6.4.5
RB information to reconfigure
If the IE "RB information to reconfigure" is included, the UE shall apply the following actions on the radio bearer identified with the value of the IE "RB identity". The UE shall:
1>
perform the actions for the IE "PDCP info", if present, according to subclause 8.6.4.10, applied for the radio bearer;

1>
if the IE "RLC info" is present:

2>
perform the actions for the IE "RLC info", according to subclause 8.6.4.9, applied for the radio bearer.

1>
else:

2>
continue using the current RLC configuration for the radio bearer.

1>
perform the actions for the IE "RB mapping info", according to subclause 8.6.4.8, applied for the radio bearer;

1>
if the IE "Downlink RLC mode" in the IE "RLC info" is set to "TM RLC":
2>
configure delivery of erroneous SDUs in lower layers according to indication from upper layer [5].
-------------------------------------------End of capture-----------------------------------------------------------
2. Impacts analysis when CRC error is not handled

If MAC header is not present, an erroneous RLC PDU is delivered to RLC together with error indication. This is true for the following cases.

· DTCH/DCCH on DCH : AM/UM/TM

· BCCH on BCH : TM

· PCCH on PCH : TM

· SRBs : TM

Currently, the CRC error handling is only specified for the case of ‘DTCH/DCCH on DCH : TM’ (see above, 11.1.3
Reception of TMD PDU), and it is not specified for the other cases. RLC handles only following three errors. 

--------------------------------------Captured from 25.322--------------------------------------------------------
10
Handling of unknown, unforeseen and erroneous protocol data
Errors and the handling of errors defined in this clause are normative.
10.1
Erroneous Sequence Number
A STATUS PDU or Piggybacked STATUS PDU including "erroneous Sequence Number" is a STATUS PDU or Piggybacked STATUS PDU that contains:
-
a LIST, BITMAP or RLIST SUFI in which the "Sequence Number" of at least one AMD PDU that is negatively acknowledged is outside the interval VT(A)("Sequence Number"( VT(S)-1; or
-
an ACK SUFI in which "LSN" is outside the interval VT(A)("LSN"( VT(S).
If an AM RLC entity receives a STATUS PDU or a Piggybacked STATUS PDU including "erroneous Sequence Number", it shall:
-
discard the STATUS PDU or the Piggybacked STATUS PDU;

-
initiate the RLC reset procedure (see subclause 11.4).
10.2
Inconsistent status indication
If an AM RLC entity receives a STATUS PDU or a Piggybacked STATUS PDU that indicates different status for the same AMD PDU, it shall:
-
discard the STATUS PDU or the Piggybacked STATUS PDU.
10.3
Invalid PDU format
If an UM or AM RLC entity receives a RLC PDU that contains reserved or invalid values (see subclause 9.2), it shall:
-
discard the RLC PDU.
-------------------------------------------End of capture-----------------------------------------------------------
From now on, we will analyse each case what is the reason of problem and what is the impact of this problem. 

2.1 DTCH/DCCH : AM

When a single DTCH or DCCH is mapped to DCH, no MAC header is present, and, therefore, an erroneous RLC PDU is delivered to RLC with error indication. Since there is no special treatment of erroneous PDU in AM RLC, the erroneous PDU is treated as normal PDU. It means that AM RLC ignores the error indication. AM RLC first deciphers received PDU, and then verifies the PDU according to the section 10 in 25.322.

But the RLC error detection is not robust. AM RLC detects errors only when a header field has a reserved or invalid value, or when status report is not correct. If an erroneous PDU is decoded as valid AMD PDU, SDUs are wrongly assembled, and delivered to upper layer without error indication. If decoded as valid Control PDU, protocol error will occur, which causes failure of data transmission. 

Note that the probability of decoding erroneous PDU as normal PDU is very high.

For the AMD PDU, AM RLC detects errors only when

· ‘Sequence Number’ is out of the reception window range; or

· First bit of ‘HE’ is ‘1’; or

· ‘Length Indicator’s are ordered out-of-sequence

For the STATUS PDU, AM RLC detects errors only when

· ‘PDU Type’ ranges from ‘011’ to ‘111’; or

· ‘SUFI’ field starts with ‘1’; or

· ‘SUFI’ contains Erroneous Sequence Numbers; or

· ‘SUFI’ indicates different status for the same AMD PDU
For the RESET/RESET ACK PDU, AM RLC detects errors only when

· ‘PDU Type’ ranges from ‘011’ to ‘111’; or

· ‘R1’ has values other than ‘000’
2.2 DTCH/DCCH : UM
CRC error handling is critical in UM RLC. The reason is that most of the received PDU is decoded as normal UMD PDU. There is no reception window, and no reserved values in UMD PDU. The only case UM RLC detects errors is when ‘Length Indicator’s are ordered out-of-sequence. Once an erroneous PDU is decoded as normal PDU, SN wrap-around may occur, and it causes HFN out-of-synchronization.
2.3 BCCH/PCCH : TM
According to 25.331, ‘Delivery of erroneous SDUs’ is only configured when a received RRC message indicates use of TM RLC. BCCH and PCCH, however, have default configurations, and ‘Delivery of erroneous SDUs’ is not configured in the TM RLC entities. Default configuration of BCCH and PCCH are shown below.

--------------------------------------Captured from 25.331--------------------------------------------------------
13.6c
RB information parameters for PCCH mapped to PCH

The following Radio Bearer parameter values apply for PCCH mapped to PCH:
	Information element/ Group name
	Value
	Comment

	Downlink RLC mode
	TM
	

	Segmentation indication
	FALSE
	


13.6d
Parameters for BCCH mapped to BCH

The transport format parameters for BCH are specified in [34].
-------------------------------------------End of capture-----------------------------------------------------------
Since ‘Delivery of erroneous SDUs’ is not configured, TM RLC used for BCCH or PCCH does not specially handle erroneous PDUs. When TM RLC receives an erroneous PDU, TM RLC ignores error indication, and just delivers the received erroneous SDU to RRC layer. In this case, RRC will detect errors by RRC error handling procedures (TS 25.331, 9. Handling of unknown, unforeseen and erroneous protocol data).

2.4 SRBs : TM
When TM RLC is used for a SRB, ‘Delivery of erroneous SDUs’ is not configured. Currently, the ‘Delivery of erroneous SDUs’ is only configured for radio bearer, not for signalling radio bearer. The following shows UE behaviour during SRB setup. Note that there is no bullet mentioning about TM RLC and ‘Deliver of erroneous SDUs’. Since ‘Delivery of erroneous SDUs’ is not configured, the same problem occurs as in the BCCH/PCCH case.

--------------------------------------Captured from 25.331--------------------------------------------------------
8.6.4.1
Signalling RB information to setup list
If the IE "Signalling RB information to setup list" is included the UE shall:
1>
use the same START value to initialise the COUNT-C and COUNT-I variables for all the signalling radio bearers in the list;

1>
if the IE "Signalling RB information to setup list" was included in the RADIO BEARER SETUP message:

2>
if the variable LATEST_CONFIGURED_CN_DOMAIN has been initialised:

3>
calculate the START value only once during this procedure according to subclause 8.5.9 for the CN domain indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

3>
store the calculated START value in the variable START_VALUE_TO_TRANSMIT.

1>
for each occurrence of the IE "Signalling RB information to setup":

2>
use the value of the IE "RB identity" as the identity of the signalling radio bearer to setup;

2>
if the signalling radio bearer identified with the IE "RB identity" does not exist in the variable ESTABLISHED_RABS:

3>
create a new entry for the signalling radio bearer in the variable ESTABLISHED_RABS.

2>
if the IE "Signalling RB information to setup list" was received in a message other than HANDOVER TO UTRAN COMMAND; and
2>
if the variable LATEST_CONFIGURED_CN_DOMAIN has been initialised and the value "STATUS" of the variable CIPHERING_STATUS of the CN domain stored in this variable is "Started":

3>
if the IE "Uplink RLC mode" or the IE "Downlink RLC mode" either in the IE "RLC info" or referenced by the RB identity in the IE "Same as RB" is set to "AM RLC" or "UM RLC":

4>
initialise the 20 MSB of the hyper frame number component of COUNT-C for this signalling radio bearer with the START value in the variable START_VALUE_TO_TRANSMIT;

4>
set the remaining LSB of the hyper frame number component of COUNT-C for this signalling radio bearer to zero;

4>
start to perform ciphering on this signalling radio bearer, using the value of the IE "RB identity" minus one as the value of BEARER in the ciphering algorithm.

2>
if the IE "Signalling RB information to setup list" was received in a message other than HANDOVER TO UTRAN COMMAND; and

2>
if the variable LATEST_CONFIGURED_CN_DOMAIN has been initialised and the value "Status" of the variable "INTEGRITY_PROTECTION_INFO" of the CN domain stored in this variable is "Started":

3>
initialise the 20 MSB of the hyper frame number component of COUNT-I for this signalling radio bearer with the START value in the variable START_VALUE_TO_TRANSMIT;

3>
set the remaining LSB of the hyper frame number component of COUNT-I for this signalling radio bearer to zero;

3>
for this signalling radio bearer, set the IE "Uplink RRC Message sequence number" in the variable INTEGRITY_PROTECTION_INFO to zero;

3>
start performing integrity protection according to subclauses 8.5.10.1 and 8.5.10.2.

2>
perform the actions for the IE "RLC info" as specified in subclause 8.6.4.9, applied for that signalling radio bearer;

2>
perform the actions for the IE "RB mapping info" as specified in subclause 8.6.4.8, applied for that signalling radio bearer.

1>
apply a default value of the IE "RB identity" equal to 1 for the first IE "Signalling RB information to setup"; and

1> increase the default value by 1 for each occurrence.
-------------------------------------------End of capture-----------------------------------------------------------
3. Proposals

Until now, we have shown that CRC error handling is not complete, and, in some cases, the residual bit error rate is significantly increased. The problem mainly comes from the fact that the specification does not mention about handling of erroneous SDUs. It may be because CRC error handling is left for implementation or not so much work has been done on CRC error handling. In any cases, it is too risky to leave the specifications as they are. 

Thus, we propose to add CRC error handling in the specifications. The added statement, at least, should call implementers attention to treat erroneous SDUs. Desired behaviour is RLC does not process erroneous RLC PDU. It can be achieved in several ways. 

· RLC handles erroneous PDU : Basically, RLC discards the PDU received with error indication. TM RLC configured with ‘Delivery of erroneous SDUs’ should handle erroneous PDU differently depending on the configuration.

· MAC handles erroneous PDU : Basically, MAC discards the PDU received with error indication. The PDUs belong to TM RLC configured with ‘Delivery of erroneous SDUs’ should be delivered to the TM RLC with error indication.

4. Conclusions

Without CRC error handling, the residual bit error rate is significantly increased. We hope RAN2 group fully discusses about the problem. If the group feels some modification is needed, we will submit the related CRs.




























