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1 Introduction

The present Security procedure leaves it open for the mobile to decide at what point security should be started on the uplink for RB3.

Normally for RB3 messages the NAS is waiting for ciphering synchronization to be sent to NAS in the UE before sending the SETUP message (containing the IMSI).

Any setting of a start time other than the RLC SN +1 for RB3 may lead to the fact that the SETUP message will be sent in clear on the radio interface and hence the IMSI will be sent in the clear and thus this poses a security threat to the system.

2 Discussion

RAN2 is asked to discuss what solution for R99 is appropriate where upon NEC will draft the appropriate CRs.










