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1. Introduction

This document discuss the remaining ambiguity regarding ciphering.

2. Discussion
Currently, when TM RB is being used, the UE may need to include COUNT-C Activation Time in the response message for some of the procedures, such as RRC Connection re-establishment, timing re-initialised HHO, and SRNS Relocation.  The UE may set COUNT-C Activation Time to 255.  Due to ambiguity in the specification today, this may lead to potential problem.

If COUNT-C Activation Time = 255, the UE and RNC should ideally behave as shown in Figure 1.  Note that if the TM RB has the TTI of 10ms, this is the expected behavior of the specification today.

Figure 1.  Change in ciphering configuration (TTI = 10ms)
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However, the most common TM RBs have TTI of 20ms or longer.  In TS25.321, section 11.5 states:

If the activation time indicated by higher layers for start or stop of ciphering or change of ciphering parameters is not the first CFN in a TTI common to all the transport channels that are multiplexed onto the same CCTrCh, the activation time shall be applied at the first CFN in the following TTI common to all the transport channels that are multiplexed onto the same CCTrCh.
Therefore, if TM RB with TTI longer than 10ms is being used, the UE and RNC should behave as shown in Figure 2.  (TM RB have TTI=20ms in this example)

Figure 2. Change in ciphering configuration (TTI = 20ms)


[image: image2.emf]      CFN = 254 CFN = 255 CFN = 0

New Configuration Old Configuration


The ambiguity exists when applying “new configuration”.  What should the value of HFN be, when TTI common to all the TrCH multiplexed onto the same CCTrCH is longer than 10ms?  Let’s assume this is in the middle of RB setup procedure for AMR, and the UE has sent COUNT-C Activation Time = 255, and START value = 0 in the RB SETUP COMPLETE message.

One can interpret this “delaying the activation time” procedure is a special case.  Therefore, the receiver may consider the new configuration to be started at CFN=255, as indicated from RRC layer.  If this is the correct interpretation, at CFN=0, HFN = 1 shall be used in the given example.(Figure 3)

Figure 3. Change in ciphering configuration (TTI = 20ms)
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Another interpretation is, since new HFN and COUNT-C Activation Time is already given from RRC layer to MAC layer, new configuration shall be applied at whenever MAC layer considers the activation time to be.  If this is the correct interpretation, at CFN = 0, HFN= 0 shall be used. (Figure 4)

Figure 4. Change in ciphering configuration (TTI = 20ms)
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If the sender and receiver have different interpretation, this TM RB cannot be deciphered correctly.

3. Proposal

It is proposed to clarify the specification in one of the following manner:

a) In TS25.321, clarify that MAC should increment the MAC-d HFN as usual, even if COUNT-C Activation Time at TTI boundary and HFN roll over occurs simultaneously. 

b) In TS25.321 and/or 25.331, clarify that if COUNT-C Activation Time did not fall into TTI boundary, all the new parameters for ciphering will be applied from the first TTI boundary following the activation time.

c) In TS25.331, prohibit the UE from specifying COUNT-C Activation Time that is not at the TTI boundary common to all the TrCH that are multiplexed onto the same CCTrCH.

4. Conclusion

Among the three proposed clarifications, c) is probably the best solution.  However, this may not be acceptable way forward, since this introduces new restriction in the specification.  Therefore, it is proposed to choose between proposal a) and b) , and draft  CR(s) accordingly.
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