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	Reason for change:
(

	When new keys are taken into use by a security mode procedure, the HFN values are initialised to zero. For SRB2 the HFN is set to zero for the received SMC and the transmitted SMC complete respectively. For SRBs other than SRB2 the HFN is set to zero at an activation time expressed as a RRC sequence number (see 8.1.12.3.1).

In 8.5.10.1 the integrity protection of received messages is specified. Here it is stated that when a RRC message is received with a sequence number indicating wrap around, the HFN shall be incremented by one.

Now consider the case where the last transmitted DL message on e.g SRB3 before the SMC had RRC sequence number 15. In the SMC taking new keys into use the activation time for the new configuration is set to RRC SN=0 for this SRB.

The question arises which HFN that should be used for the RRC message with RRC SN=0. Two interpretations are possible:

1) The configured HFN in 8.1.12.3.1 shall be used, i.e. HFN shall be equal to zero

2) HFN shall be incremented by one compared to the configured value if the activation time is simultaneous with a SN wrap around, i.e. HFN shall be equal to one.

It needs to be clarified which HFN that shall be used for the message with sequence number 0 in order to avoid integrity protection failure. 

A similar problem as described exist for the case of a CN domain switch (in this case the HFN is set to START instead of zero in 8.1.12.3 but the principle is the same)



	
	

	Summary of change:
(

	Assuming alternative 1, it is clarified in 8.5.10.1 that the increment of HFN shall not be done if the HFN has been set by a SMC for a particular message. A similar clarification is done for the transmission of uplink messages.

Impact analysis:

Impacted functionality: The CR affects the handling of HFN values when a RRC SN wrap around is simultaneous with the activation time for a new integrity configuration 

Correction type: The CR has isolated impact since it only affects functions related to integrity protection activation times.

Interoperability: 

· In case the CR is implemented in the UE but not in UTRAN or the CR is implemented in UTRAN but not in the UE the HFN may be set differently in UE and UTRAN causing integrity protection to fail (same as if the CR is not implemented at all).
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not approved:
	Significant risk that different UE implementations will use different HFN values after a change in the integrity protection configuration which is simultaneous with SN wrap around.
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8.5.10.1
Integrity protection in downlink

If the UE receives an RRC message on signalling radio bearer with RB identity n, the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" and the IE 'Integrity check info' is present the UE shall:

1>
check the value of the IE "RRC message sequence number" included in the IE "Integrity check info";

2>
if the "Downlink RRC Message sequence number" is not present in the variable INTEGRITY_PROTECTION_INFO:

3>
initialise the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with the value of the IE "RRC message sequence number" included in the IE "Integrity check info" of the received message.

2>
if the "Downlink RRC Message sequence number" is present in the variable INTEGRITY_PROTECTION_INFO:

3>
if the RRC message sequence number is lower than the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO; and
3>
if this is not the first message received on signalling radio bearer RBn after "Downlink RRC HFN" has been initialised by a security mode control procedure:
4>
increment "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with one.

3>
if the RRC message sequence number is equal to the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

4>
discard the message.

1>
calculate an expected message authentication code in accordance with subclause 8.5.10.3;

1>
compare the expected message authentication code with the value of the received IE "message authentication code" contained in the IE "Integrity check info";

2>
if the expected message authentication code and the received message authentication code are the same, the integrity check is successful:

3>
update the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with the value of the IE "RRC message sequence number" included in the IE "Integrity check info" of the received RRC message.

2>
if the calculated expected message authentication code and the received message authentication code differ:

3>
if the IE "RRC message sequence number" included in the IE "Integrity check info" is lower than the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO; and

3>
if this is not the first message received on signalling radio bearer RBn after "Downlink RRC HFN" has been initialised by a security mode control procedure (in this case the "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO was incremented by one, as stated above):

4>
decrement "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO by one.

3>
discard the message.

If the UE receives an RRC message on signalling radio bearer with identity n, the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" and the IE 'Integrity check info' is not present the UE shall:

1>
discard the message.

UTRAN may transmit several copies of the same message in the downlink to increase the probability of proper reception of the message by the UE. In such a case, the RRC SN for these repeated messages should be the same.

8.5.10.2
Integrity protection in uplink

Prior to sending an RRC message using the signalling radio bearer with radio bearer identity n, and the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" the UE shall:

1>
increment "Uplink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with 1, even if the message is a retransmission of a previously transmitted message. 
1>
if the "Uplink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO equals 0: 
2>
if this is not the first message transmitted on signalling radio bearer RBn after "Uplink RRC HFN" has been initialised by a security mode control procedure:
2>
increment "Uplink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with 1;

1>
calculate the message authentication code in accordance with subclause 8.5.10.3;

1>
replace the "Message authentication code" in the IE "Integrity check info" in the message with the calculated message authentication code;

1>
replace the "RRC Message sequence number" in the IE "Integrity check info" in the message with contents set to the new value of the "Uplink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO.

In the response message for the procedure ordering the security reconfiguration, the UE indicates the activation time, for each signalling radio bearer except for the signalling radio bearer that was used for this security reconfiguration procedure. When the new integrity configuration is to be applied in uplink, UTRAN should start to apply the new integrity protection configuration according to the activation time for each signalling radio bearer (except for the signalling radio bearer which is used to send the message that is reconfiguring the security configuration) where the new configuration is to be applied starting from and including reception of the response message).
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