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In R2-022078 Siemens presented a radical architecture for use with MBMS.  It has several benefits such as simplified RAN architecture and reduced signalling requirements.  However it also introduces several issues that need to be addressed.

1) Security issues:

a. Lack of integrity check on the uplink signalling: Since there is no means to verify the authenticity of the user, a “multicast cell update” from any UE – valid or fraud – will lead to multicast bearer being made available in that cell.

b. The absence of any point to point signalling implies that a common key must be used for all users of the service for the entire duration of the service and no possibility to change the key during the session is possible.

c. Since the MBMS relevant cell specific information is either broadcast or sent over a common control channel, all UEs – real or fraud – can pick up this information.

d. Combination of the use of a common key and the MBMS relevant cell specific information not sent over encrypted point to point links can be considered a security issue; once the common key is compromised (and made public), anybody can receive this service.
Take the following example: A malicious user subscribes to the service and obtains the key.  He then publishes the key say on a web site.  Then anyone can pick up the key from the web site and send a “multicast cell update” in the cell to receive and decrypt the multicast service.
If on the other hand, a point-to-point link is available for distributing the MBMS relevant cell specific information or distributing a new key with sufficient periodicity this risk can be minimised.

2) Billing issues:

Although a simplified billing model – such as subscription based – may seem acceptable now, it is expected that at least in the future, more detailed models are required.  At a minimum, some assurance of receipt of the service will be required.   In the absence of any signalling mechanism other than a “multicast cell update”, this is not possible.  Consider the case where the terminal is in a radio shadow and cannot even send the “multicast cell update” the network would assume that UE is receiving the service!

3) Other requirements for point to point signalling: 
As the “multicast join” to the CN is expected to be sent using existing dedicated RRC connection, a point to point signalling link can be expected to be set up for the UE anyway.  This link is also required to carry the multicast session key encrypted to the UE.   This link is unlikely to be released until later for implementation dependant reasons (such as resource constraints, idle period timers etc.).   Hence it most likely that a context will exist in the RNC and the terminal will be RRC connected while receiving the multicast stream anyway.

4) P-t-P and P-t-M switching: 
While it can be argued that this in itself should not be a requirement, the need for radio efficiency means this requirement cannot be ruled out.   The absence of a point-to-point signalling makes it impossible to perform this switch.  This is because it can be considered almost impractical to set up the Iu connection and RNC context for the users in the middle of a multicast service reception without a significant disruption in service.    This makes it difficult if not impossible to use this feature later should its requirement become evident.

5) Lack of uplink feedback:
Uplink feedback allows the use of new and innovative power control schemes in the future.  The absence of the possibility of uplink signalling from individual users eliminates possibility of such optimisations.

6) Use of Broadcast channel:
The use of broadcast channel to carry MBMS relevant cell specific information increases it’s the required capacity.  A UE crossing a cell boundary has to decode this information and perform a MBMS cell update before being able to receive the service.  This service outage on cell crossing will depend on the repetition rate of the information on the broadcast channel.  A compromise between the outage and additional bandwidth requirement on the broadcast channel is then required.

Conclusion

Based on the above discussion:

1) It seems very likely that the UE will be in RRC connected state anyway at the time of reception of multicast service

2) There are several security implications in the proposed approach which need to be addressed

3) The absence of point to point signalling link is limiting in terms of flexibility and ability to evolve

Lucent Technologies hence recommends that a context in the RNC be taken as the current working assumption.   However, the simplified architecture should be studied further and used in conjunction with the existing p-t-p signalling connection for future optimisation.

