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8.1.4.6
Expiry of timer T308, unacknowledged mode transmission

When in state CELL_DCH and the timer T308 expires, the UE shall:

1>
increment V308 by one;

1>
if V308 is equal to or smaller than N308:

2>
prior to retransmitting the RRC CONNECTION RELEASE COMPLETE message:

3>
if the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Started":

4>
include the same IEs as in the last unsuccessful attempt of this message, except for the IE "Integrity check info", which is set as specified in 8.5.10.



3>
else:

4>
include the same IEs as in the last unsuccessful attempt of this message.

2>
set the IE "RRC transaction identifier" in the RRC CONNECTION RELEASE COMPLETE message retransmitted below to the value of "RRC transaction identifier" in the entry for the RRC CONNECTION RELEASE message in the table "Accepted transactions" in the variable TRANSACTIONS;

2>
send the RRC CONNECTION RELEASE COMPLETE message on signalling radio bearer RB1;

2>
start timer T308 when the RRC CONNECTION RELEASE COMPLETE message is sent on the radio interface.

1>
if V308 is greater than N308:

2>
release all its radio resources;

2>
indicate the release of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

2>
clear any entry for the RRC CONNECTION RELEASE message in the tables "Accepted transactions" and "Rejected transactions" in the variable TRANSACTIONS;

2>
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

2>
clear the variable ESTABLISHED_RABS;

2>
enter idle mode;

2>
perform the actions specified in subclause 8.5.2 when entering idle mode;

2>
and the procedure ends.

[…]

8.1.6.6
T304 timeout

Upon expiry of timer T304, the UE shall check the value of V304 and:

1>
if V304 is smaller than or equal to N304:

2>
prior to retransmitting the UE CAPABILITY INFORMATION message:

3>
if the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Started":

4>
include the same IEs as in the last unsuccessful attempt of this message, except for the IE "Integrity check info", which is set as specified in 8.5.10.



3>
else:

4>
include the same IEs as in the last unsuccessful attempt of this message.

2>
send the UE CAPABILITY INFORMATION message on signalling radio bearer RB2;

2>
restart timer T304;

2>
increment counter V304.

1>
if V304 is greater than N304:

2>
initiate the Cell update procedure as specified in subclause 8.3.1, using the cause "Radio link failure".

[…]

8.3.1.12
T302 expiry or cell reselection

If any or several of the following conditions are true:

-
expiry of timer T302;

-
reselection to another UTRA cell (including the previously serving cell) before completion of the cell update or URA update procedure;

the UE shall:

1>
stop T302 if it is running;

1>
if the UE was in CELL_DCH state prior to the initiation of the procedure; and

2>
if timers T314 and T315 have elapsed while T302 was running:

3>
enter idle mode.

3>
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers. Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2.

3>
and the procedure ends.

2>
if timer T314 has elapsed while T302 was running and,

3>
if "T314 expired" in the variable RB_TIMER_INDICATOR is set to FALSE and

3>
if T315 is still running:

4>
release locally all radio bearers which are associated with any radio access bearers for which in the variable ESTABLISHED_RABS the value of the IE "Re-establishment timer" is set to "useT314";

4>
indicate release of those radio access bearers to upper layers;

4>
delete all information about those radio access bearers from the variable ESTABLISHED_RABS;

4>
set "T314 expired" in the variable RB_TIMER_INDICATOR to TRUE.

2>
if timer T315 has elapsed while T302 was running and,

3>
if "T315 expired" in the variable RB_TIMER_INDICATOR is set to FALSE and,

3>
if T314 is still running:

4>
release locally all radio bearers which are associated with any radio access bearers for which in the variable ESTABLISHED_RABS the value of the IE "Re-establishment timer" is set to "useT315";

4>
indicate release of those radio access bearers to upper layers;

4>
delete all information about those radio access bearers from the variable ESTABLISHED_RABS;

4>
set "T315 expired" in the variable RB_TIMER_INDICATOR to TRUE.

1>
check whether it is still in "in service area" (see subclause 8.5.5.2);

1>
if the variable ORDERED_RECONFIGURATION is set to TRUE caused by the received CELL UPDATE CONFIRM message in case of a cell update procedure:

2>
set the variable ORDERED_RECONFIGURATION to FALSE.

1>
in case of a cell update procedure:

2>
clear any entry for the CELL UPDATE CONFIRM message in the table "Accepted transactions" in the variable TRANSACTIONS.

1>
in case of a URA update procedure:

2>
clear any entry for the URA UPDATE CONFIRM message in the table "Accepted transactions" in the variable TRANSACTIONS.

If the UE detects "in service area" if it has not entered idle mode, and:

1>
if V302 is equal to or smaller than N302, the UE shall:

2>
if the UE performed cell re-selection:

3>
delete its C-RNTI.

2>
in case of a cell update procedure:

3>
set the contents of the CELL UPDATE message according to subclause 8.3.1.3 and 8.5.10;

3>
if a CELL UPDATE CONFIRM message was received and caused the IE "Reconfiguration" in the variable CIPHERING_STATUS to be set to TRUE and/or the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to be set to TRUE:

4>
if the IE "Downlink counter synchronisation info" was included in the received CELL UPDATE CONFIRM message:

5>
apply the new security (integrity protection) configuration received in the CELL UPDATE CONFIRM on the CELL UPDATE message.

3>
submit the CELL UPDATE message for transmission on the uplink CCCH.

2>
in case of a URA update procedure:

3>
set the contents of the URA UPDATE message according to subclause 8.3.1.3 and 8.5.10;

3>
if a URA UPDATE CONFIRM message was received and caused the IE "Reconfiguration" in the variable CIPHERING_STATUS to be set to TRUE and/or the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO is set to TRUE:

4>
if the IE "Downlink counter synchronisation info" was included in the received URA UPDATE CONFIRM message:

5>
apply the new security (integrity protection) configuration received in the URA UPDATE CONFIRM on the URA UPDATE message.

3>
submit the URA UPDATE message for transmission on the uplink CCCH.

2>
increment counter V302;

2>
restart timer T302 when the MAC layer indicates success or failure to transmit the message.

1>
if V302 is greater than N302, the UE shall:

2>
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

2>
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

2>
clear the variable PDCP_SN_INFO;

2>
in case of a cell update procedure:

3>
clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS.

2>
in case of a URA update procedure:

3>
clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS.

2>
release all its radio resources;

2>
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

2>
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

2>
clear the variable ESTABLISHED_RABS;

2>
set the variable CELL_UPDATE_STARTED to FALSE;

2>
enter idle mode;

2>
other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2;

2>
and the procedure ends.

If the UE does not detect "in service area", it shall:

1>
continue searching for "in service area".

[…]

8.5.10
Integrity protection

If the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" then the UE shall:

1>
perform integrity protection (and integrity checking) on all RRC messages, with the following exceptions:

HANDOVER TO UTRAN COMPLETE

Paging Type 1

PUSCH CAPACITY REQUEST

PHYSICAL SHARED CHANNEL ALLOCATION
RRC Connection Request

RRC Connection Setup

RRC Connection Setup Complete

RRC Connection Reject

RRC CONNECTION RELEASE (CCCH only)
SYSTEM INFORMATION

SYSTEM INFORMATION CHANGE INDICATION

If the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Not started" then integrity protection (and integrity checking) shall not be performed on any RRC message.

For each signalling radio bearer, the UE shall use two RRC hyper frame numbers:

-
"Uplink RRC HFN";

-
"Downlink RRC HFN".

and two message sequence numbers:

-
"Uplink RRC Message sequence number";

-
"Downlink RRC Message sequence number".

The above information is stored in the variable INTEGRITY_PROTECTION_INFO per signalling radio bearer (RB0- RB4).

Upon the first activation of integrity protection for an RRC connection, UE and UTRAN initialise the "Uplink RRC Message sequence number" and "Downlink RRC Message sequence number" for all signalling radio bearers as specified in subclauses 8.6.3.5 and 8.5.10.1.

The RRC message sequence number (RRC SN) is incremented for every integrity protected RRC message.

If the IE "Integrity Protection Mode Info" is present in a received message, the UE shall:

1>
perform the actions in subclause 8.6.3.5 before proceeding with the integrity check of the received message.

8.5.10.1
Integrity protection in downlink

If the UE receives an RRC message on signalling radio bearer with RB identity n, the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" and the IE 'Integrity check info' is present the UE shall:

1>
check the value of the IE "RRC message sequence number" included in the IE "Integrity check info";

2>
if the "Downlink RRC Message sequence number" is not present in the variable INTEGRITY_PROTECTION_INFO:

3>
initialise the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with the value of the IE "RRC message sequence number" included in the IE "Integrity check info" of the received message.

2>
if the "Downlink RRC Message sequence number" is present in the variable INTEGRITY_PROTECTION_INFO:

3>
if the RRC message sequence number is lower than the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

4>
increment "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with one.

3>
if the RRC message sequence number is equal to the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

4>
discard the message.

1>
calculate an expected message authentication code in accordance with subclause 8.5.10.3;

1>
compare the expected message authentication code with the value of the received IE "message authentication code" contained in the IE "Integrity check info";

2>
if the expected message authentication code and the received message authentication code are the same, the integrity check is successful:

3>
update the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with the value of the IE "RRC message sequence number" included in the IE "Integrity check info" of the received RRC message.

2>
if the calculated expected message authentication code and the received message authentication code differ:

3>
if the IE "RRC message sequence number" included in the IE "Integrity check info" is lower than the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO (in this case the "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO was incremented by one, as stated above):

4>
decrement "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO by one.

3>
discard the message.

If the UE receives an RRC message on signalling radio bearer with identity n, the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" and the IE 'Integrity check info' is not present the UE shall:

1>
discard the message.

UTRAN may transmit several copies of the same message in the downlink to increase the probability of proper reception of the message by the UE. In such a case, the RRC SN for these repeated messages should be the same.

8.5.10.2
Integrity protection in uplink

Prior to sending an RRC message using the signalling radio bearer with radio bearer identity n, and the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" the UE shall:

1>
increment "Uplink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with 1, even if the message is a retransmission of a previously transmitted message. When "Uplink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO becomes 0, the UE shall increment "Uplink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with 1;

1>
calculate the message authentication code in accordance with subclause 8.5.10.3;

1>
replace the "Message authentication code" in the IE "Integrity check info" in the message with the calculated message authentication code;

1>
replace the "RRC Message sequence number" in the IE "Integrity check info" in the message with contents set to the new value of the "Uplink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO.

In the response message for the procedure ordering the security reconfiguration, the UE indicates the activation time, for each signalling radio bearer except for the signalling radio bearer that was used for this security reconfiguration procedure. When the new integrity configuration is to be applied in uplink, UTRAN should start to apply the new integrity protection configuration according to the activation time for each signalling radio bearer (except for the signalling radio bearer which is used to send the message that is reconfiguring the security configuration) where the new configuration is to be applied starting from and including reception of the response message).

[…]
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