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1. Introduction

This document handles on the way that the integrity protection will be done in the case of a SRNC relocation in the case of a relocation of type “UE involved” and which is the information to be provided by the source RNC and the target RNC.

2. Integrity protection on Uu

Integrity protection on the Uu interface is done by calculating a MAC-I (message authentification code) on the message to be protected. The composition of a downlink message DCCH message is given in Figure 2‑1.
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Figure 2‑1: DL RRC message on DCCH

The so calculated MAC-I code and the RRC SN are then included at the position as defined in the ASN.1.

The ASN.1 of the downlink DCCH message is given below

--**************************************************************

--

-- Downlink DCCH messages

--

--**************************************************************

DL-DCCH-Message ::= SEQUENCE {


integrityCheckInfo

IntegrityCheckInfo

OPTIONAL,


message




DL-DCCH-MessageType

}

DL-DCCH-MessageType ::= CHOICE {


activeSetUpdate





ActiveSetUpdate,


assistanceDataDelivery



AssistanceDataDelivery,


cellChangeOrderFromUTRAN


CellChangeOrderFromUTRAN,


cellUpdateConfirm




CellUpdateConfirm,


counterCheck





CounterCheck,


downlinkDirectTransfer



DownlinkDirectTransfer,


handoverFromUTRANCommand-GSM

HandoverFromUTRANCommand-GSM,


handoverFromUTRANCommand-CDMA2000
HandoverFromUTRANCommand-CDMA2000,


measurementControl




MeasurementControl,


pagingType2






PagingType2,


physicalChannelReconfiguration

PhysicalChannelReconfiguration,


physicalSharedChannelAllocation

PhysicalSharedChannelAllocation,


radioBearerReconfiguration


RadioBearerReconfiguration,


radioBearerRelease




RadioBearerRelease,


radioBearerSetup




RadioBearerSetup,


rrcConnectionRelease



RRCConnectionRelease,


securityModeCommand




SecurityModeCommand,


signallingConnectionRelease


SignallingConnectionRelease,


transportChannelReconfiguration

TransportChannelReconfiguration,


transportFormatCombinationControl
TransportFormatCombinationControl,


ueCapabilityEnquiry




UECapabilityEnquiry,


ueCapabilityInformationConfirm

UECapabilityInformationConfirm,


uplinkPhysicalChannelControl

UplinkPhysicalChannelControl,


uraUpdateConfirm




URAUpdateConfirm,


utranMobilityInformation


UTRANMobilityInformation,


spare7







NULL,


spare6







NULL,


spare5







NULL,


spare4







NULL,


spare3







NULL,


spare2







NULL,


spare1







NULL

}

3. SRNS relocation “UE involved”

In the case of a SRNS relocation “UE involved” the target SRNC sends the RANAP message “Relocation Request Acknowledge” to the CN. The CN sends then the RANAP message “Relcoation Command” to the source SRNC. Both of these messages include the RANAP IE “Target RNC to Source RNC Transparent Container”. This IE contains another RANAP IE named “RRC container”. The content of this RRC container is defined in the 25.331 as the IE “RRC information, target RNC to source RNC”. In the current version of the specification the target RNC composes the message that it intends to send to the UE in order to trigger the SRNS relocation and transmits it to the source SRNS via the IE “RRC information, target RNC to source RNC”. The source RNC needs then to decode the message in order to know the FRESH value that is included in the IE “Integrity protection mode info”, and possibly the new integrity protection algorithm. With this information the source RNC can then encode the message that will be sent over Uu and calculate the MAC-I for integrity protection. The source RNC sends then this message to the UE. This means that several conditions need to be fullfilled between the source RNC and the target RNC:

· The source RNC can decode all messages that can be sent via the CN from the target RNC

· The source RNC knows all optional extensions that the target RNC includes in the message

· The source RNC supports the release of the message that the target RNC uses

· The source RNC supports the integrity protection mechanism that the target RNC has chosen.

This means that target and source RNCs need to support the same release and the same version of the protocol (because of the non-critical extensions).

4. Proposed solution




· 
· 
· 
· 

· 

In order to remedie this problem it is proposed to use the spare value in the RRC IE “Target RNC to Source RNC Transparent Container”, that would contain the whole DL-DCCH messagein an octet string including the IE “Integrity Check Info” constructed by the target RNC and including the padding for the Uu message.

The target SRNC would use this entry if the source SRNC indicates the RB Id on which this message is going to be sent. In this way a source SRNC that would not implement this change would of course not indicate the RB Id, and though the target SRNC would use the old method. If a target SRNC that has not implemented this change would receive this RB Id it would just ignore it and use the  message in the old entry to construct the RRC IE “Target RNC to Source RNC Transparent Container”. The source SRNC would then need to calculate the MAC-I based on the old method. Of couse this is only possible if the conditions in 3 are fullfilled.
The ASN.1 of the RANAP container is given below:

TargetRNC-ToSourceRNC-TransparentContainer ::= SEQUENCE {


rRC-Container


RRC-Container,


d-RNTI




D-RNTI 




OPTIONAL


-- May be included to allow the triggering of the Relocation Detect procedure from the Iur Interface --,


iE-Extensions


ProtocolExtensionContainer { {TargetRNC-ToSourceRNC-TransparentContainer-ExtIEs} } OPTIONAL,


...

}

TargetRNC-ToSourceRNC-TransparentContainer-ExtIEs RANAP-PROTOCOL-EXTENSION ::= {


...

}

RRC-Container



::= OCTET STRING

The ASN.1 of the RRC container is given below:

-- ***************************************************

--

-- RRC information, target RNC to source RNC

--

-- ***************************************************
TargetRNC-ToSourceRNC-Container::= CHOICE {


radioBearerSetup




RadioBearerSetup,


radioBearerReconfiguration


RadioBearerReconfiguration,


radioBearerRelease




RadioBearerRelease,


transportChannelReconfiguration

TransportChannelReconfiguration,


physicalChannelReconfiguration

PhysicalChannelReconfiguration,


rrc-FailureInfo





RRC-FailureInfo,


extension






NULL

}
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11.5
RRC information between network nodes

Internode-definitions DEFINITIONS AUTOMATIC TAGS ::=

BEGIN

IMPORTS


HandoverToUTRANCommand,


MeasurementReport,


PhysicalChannelReconfiguration,


RadioBearerReconfiguration,


RadioBearerRelease,


RadioBearerSetup,


RRC-FailureInfo,


TransportChannelReconfiguration

FROM PDU-definitions

-- Core Network IEs :


CN-DomainIdentity,

CN-DomainInformationList,


CN-DRX-CycleLengthCoefficient,


NAS-SystemInformationGSM-MAP,

-- UTRAN Mobility IEs :


CellIdentity,


URA-Identity,

-- User Equipment IEs :


C-RNTI,


DL-PhysChCapabilityFDD-v380ext,


FailureCauseWithProtErr,

RRC-MessageSequenceNumber,


STARTList,


STARTSingle,


START-Value,


U-RNTI,


UE-RadioAccessCapability,


UE-RadioAccessCapability-v370ext,


UE-RadioAccessCapability-v380ext,

UE-RadioAccessCapability-v3a0ext,
-- Radio Bearer IEs :


PredefinedConfigStatusList,


PredefinedConfigValueTag,


RAB-InformationSetupList,


RB-Identity,


SRB-InformationSetupList,

-- Transport Channel IEs :


CPCH-SetID,


DL-CommonTransChInfo,


DL-AddReconfTransChInfoList,


DRAC-StaticInformationList,


UL-CommonTransChInfo,


UL-AddReconfTransChInfoList,

-- Measurement IEs :


MeasurementIdentity,


MeasurementReportingMode,


MeasurementType,


AdditionalMeasurementID-List,


PositionEstimate,
-- Other IEs :


InterRAT-UE-RadioAccessCapabilityList
FROM InformationElements


maxCNdomains,

maxNoOfMeas,


maxRB,


maxSRBsetup

FROM Constant-definitions;

-- Part 1: Class definitions similar to what has been defined in 11.1 for RRC messages

-- Information that is tranferred in the same direction and across the same path is grouped

-- ***************************************************

--

-- RRC information, to target RNC

--

-- ***************************************************
-- RRC Information to target RNC sent either from source RNC or from another RAT

ToTargetRNC-Container ::= CHOICE {


interRAThandover




InterRATHandoverInfoWithInterRATCapabilities,


srncRelocation





SRNC-RelocationInfo,


extension






NULL

}

-- ***************************************************

--

-- RRC information, target RNC to source RNC

--

-- ***************************************************
TargetRNC-ToSourceRNC-Container::= CHOICE {


radioBearerSetup




RadioBearerSetup,


radioBearerReconfiguration


RadioBearerReconfiguration,


radioBearerRelease




RadioBearerRelease,


transportChannelReconfiguration

TransportChannelReconfiguration,


physicalChannelReconfiguration

PhysicalChannelReconfiguration,


rrc-FailureInfo





RRC-FailureInfo,


dL-DCCHmessage





OCTET STRING
}

-- Part2: Container definitions, similar to the PDU definitions in 11.2 for RRC messages
-- In alphabetical order
-- ***************************************************

--

-- Handover to UTRAN information

--

-- ***************************************************
InterRATHandoverInfoWithInterRATCapabilities ::= CHOICE {


r3







SEQUENCE {



-- IE InterRATHandoverInfoWithInterRATCapabilities-r3-IEs also



-- includes non critical extensions



interRAThandoverInfo-r3


InterRATHandoverInfoWithInterRATCapabilities-r3-IEs,



v390NonCriticalExtensions


SEQUENCE {




interRATHandoverInfoWithInterRATCapabilities-v390ext


InterRATHandoverInfoWithInterRATCapabilities-v390ext-IEs,




-- Reserved for future non critical extension




nonCriticalExtensions


SEQUENCE {}
OPTIONAL



}

OPTIONAL

},


criticalExtensions



SEQUENCE {}

}

InterRATHandoverInfoWithInterRATCapabilities-r3-IEs::=

SEQUENCE {



-- The order of the IEs may not reflect the tabular format



-- but has been chosen to simplify the handling of the information in the BSC


--
Other IEs



ue-RATSpecificCapability

InterRAT-UE-RadioAccessCapabilityList
OPTIONAL,



-- interRATHandoverInfo, Octet string is used to obtain 8 bit length field prior to



-- actual information.  This makes it possible for BSS to transparently handle information



-- received via GSM air interface even when it includes non critical extensions.



-- The octet string shall include the InterRATHandoverInfo information


-- The BSS can re-use the 04.18 length field received from the MS



interRATHandoverInfo


OCTET STRING (SIZE (0..255))
}

InterRATHandoverInfoWithInterRATCapabilities-v390ext-IEs ::= SEQUENCE {


-- User equipment IEs



failureCauseWithProtErr



FailureCauseWithProtErr




OPTIONAL
}

-- ***************************************************

--

-- SRNC Relocation information

--

-- ***************************************************
SRNC-RelocationInfo ::= CHOICE {


r3







SEQUENCE {



sRNC-RelocationInfo-r3


SRNC-RelocationInfo-r3-IEs,



v380NonCriticalExtensions


SEQUENCE {




sRNC-RelocationInfo-v380ext
SRNC-RelocationInfo-v380ext-IEs,




-- Reserved for future non critical extension




v390NonCriticalExtensions


SEQUENCE {





sRNC-RelocationInfo-v390ext


SRNC-RelocationInfo-v390ext-IEs,





v3a0NonCriticalExtensions


SEQUENCE {






sRNC-RelocationInfo-v3a0ext


SRNC-RelocationInfo-v3a0ext-IEs,






v3b0NonCriticalExtensions


SEQUENCE {







sRNC-RelocationInfo-v3b0ext


SRNC-RelocationInfo-v3b0ext-IEs,







v3c0NonCriticalExtensions


SEQUENCE {








SRNC-RelocationInfo-v3c0ext


SRNC-RelocationInfo-v3c0ext-IEs,








-- Reserved for future non critical extension








nonCriticalExtensions


SEQUENCE {}
OPTIONAL






}

OPTIONAL





}

OPTIONAL





}

OPTIONAL




}

OPTIONAL


}

OPTIONAL


},


criticalExtensions



SEQUENCE {}

}

SRNC-RelocationInfo-r3-IEs ::=



SEQUENCE {


-- Non-RRC IEs



stateOfRRC





StateOfRRC,



stateOfRRC-Procedure


StateOfRRC-Procedure,


-- Ciphering related information IEs


-- If the extension v380 is included use the extension for the ciphering status per CN domain



cipheringStatus




CipheringStatus,



calculationTimeForCiphering

CalculationTimeForCiphering


OPTIONAL,



cipheringInfoPerRB-List


CipheringInfoPerRB-List



OPTIONAL,



count-C-List




COUNT-C-List





OPTIONAL,



integrityProtectionStatus

IntegrityProtectionStatus,



srb-SpecificIntegrityProtInfo
SRB-SpecificIntegrityProtInfoList,



implementationSpecificParams
ImplementationSpecificParams

OPTIONAL,


-- User equipment IEs



u-RNTI






U-RNTI,



c-RNTI






C-RNTI







OPTIONAL,



ue-RadioAccessCapability

UE-RadioAccessCapability,



ue-Positioning-LastKnownPos

UE-Positioning-LastKnownPos


OPTIONAL,

-- Other IEs



ue-RATSpecificCapability

InterRAT-UE-RadioAccessCapabilityList
OPTIONAL,


-- UTRAN mobility IEs



ura-Identity




URA-Identity





OPTIONAL,


-- Core network IEs



cn-CommonGSM-MAP-NAS-SysInfo
NAS-SystemInformationGSM-MAP,



cn-DomainInformationList

CN-DomainInformationList


OPTIONAL,


-- Measurement IEs



ongoingMeasRepList



OngoingMeasRepList




OPTIONAL,


-- Radio bearer IEs



predefinedConfigStatusList

PredefinedConfigStatusList,



srb-InformationList



SRB-InformationSetupList,



rab-InformationList



RAB-InformationSetupList


OPTIONAL,


-- Transport channel IEs



ul-CommonTransChInfo


UL-CommonTransChInfo



OPTIONAL,



ul-TransChInfoList



UL-AddReconfTransChInfoList


OPTIONAL,



modeSpecificInfo



CHOICE {




fdd







SEQUENCE {





cpch-SetID





CPCH-SetID




OPTIONAL,





transChDRAC-Info



DRAC-StaticInformationList
OPTIONAL




},




tdd







NULL



},



dl-CommonTransChInfo


DL-CommonTransChInfo



OPTIONAL,



dl-TransChInfoList



DL-AddReconfTransChInfoList


OPTIONAL,


-- Measurement report



measurementReport



MeasurementReport




OPTIONAL

}

SRNC-RelocationInfo-v380ext-IEs ::= SEQUENCE {


-- Ciphering related information IEs



cn-DomainIdentity




CN-DomainIdentity,



cipheringStatusList




CipheringStatusList

}

SRNC-RelocationInfo-v390ext-IEs ::= SEQUENCE {



cn-DomainInformationList-v390ext
CN-DomainInformationList-v390ext

OPTIONAL,



ue-RadioAccessCapability-v370ext
UE-RadioAccessCapability-v370ext

OPTIONAL,



ue-RadioAccessCapability-v380ext
UE-RadioAccessCapability-v380ext

OPTIONAL,



dl-PhysChCapabilityFDD-v380ext

DL-PhysChCapabilityFDD-v380ext,


failureCauseWithProtErr



FailureCauseWithProtErr




OPTIONAL
}

SRNC-RelocationInfo-v3a0ext-IEs ::= SEQUENCE {


cipheringInfoForSRB1-v3a0ext

CipheringInfoPerRB-List-v3a0ext,



ue-RadioAccessCapability-v3a0ext
UE-RadioAccessCapability-v3a0ext

OPTIONAL,



-- cn-domain identity for IE startValueForCiphering-v3a0ext is specified



-- in subsequent extension (SRNC-RelocationInfo-v3b0ext-IEs)


startValueForCiphering-v3a0ext

START-Value

}

SRNC-RelocationInfo-v3b0ext-IEs ::= SEQUENCE {


-- cn-domain identity for IE startValueForCiphering-v3a0ext included in previous extension



cn-DomainIdentity



CN-DomainIdentity,



-- the remaining start values are contained in IE startValueForCiphering-v3b0ext


startValueForCiphering-v3b0ext

STARTList2







OPTIONAL

}
SRNC-RelocationInfo-v3c0ext-IEs ::= SEQUENCE {
-- RB Identity on which the source SRNC will send the message contained in the 
-- IE “TargetRNC-ToSourceRNC-Container”. Only included if type is “UE involved”


rb-Identity





RB-Identity  

OPTIONAL
}
STARTList2 ::=





SEQUENCE (SIZE (2..maxCNdomains)) OF











STARTSingle

CipheringInfoPerRB-List-v3a0ext ::= SEQUENCE {



dl-UM-SN





BIT STRING (SIZE (7))
}

CipheringStatusList ::=



SEQUENCE (SIZE (1..maxCNdomains)) OF











CipheringStatusCNdomain

CipheringStatusCNdomain ::=


SEQUENCE {



cn-DomainIdentity



CN-DomainIdentity,



cipheringStatus




CipheringStatus
}

-- IE definitions

CalculationTimeForCiphering ::=

SEQUENCE {


cell-Id







CellIdentity,


sfn








INTEGER (0..4095)

}

CipheringInfoPerRB ::=



SEQUENCE {


dl-HFN







BIT STRING (SIZE (20..25)),


ul-HFN







BIT STRING (SIZE (20..25))

}

-- TABULAR: CipheringInfoPerRB-List, multiplicity value numberOfRadioBearers

-- has been replaced with maxRB.

CipheringInfoPerRB-List ::=


SEQUENCE (SIZE (1..maxRB)) OF











CipheringInfoPerRB

CipheringStatus ::=




ENUMERATED {











started, notStarted }

CN-DomainInformation-v390ext ::=

SEQUENCE {


cn-DRX-CycleLengthCoeff



CN-DRX-CycleLengthCoefficient

}

CN-DomainInformationList-v390ext ::=
SEQUENCE (SIZE (1..maxCNdomains)) OF











CN-DomainInformation-v390ext
COUNT-C-List ::=





SEQUENCE (SIZE (1..maxCNdomains)) OF











COUNT-CSingle

COUNT-CSingle ::=





SEQUENCE {


cn-DomainIdentity




CN-DomainIdentity,


count-C







BIT STRING (SIZE (32))




}

ImplementationSpecificParams ::=
BIT STRING (SIZE (1..512))

IntegrityProtectionStatus ::=

ENUMERATED {











started, notStarted }

MeasurementCommandWithType ::=

CHOICE {


setup







MeasurementType,


modify







NULL,


release







NULL

}

OngoingMeasRep ::=




SEQUENCE {


measurementIdentity


MeasurementIdentity,


-- TABULAR: The CHOICE Measurement in the tabular description is included


-- in MeasurementCommandWithType


measurementCommandWithType


MeasurementCommandWithType,


measurementReportingMode


MeasurementReportingMode


OPTIONAL,


additionalMeasurementID-List

AdditionalMeasurementID-List

OPTIONAL

}

OngoingMeasRepList ::=



SEQUENCE (SIZE (1..maxNoOfMeas)) OF











OngoingMeasRep

SRB-SpecificIntegrityProtInfo ::=
SEQUENCE {


ul-RRC-HFN






BIT STRING (SIZE (28)),


dl-RRC-HFN






BIT STRING (SIZE (28)),


ul-RRC-SequenceNumber



RRC-MessageSequenceNumber,


dl-RRC-SequenceNumber



RRC-MessageSequenceNumber

}

SRB-SpecificIntegrityProtInfoList ::= SEQUENCE (SIZE (4..maxSRBsetup)) OF











SRB-SpecificIntegrityProtInfo

StateOfRRC ::=





ENUMERATED {











cell-DCH, cell-FACH,











cell-PCH, ura-PCH }

StateOfRRC-Procedure ::=


ENUMERATED {











awaitNoRRC-Message,











awaitRRC-ConnectionRe-establishmentComplete,











awaitRB-SetupComplete,











awaitRB-ReconfigurationComplete,











awaitTransportCH-ReconfigurationComplete,











awaitPhysicalCH-ReconfigurationComplete,











awaitActiveSetUpdateComplete,











awaitHandoverComplete,











sendCellUpdateConfirm,











sendUraUpdateConfirm,











sendRrcConnectionReestablishment,











otherStates

}

UE-Positioning-LastKnownPos ::=

SEQUENCE {



sfn







INTEGER (0..4095),



cell-id






CellIdentity,



positionEstimate



PositionEstimate
}

END

*************************Next modified section*************************

14.12.2
RRC information, target RNC to source RNC

There are 2 possible cases for RNC relocation:

1.
The UE is already under control of target RNC; and

2.
The SRNC Relocation with Hard Handover (UE still under control of SRNC), but UE is moving to a location controlled by the target RNC (based on measurement information).

In case 1 the relocation is transparent to the UE and there is no "reverse" direction container. The SRNC just assigns the 'serving' function to the target RNC, which then becomes the Serving RNC.

In case 2 the relocation is initiated by SRNC, which also provides the RRC Initialisation Information to the target RNC. Base on this information, the target RNC prepares the Hard Handover Message ( "Physical channel reconfiguration" (subclause 8.2.6), "radio bearer establishment" (subclause 8.2.1), "Radio bearer reconfiguration" (subclause 8.2.2), "Radio bearer release" (subclause 8.2.3) or "Transport channel reconfiguration" (subclause 8.2.4).
The IE “DL DCCH message” may be chosen and should contain the DL DCCH message that should be transmitted transparently to the UE by the source SRNC in case the IE “RB Id for handover message” has been received by the target SRNC in the IE “SRNS Relocation Info”. If the target SRNC did not receive the IE “RB Id for handover message” in the IE “SRNS Relocation Info” the target SRNC should use another choice.
The source RNC then transmits the Handover Message to the UE, which then performs the handover.

In the successful case, the UE transmits an XXX COMPLETE message, using the new configuration, to the target RNC.

In case of failure, the UE transmits an XXX FAILURE, using the old configuration, to the source RNC and the RRC context remains unchanged (has to be confirmed and checked with the SRNS relocation procedure).

Information Element/Group name
Need
Multi
Type and reference
Semantics description

CHOICE RRC message
MP


At least one spare choice, Criticality: Reject, is needed

>RADIO BEARER SETUP


RADIO BEARER SETUP

10.2.31


>RADIO BEARER RECONFIGURATION


RADIO BEARER RECONFIGURATION

10.2.25


>RADIO BEARER RELEASE


RADIO BEARER RELEASE

10.2.28


>TRANSPORT CHANNEL RECONFIGURATION


TRANSPORT CHANNEL RECONFIGURATION

10.2.51


>PHYSICAL CHANNEL RECONFIGURATION


PHYSICAL CHANNEL RECONFIGURATION

10.2.20


>RRC FAILURE INFO


RRC FAILURE INFO 10.2.41

a


>DL DCCH message


OCTET STRING


*************************Next modified section*************************

14.12.4.2
SRNS RELOCATION INFO
This RRC message is sent between network nodes when preparing for an SRNS relocation.
With the presence or absence of the IE “RB identity for Hard Handover message” the source SRNC can indicate to the target SRNC whether the source RNC expects to receive the choice “DL DCCH message” in the IE “RRC information, target RNC to source RNC” in case the SRNS relocation is of type “UE involved”. Furtheremore the target RNC may use this information for the calculation of the MAC-I

Direction: source RAT(target RNC

Information Element/Group Name
Need
Multi
Type and reference
Semantics description

Non RRC IEs





RB identity for Handover message
OP

RB identity

10.3.4.16
Gives the id of the radio bearer on which the sourc RNC will transmit the RRC message in the case the relocation is of type “UE involved”. 

>State of RRC
MP

RRC state indicator, 10.3.3.35a


>State of RRC procedure
MP

Enumerated (await no RRC message, Complete, await RB Setup Complete, await RB Reconfiguration Complete, await RB Release Complete, await Transport CH Reconfiguration Complete, await Physical CH Reconfiguration Complete, await Active Set Update Complete, await Handover Complete, send Cell Update Confirm, send URA Update Confirm,

, others)


Ciphering related information





>Ciphering status for each CN domain
MP
<1 to maxCNDomains>



>>CN domain identity
MP

CN domain identity 10.3.1.1


>>Ciphering status
MP

Enumerated(Not started, Started)


>>START
MP

START 10.3.3.38
START value to be used in this CN domain.

>Latest configured CN domain
MP

CN domain identity 10.3.1.1
Value contained in the variable of the same name.

>Calculation time for ciphering related information
CV-Ciphering


Time when the ciphering information of the message were calculated, relative to a cell of the target RNC

>>Cell Identity
MP

Cell Identity 10.3.2.2
Identity of one of the cells under the target RNC and included in the active set of the current call

>>SFN
MP

Integer(0..4095)


>COUNT-C list
CV-Ciphering
1 to <maxCNdomains>

COUNT-C values for radio bearers using transparent mode RLC

>>CN domain identity
MP

CN domain identity 10.3.1.1


>>COUNT-C
MP

Bit string(32)


>Ciphering info per radio bearer
OP
1 to <maxRB>

For signalling radio bearers this IE is mandatory.

>>RB identity
MP

RB identity

10.3.4.16


>>Downlink HFN 
MP

Bit string(20..25)
This IE is either RLC AM HFN (20 bits) or RLC UM HFN (25 bits)

>>Downlink SN
CV-SRB1

Bit String(7)
VT(US) of RLC UM

>>Uplink HFN 
MP

Bit string(20..25)
This IE is either RLC AM HFN (20 bits) or RLC UM HFN (25 bits)

Integrity protection related information





>Integrity protection status
MP

Enumerated(Not started, Started)


>Signalling radio bearer specific integrity protection information
CV-IP
4 to <maxSRBsetup>



>>Uplink RRC HFN
MP

Bit string (28)


>>Downlink RRC HFN
MP

Bit string (28)


>>Uplink RRC Message sequence number
MP

Integer (0..

15)


>>Downlink RRC Message sequence number
MP

Integer (0..

15)


>Implementation specific parameters
OP

Bit string (1..512)


RRC IEs





UE Information elements





>U-RNTI
MP

U-RNTI

10.3.3.47


>C-RNTI
OP

C-RNTI

10.3.3.8


>UE radio access Capability
MP

UE radio access capability

10.3.3.42


>UE radio access capability extension
OP

UE radio access capability extension 10.3.3.42a


>Last known UE position
OP




>>SFN
MP

Integer (0..4095)
Time when position was estimated

>>Cell ID
MP

Cell identity; 10.3.2.2
Indicates the cell, the SFN is valid for.

>>CHOICE Position estimate
MP




>>>Ellipsoid Point


Ellipsoid Point; 10.3.8.4a


>>>Ellipsoid point with uncertainty circle


Ellipsoid point with uncertainty circle 10.3.8.4d


>>>Ellipsoid point with uncertainty ellipse


Ellipsoid point with uncertainty ellipse 10.3.8.4e


>>>Ellipsoid point with altitude


Ellipsoid point with altitude 10.3.8.4b


>>>Ellipsoid point with altitude and uncertainty ellipsoid


Ellipsoid point with altitude and uncertainty ellipsoid 10.3.8.4c


Other Information elements





>UE system specific capability
OP
1 to <maxSystemCapability>



>>Inter-RAT UE radio access capability 
MP

Inter-RAT UE radio access capability 10.3.8.7


UTRAN Mobility Information elements





>URA Identifier
OP

URA identity

10.3.2.6


CN Information Elements





>CN common GSM-MAP NAS system information
MP

NAS system information (GSM-MAP)

10.3.1.9


>CN domain related information
OP
1 to <MaxCNdomains>

CN related information to be provided for each CN domain

>>CN domain identity
MP




>>CN domain specific GSM-MAP NAS system info
MP

NAS system information (GSM-MAP)

10.3.1.9


>>CN domain specific DRX cycle length coefficient
MP

CN domain specific DRX cycle length coefficient, 10.3.3.6


Measurement Related Information elements





>For each ongoing measurement reporting
OP
1 to <MaxNoOfMeas>



>>Measurement Identity
MP

Measurement identity

10.3.7.48


>>Measurement Command
MP

Measurement command

10.3.7.46


>>Measurement Type
CV-Setup

Measurement type

10.3.7.50


>>Measurement Reporting Mode
OP

Measurement reporting mode

10.3.7.49


>>Additional Measurements list
OP

Additional measurements list

10.3.7.1


>>CHOICE Measurement
OP




>>>Intra-frequency





>>>>Intra-frequency cell info
OP

Intra-frequency cell info list

10.3.7.33


>>>>Intra-frequency measurement
quantity 
OP

Intra-frequency measurement quantity

10.3.7.38


>>>>Intra-frequency reporting quantity 
OP

Intra-frequency reporting quantity

10.3.7.41


>>>>Reporting cell status
OP

Reporting cell status

10.3.7.61


>>>>Measurement validity
OP

Measurement validity

10.3.7.51


>>>>CHOICE report criteria
OP




>>>>>Intra-frequency
measurement 
reporting criteria 


Intra-frequency measurement reporting criteria

10.3.7.39


>>>>>Periodical reporting


Periodical reporting criteria

10.3.7.53


>>>>>No reporting


NULL


>>>Inter-frequency





>>>>Inter-frequency cell info
OP

Inter-frequency cell info list

10.3.7.13


>>>>Inter-frequency measurement
quantity 
OP

Inter-frequency measurement quantity

10.3.7.18


>>>>Inter-frequency reporting quantity 
OP

Inter-frequency reporting quantity

10.3.7.21


>>>>Reporting cell status
OP

Reporting cell status

10.3.7.61


>>>>Measurement validity
OP

Measurement validity

10.3.7.51


>>>>CHOICE report criteria
OP




>>>>>Inter-frequency
measurement 
reporting criteria 


Inter-frequency measurement reporting criteria

10.3.7.19


>>>>>Periodical reporting


Periodical reporting criteria

10.3.7.53


>>>>>No reporting


NULL


>>>Inter-RAT





>>>>Inter-RAT cell info
OP

Inter-RAT cell info list

10.3.7.23


>>>>Inter-RAT measurement
quantity 
OP

Inter-RAT measurement quantity

10.3.7.29


>>>>Inter-RAT reporting quantity 
OP

Inter-RAT reporting quantity

10.3.7.32


>>>>Reporting cell status
OP

Reporting cell status

10.3.7.61


>>>>Measurement validity
OP

Measurement validity

10.3.7.51


>>>>CHOICE report criteria
OP




>>>>>Inter-RAT measurement 
reporting criteria 


Inter-RAT measurement reporting criteria

10.3.7.30


>>>>>Periodical reporting


Periodical reporting criteria

10.3.7.53


>>>>>No reporting


NULL


>>>Traffic Volume





>>>>Traffic volume measurement
Object
OP

Traffic volume measurement object

10.3.7.70


>>>>Traffic volume measurement
quantity 
OP

Traffic volume measurement quantity

10.3.7.71


>>>>Traffic volume reporting quantity 
OP

Traffic volume reporting quantity

10.3.7.74


>>>>CHOICE report criteria
OP




>>>>>Traffic volume measurement 
reporting criteria 


Traffic volume measurement reporting criteria

10.3.7.72


>>>>>Periodical reporting


Periodical reporting criteria

10.3.7.53


>>>>>No reporting


NULL


>>>Quality





>>>>Quality measurement
Object
OP

Quality measurement object


>>>>CHOICE report criteria
OP




>>>>>Quality measurement 
reporting criteria 


Quality measurement reporting criteria

10.3.7.58


>>>>>Periodical reporting


Periodical reporting criteria

10.3.7.53


>>>>>No reporting


NULL


>>>UE internal





>>>>UE internal measurement
quantity 
OP

UE internal measurement quantity

10.3.7.79


>>>>UE internal reporting quantity 
OP

UE internal reporting quantity

10.3.7.82


>>>>CHOICE report criteria
OP




>>>>>UE internal measurement 
reporting criteria 


UE internal measurement reporting criteria

10.3.7.80


>>>>>Periodical reporting


Periodical reporting criteria

10.3.7.53


>>>>>No reporting


NULL


>>>UE positioning





>>>>LCS reporting quantity
OP

LCS reporting quantity 10.3.7.111


>>>>CHOICE report criteria
OP




>>>>>LCS reporting criteria


LCS reporting criteria 10.3.7.110


>>>>>Periodical reporting 


Periodical reporting criteria 10.3.7.53


>>>>>No reporting





Radio Bearer Information Elements





>Predefined configuration status information
OP

Predefined configuration status information 10.3.4.5a


>Signalling RB information list
MP
1 to <maxSRBsetup>

For each signalling radio bearer

>>Signalling RB information
MP

Signalling RB information to setup 10.3.4.24


>RAB information list
OP
1 to <maxRABsetup>

Information for each RAB

>>RAB information
MP

RAB information to setup

10.3.4.10


Transport Channel Information Elements





Uplink transport channels





>UL Transport channel information common for all transport channels
OP

UL Transport channel information common for all transport channels

10.3.5.24


>UL transport channel information list
OP
1 to <MaxTrCH>



>>UL transport channel information
MP

Added or reconfigured UL TrCH information

10.3.5.2


>CHOICE mode
OP




>>FDD





>>>CPCH set ID
OP

CPCH set ID

10.3.5.5


>>>Transport channel information for DRAC list
OP
1 to <MaxTrCH>



>>>>DRAC static information
MP

DRAC static information

10.3.5.7


>>TDD



(no data)

Downlink transport channels





>DL Transport channel information common for all transport channels
OP

DL Transport channel information common for all transport channels

10.3.5.6


>DL transport channel information list
OP
1 to <MaxTrCH>



>>DL transport channel information
MP

Added or reconfigured DL TrCH information

10.3.5.1


>Measurement report
OP

MEASUREMENT REPORT

10.2.17


Other Information elements





Failure cause
OP

Failure cause 10.3.3.13
Diagnostics information related to an earlier SRNC Relocation request (see NOTE 2 in 14.12.0a)

Protocol error information
CV-ProtErr

Protocol error information 10.3.8.12


Multi Bound
Explanation

MaxNoOfMeas
Maximum number of active measurements, upper limit 16

Condition
Explanation

Setup
The IE is mandatory present when the IE Measurement command has the value "Setup", otherwise the IE is not needed.

Ciphering
The IE is mandatory present when the IE Ciphering Status has the value "started" and the ciphering counters need not be reinitialised, otherwise the IE is not needed.

IP
The IE is mandatory present when the IE Integrity protection status has the value "started" and the integrity protection counters need not be reinitialised, otherwise the IE is not needed.

ProtErr
This IE is mandatory present if the IE "Protocol error indicator" is included and has the value "TRUE". Otherwise it is not needed.

SRB1
The IE is mandatory present for RB1. Otherwise it is not needed.

�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least three digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


�PAGE \# "'Page: '#'�'"  �� Enter the source of the CR. This is either (a) one or several companies or, (b) if a (sub)working group has already reviewed and agreed the CR, then list the group as the source.


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, B & C CRs for release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See � HYPERLINK "http://www.3gpp.org/ftp/information/work_plan/" ��http://www.3gpp.org/ftp/information/work_plan/� .�The list is also included in a MS Excel file included in the zip file containing the CR cover sheet template.


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2002.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed below. For more detailed help on interpreting these categories, see the Technical Report � HYPERLINK "http://www.3gpp.org/ftp/Specs/archive/21_series/21.900/" ��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR was to be rejected. It is necessary to complete this section only if the CR is of category "F" (i.e. correction).


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.


�PAGE \# "'Page: '#'�'"  �� This is an example of pop-up text.





CR page 6

_1090231804.doc


Integrity Check Info (MAC set to RB Id, RRC SN to 0 for calculation of MAC-I)







Message input parameter for integrity algorithm







RRC Padding
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