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1. Introduction

The data encryption for MBMS service can be achieved either at the application layer or at the RLC/MAC layer. If the data encryption is performed at the application layer, one common ciphering key to all the MBMS service users is generated at the BM-SC and distributed through each user’s individual protected link. Whenever key updating is necessary, all users have to be informed of the key change. If the data encryption is performed at the RLC/MAC layer, either the SGSN distributes the ciphering keys to RNCs or RNCs generate the required keys. It is possible and may be desirable that different keys are used at different groups of cells or routing areas. The users have to be informed of the key currently used at their cells. 

In [1], we discussed the benefits of having RLC/MAC encryption. The advantage of RLC/MAC layer encryption over the application layer encryption was identified as it permits key updating to be performed locally. This becomes beneficial if backward protection is required
. Consider the case that when a user deactivates the service, only the key local to the group, which the leaving user belong to needs to be updated. Note that for the application layer encryption, every remaining MBMS user has to be informed of the updated key if there is a member leaving. A side effect of using different keys at different areas is that a user who moves from one area to another area has to be notified of the key used by the new area. In this document, we describe how a MBMS user could obtain new key when it changes cell assuming RLC/MAC layer encryption is done.  Apart from the key distribution issue, changes will be needed to the RLC/MAC layer to support MBMS encryption if done at this layer but is not considered in this discussion.

2. MBMS Handover and key updating

Assumptions

We assume that the MBMS traffic is carried over the common channel, e.g. FACH (the impact of delivery of MBMS traffic via individual point to point links is not considered in this contribution and is for further study). The UE’s in the same cell use the same ciphering key to decrypt the MBMS traffic.  The ciphering key can be generated at the SGSN and distributed from the SGSN to the RNC or the key can be generated by the RNCs   (the choice of SGSN/RNC is not a topic of this contribution). Different RNCs may use different keys. Under one RNC, it is possible that different groups of NodeBs use different keys e.g. multiple URAs within one RNC. We also assume that the MBMS traffic is delivered via controlling RNC. The MBMS key is delivered via a ciphered point-to-point link from the controlling or serving RNC.

Handover 

When a UE moves, it will initiate some signaling procedures to notify the SRNC/CRNC. In the case where new MBMS key is needed in the new area, we propose simple message extension that UE can be informed of the new key.  . The relevant RNC will pass the relevant MBMS key to the UE (either directly or indirectly).

Figure 1 shows a scenario in which a UE moves between different NodeBs, RNCs and SGSNs. The ciphering keys used at different NodeBs might be different. Therefore, the UE needs to be informed of the key change. 
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Scenario 1: Change of NodeB Without Changing RNC

For users in URA_PCH/Cell_PCH/Cell_FACH states, the MBMS key is distributed to the UE securely after the cell update is completed as shown in Figure 2. If there is a change in the key area, the RNC will issue  the MBMS key for the new key area that the UE belongs to. Otherwise, the RNC will not include MBMS key information in the CELL_UPDATE_CONFIRM message. 
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Figure 2: MBMS key update procedure when there is no change in RNC.

Scenario 2: Change of NodeB and RNC
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For the case where there is a change of RNC, the following procedure (as shown in Figure 3 (a)) will be carried out to obtain the MBMS key in the new area for users in URA_PCH/Cell_PCH/Cell_FACH states. When SRNC discovers that the UE has an active MBMS context, it will send a get key request to the DRNC which includes the IMGI/ TMGI

(part of the MBMS context) information. The DRNC will determine if that MBMS group is active, and perform the necessary procedures to make it active before responding with the Get Key Response. The G-RNTI and the MBMS key information will be included in the message. SRNC then relay such information to UE via the MBMS extension in the cell update confirm message. In this procedure, we assume that the MBMS user will get the MBMS stream via the DRNC, which may need to be activated if not currently available within this RNC (details are FFS).
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Figure 3(a) : MBMS keys update when UE changes RNC (for users in URA_PCHCell_PCH/Cell_FACH states)

For users in Cell_DCH state, we assume that new Information Element  is defined to be included in the radio link setup request message sent by SRNC to DRNC to see if a different MBMS key is used in the new coverage area. If a different MBMS key is required, then DRNC will include the MBMS key information in the radio link setup response message. Then, SRNC will relay this information to the UE in the active set update message as shown in Figure 3(b).

Figure 3(b) MBMS key update for users in Cell_DCH state when there is a change in RNC.

 Scenario 3: Key Update Procedure when a user leaves

When a user wishes to leave an MBMS group, it will send a deactivate MBMS context request to SGSN and SGSN will inform the SRNC. 

Note that to prevent RNC from having to distribute new keys too frequently, RNC can have a configurable time window. When that time window expires and there are users leaving in that time window, RNC will issue new key. Similarly, the notification from SGSN to RNC about user leaving can be done periodically rather than at every instance a user leaves.

If SRNC is also  the controlling RNC, then SRNC will send out key update request message to each MBMS user subscribing to the same MBMS service that SRNC controls. Otherwise, SRNC will notify the DRNC which serves the leaving MBMS user. The DRNC will then send out key update request message to each MBMS user subscribing to the same MBMS service that this DRNC controls. The new key will be distributed and protected by the individual user’s ciphering key. 

A new procedure called Key Update Request will be defined as shown in Figure 4.


                      Figure 4: Key Update Request Procedure

3. Conclusion

MBMS encryption can be performed at two levels: either at the application level or at the RLC/MAC level. If RLC/MAC level ciphering and integrity procedures are used, different cells can be grouped into different groups with each group useing  a different ciphering key for the same MBMS data stream. The UEs within each group share the same key and use the key to decrypt the MBMS traffic carried over the common channel. If different cell groups use different keys, the UE has to be informed of the MBMS cipher key when it moves across different cell groups. Having different keys, for multiple individual areas within a single RNC coverage reduces the overall signaling required for a single key update when a user leaves a key group. However, such a choice means more signaling is required when a MBMS user moves across different key groups. Clearly there is a tradeoff to be considered. In this document, we describe an extension to cell update and active set update procedure that allows new MBMS keys to be delivered to the UE during the cell update/radio link addition processes when the MBMS users move.  We have also described a procedure whereby new MBMS keys are issued when a user leaves the MBMS group. The new MBMS key distribution is protected using the UE’s individual ciphering/integrity key.

While there are advantages in using RLC/MAC encryption, additional complexity is involved in terms of key distribution and encryption.    The discussion above indicates a possible way to handle key distribution for RLC/MAC level encryption.   Further study is required on this and changes to RLC/MAC encryption to support RAN level MBMS encryption. 

Guidance should be sought from SA3 and SA2 on the choice of RLC/MAC or application level security should be used for MBMS.
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Figure � SEQ Figure \* ARABIC �1�: A UE moves from NodeB 1 to NodeB 2 under the same RNC 1, and then moves to NodeB 3 under a different RNC 2 and then moves to NodeB 4 under the new RNC 3 and new SGSN 2. The link between RNC and NodeB are colored differently to indicate different ciphering and integrity keys are used.








� Backward protection means to prevent a leaving user from using the possessed key to continue to decipher the data without pay for the service.
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