3GPP TSG-RAN WG2, Meeting #31
R2-022098
Stockhom, Sweden, 19-23 August, 2002

Agenda item: 


6.2
Source: 


Nokia
Title: 





Handling of Integrity Protection Mode Info errors
Document for:

Discussion and decision
1. Scope

This documents discusses issues relating to checking by the UE of Security Mode Command messages, in cases where extra (unnecessary) complexity is required to handle situations that should never occur with a correct Network implementation.

2. Discussion

2.1 Current state = Integrity Not Started

After an RRC connection has been established the first SECURITY MODE COMMAND that the UE receives must start Integrity.  Although this is not currently stated in either [1] or [2], it can easily be deduced when considering all valid scenarios (this includes the case for Emergency Calls which are not Security protected, since in this case no SECURITY MODE COMMAND will be received).

Before Integrity is started, it is possible that the UE could receive a SECURITY MODE COMMAND with the follow Integrity related errors:

1. Integrity Protection Mode Info omitted

2. Integrity Protection Mode Info included with Start command, but algorithm omitted

3. Integrity Protection Mode Info included, but with Modify command

Since in all valid scenarios SECURITY MODE COMMAND should always be Integrity protected, it is possible in the cases above that the message was sent by a “Third Party”.  In this case in would be desirable not to send a failure message to the Network.

Proposal:  As these are clearly cases that do not represent a valid scenario in a correctly implemented Network and it is not possible to verify the source of the message, the UE should treat the SECURITY MODE COMMAND as if has failed the Integrity Check and discard the message without further action.

2.2. Current state = Integrity Started

Once Integrity has been started there are cases where the processing of a SECURITY MODE COMMAND message that is clearly erroneous adds unnecessary complexity to a UE implementation.  Two examples are given below:

1. Integrity Protection Mode Info included, but with a second Start command

2. Integrity Protection Mode Info included with Modify command, but with incorrect number or SRBs in DL IP Activation Info.

In both these cases although the message is clearly erroneous and should never be received in any valid scenario.  To process it the UE would have to:

1. Update it’s Integrity configuration with the one received in the message

2. Perform Integrity Check

3. If the message passes Integrity Check send failure, if not discard without action

4. Restore the original Integrity configuration

As no correct Network implementation with knowledge of the UEs current configuration would ever send these messages it is likely that the source is a “Third Party”.  In this case it is not desirable to make any changes to the UE configuration.

Proposal:  As these messages should never be sent by a correct Network implementation, verifying the source adds unnecessary complexity to the UE implementation.  It is therefore proposed that as the new Integrity configuration is clearly not valid, the UE should treat the SECURITY MODE COMMAND message as if has failed the Integrity Check and discard the message without further action.

3. Conclusion and proposal

It is believed that the proposed behaviour described above is consistent with the intention of the Integrity protection mechanism.  The changes would allow for simpler UE implementations while strengthening the current behaviour that messages from unverified sources should be discarded without further action.

RAN WG2 is asked to consider the above issues, and if the proposed behaviour can be agreed a CR will be drafted for review.
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