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1.  Introduction

This paper addresses the problem of START value synchronization with INITIAL DIRECT TRANSFER message when cell update procedure is initiated during the transmission of the INITIAL DIRECT TRANSFER message.

2.  Discussion

According to 25.331 [1] 10.2.16c the UE shall always include the IE “START” for the CN domain as set in the IE "CN Domain Identity" in the INITIAL DIRECT TRANSFER message in this version of the protocol. 
The security mode control procedure uses the “most recently transmitted” (in UE site) and the “most recently received” (in UTRAN site) START values to initialise the HFN components of COUNT-Is and COUNT-Cs for the signalling radio bearers.
Assume a cell update procedure is initiated (e.g. due to cell reselection) during the transmission of the INITIAL DIRECT TRANSFER message, as shown in the following figure (next page). In this scenario the first INITIAL DIRECT TRANSFER message for the CS domain was lost. After the cell update procedure, this message is successfully received by the UTRAN owing to the RLC retransmission. Since the CELL UPDATE message also includes the START values, as a result the “most recently transmitted” START value (STARTCS2) on UE site and the “most recently received” START value (STARTCS1) on UTRAN site will be different after the completion of these two procedures. 

If, soon afterwards, the UTRAN initiates a security mode control procedure to start ciphering on the CS domain, the HFN values of the COUNT-Cs on both UE and UTRAN sides will be initialised with different START values.

3.  Proposals

Two possible solutions are proposed to ensure the same START values will be used for HFN initialisation in the security mode control procedure:

(1) The UTRAN should only use the START value included in received message to update the “most recently received” START value if the newly received START value is greater than the old one. By doing so, in the above example the START value included in INITIAL DIRECT TRANSFER message will be ignored and both sides will use the same START value (i.e. STARTCS2) for HFN initialisation.

(2) Instead of using the “most recently transmitted” and ”most recently received” START values for HFN initialisation in security mode control procedure, the specific START value (i.e. STARTCS1) included in the INITIAL DIRECT TRANSFER message is used.

Solution 1 is simpler since only the UTRAN side is affected. Also it keeps the original philosophy, which implies there should be less unexpected side effects. 

The attached CR is proposed based on Solution 1.
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if for the CN domain indicated in the IE "CN domain identity" in the SECURITY MODE COMMAND, a new security key set (new ciphering and integrity protection keys) has been received from upper layers since the transmission of the last SECURITY MODE COMMAND message for that CN domain:
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include the IE "Ciphering mode info" in the SECURITY MODE COMMAND.
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Prior to sending the SECURITY MODE COMMAND, for the CN domain indicated in the IE "CN domain identity" in the SECURITY MODE COMMAND, UTRAN should:

1>
if this is the first SECURITY MODE COMMAND sent for this RRC connection:

2>
if new keys have been received:

3>
initialise the hyper frame numbers as follows:

4>
set all bits of the hyper frame numbers of the COUNT-I values for all signalling radio bearers to zero.

2>
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3>
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4>
setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the value "START" in the most recently received IE "START list" or IE "START" for that CN domain;

4> setting the remaining bits of the hyper frame numbers equal to zero.

Note: 
When updating the most recently received START value, the UTRAN should make sure the newly received START value is greater than the old one for the same CN domain. Otherwise, no update should be made.
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else (this is not the first SECURITY MODE COMMAND sent for this RRC connection):
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initialise the hyper frame number for COUNT-I for RB2 as follows:
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set all bits of the HFN of the COUNT-I value for RB2 to zero.

2>
if new keys have not been received:

3>
initialise the hyper frame number for COUNT-I for RB2 as follows:
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set the 20 most significant bits of the HFN of the downlink and uplink COUNT-I to the value of the most recently received IE "START" or IE "START LIST" for the CN domain to be set in the IE "CN Domain Identity";

4>
set the remaining bits of the HFN of the downlink and uplink COUNT-I to zero.

1>
if the IE "Integrity protection mode command" has the value "Start":

2>
prohibit the transmission of signalling messages with any RRC SN on all signalling radio bearers, except RB2;

2>
set the FRESH value in the IE "Integrity protection initialisation number", included in the IE "Integrity protection mode info".

1>
if the IE "Integrity protection mode command" has the value "Modify":

2>
for each signalling radio bearer RBn, except RB2:

3>
prohibit the transmission of signalling messages with RRC SN greater or equal to the RRC sequence number in entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Downlink integrity protection activation info", included in the IE "Integrity protection mode info".

2>
set, for each signalling radio bearer RBn, that has no pending integrity protection activation time set by a previous security mode control procedure, an RRC sequence number in entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Downlink integrity protection activation info", included in the IE "Integrity protection mode info", at which time the new integrity protection configuration shall be applied;

2>
set, for each signalling radio bearer RBn, that has a pending integrity protection activation time set by a previous security mode control procedure, the RRC sequence number in entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Downlink integrity protection activation info", included in the IE "Integrity protection mode info", to the value used in the previous security mode control procedure, at which time the latest integrity protection configuration shall be applied.

1>
transmit the SECURITY MODE COMMAND message on RB2 using the new integrity protection configuration.
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