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1.
Introduction

At the Orlando meeting a LS was sent to SA WG3 listing some assumptions made while clarifying the RRC specification in regards to the operation of the Security functionality [1]. Subsequently, SA WG3 replied that while some assumptions related to the behavior in case of Inter-system Handover were contrary to the principles adopted in S3 (specifically, re-use of COUNT-C), it was recognized by them that absent such assumptions Security would not be fully functional in R99 and therefore acceptable to them [2]. Additionally, RAN WG3 in their Kobe meeting addressed CRs to the RANAP protocol attempting to incorporate some of the relevant assumptions into their specifications [4]. A joint ad-hoc was held with RAN WG3 at Kobe in order to discuss some of these assumptions and the way forward on these issues. This contribution addresses the issues discussed and attempts to clarify the relevant issues for consideration and highlight what needs to be done in RAN WG2 on this topic.

2.
Discussion

2.1
Security Capability

The Security Capability sent by the UE in the RRC CONNECTION COMPLETE message is domain agnostic. Thus the same algorithm list applies to both domains. The UE does not prioritize the algorithms in the list when transmitting it to the UTRAN. The concept of priority for the algorithms is applicable at the network only.
2.1.1
Integrity Protection Algorithms

In R99, a single Integrity Protection algorithm has been defined in the Stage 2 specification (TS 33.102) and the radio interface specification (TS 25.331). In case of TS 25.331 only one code point has been defined for the Integrity Protection algorithm in the IE "Integrity protection mode info". For ciphering, both the Stage 2 specification (TS 33.102) and the radio interface specification, TS 25.331 list two code points for the algorithm to be used, with "no ciphering (UEA0)" listed as one of the potential algorithm choices.

It is abundantly clear from multiple specifications (33.102, 24.008) that Integrity Protection is mandatory. Given that only one algorithm is defined in R99, all R99 mobiles need to support UIA1. Strictly speaking from a messaging perspective it is possible to set the support of UIA1 to FALSE by a mobile. The only thing that prevents this today from a RRC perspective is a "NOTE" in 10.3.3.37 with a "shall" requirement (i.e. not per MCC rules/guidelines) - requiring that the UE has to support at least one UIAx, which then defaults to UIA1 in R99. The NOTE with the "shall" requirement needs to be restated in an appropriate place to ensure appropriate implementation by all mobile vendors. It should also be noted that the NOTE as stated presently is incorrect both from a ciphering algorithm and from an Integrity algorithm standpoint. All R99 mobiles need to support UIA1 not any other UIAx as is implied with the NOTE. It needs to be stated in TS 25.331 or TS 25.306 that all R99 mobiles need to support UIA1. This is also true of all future release mobiles. In the absence of this specific requirement in RRC/25.306 the appropriate behavior is presently ensured through the following text in a Stage 2 specification, namely 33.102 (with it's consequent requirement on the Network):

" The network shall compare its integrity protection capabilities and preferences, and any special requirements of the subscription of the MS, with those indicated by the MS and act according to the following rules:

1)
If the MS and the network have no versions of the UIA algorithm in common, then the connection shall be released."
2.1.2
Ciphering Algorithms

For ciphering, both the Stage 2 specification (TS 33.102) and the radio interface specification, TS 25.331 list two code points for the algorithm to be used, with "no ciphering (UEA0)" listed as one of the potential algorithm choices. However, mobiles may choose to not support ciphering (i.e. list UEA0 as the only choice of algorithm supported) and similarly Networks may choose to not configure ciphering - this is possible due to various regulatory reasons and technology export limitations. 

Here it is important to clarify that what is indicated over the radio interface in terms of "Security capability" is the support of algorithms by the ME. It is also worth clarifying, for reasons that will be explained below, that all R99 MEs shall support UEA0.

It is also important to distinguish between the application of UEA0 (i.e. no ciphering) and ciphering not being configured. From the RRC specification perspective, in the former case "ciphering status" is " started" whereas in the latter ciphering status" is "not started".


 

2.2
Establishment of Security procedures by the Network

33.102 requires that 

"When the integrity protection shall be started, the only procedures between MS and VLR/SGSN that are allowed after the initial connection request (i.e. the initial Layer 3 message sent to VLR/SGSN) and before the security mode set-up procedure are the following:

-
Identification by a permanent identity (i.e. request for IMSI), and

· Authentication and key agreement"
Thus it is clear that no RABs can be established before the SECURITY MODE COMMAND is received. However, from the above it is only obvious that IP configuration information will be received before the RABs are established - nothing can be said of Encryption Information. But it can be safely assumed that the CN would send both Integrity Protection and Encryption information in the same SECURITY MODE COMMAND message on the Iu-X if the intention were to configure Encryption for this Iu-X connection.

Elaborating on the above requirement, TS 24.008 clearly mandates that unless the CM SERVICE REQUEST message sent by the mobile sets the CM SERVICE TYPE to "Emergency Call establishment", all messages need to be checked for Integrity Protection. A list of messages has been provided which may not be IPed and consequently processed by the relevant CM entity in the mobile in case the NW has not configured IP yet (i.e. sent the SECURITY MODE COMMAND over the Uu). These messages relate to LAU, AUTHENTICATION REQUEST, etc. Specifically, the mobile shall not process any CM SERVICE ACCEPT message unless the corresponding CM SERVICE REQUEST was for an Emergency call and no other MM connection has been established. Note that these cases arise only in case of a (U)SIM-less mobile and also in case the NW has not been able to authenticate a (U)SIM (in which case also only "emergency calls" are permitted). A mobile with a SIM would have Integrity Protection configured irrespective of whether the call establishment cause is Emergency call or not, if Authentication is successful or the mobile has the correct security configuration from the previous connection in case the Authentication message is not received form the network. Thus no RAB establishment procedures can be undertaken for non-Emergency calls prior to receiving the SECURITY MODE COMMAND on the Iu-X. If the GMM connection had been previously established, then all L3 signalling messages would be necessarily IPed, i.e. unless the signalling connection is being established for LAU purposes only, a SECURITY MODE COMMAND has to be received on the Iu-CS for configuring IP.

2.2.1
Security Configuration Possibilities at RNC

Thus the configuration of Integrity Protection is clear in the specifications. Consider now the case of Ciphering. There are various possibilities that arise from the UTRAN perspective as listed below.

2.2.1.1 No SMC received on Iu-X

A signaling connection to one domain is established. However, no SMC is received on the Iu-X. This is possible even though IP is mandatory if all the UE is performing is periodic LAU/RAU within the same LA/RA. If a subsequent simultaneous signalling connection is established to the second domain, again no SMC may be received on the Iu-X if the mobile is merely performing periodic RAU/LAU within the same RA/LA. In both cases, nothing needs to be done at the RNC - all messages are passed between the mobile and NW "transparently" from a security standpoint.

2.2.1.2 Iu-PS established followed by Iu-CS with no ciphering on Iu-PS

Consider that a signaling connection on the PS domain is established and a SECURITY MODE COMMAND is received on the Iu-PS with Integrity Protection IE only. Thus the CN elects to not have any ciphering on this connection. The RNC shall proceed as follows - send SECURITY MODE COMMAND on the Uu with Integrity Protection Mode Info present and Integrity Algorithm set to UIA1, and without the Ciphering Mode Info IE. 

Note that the lack of ciphering on the connection is possible even if the UE has not listed UEA0 as a supported algorithm in the RRC CONNECTION COMPLETE, since in this case ciphering would not have been configured by the network and hence "not started" and in fact is a network option. Other means are provided, through the "visibility" feature via the SIM, of indicating to the user that the connection is not ciphered.

If a subsequent signaling connection to the CS domain is established the following possibilities arise:

Case 1:

SMC is not received on the Iu-CS. Is this plausible? Yes, in case of LAU. In this case the SRBs continue to be IPed by the configuration on the PS domain. No "security" exists on the CS domain. In this case the ciphering status for both domains is "not started". At some point SECURITY MODE COMMAND may be received on the Iu-CS depending on what transactions are conducted between the UE and network, e.g. if the UE sends a CM SERVICE REQUEST at some point on this connection then a SECURITY MODE COMMAND needs to be received on the Iu-CS. 

Case 2:

SECURITY MODE COMMAND is received on the Iu-CS with Integrity Protection IE but Encryption Information IE is absent. In this case the SRBs get switched to the CS domain for Integrity Protection at the "activation time".  In this case both connections are not ciphered, assuming it is acceptable to the UE; the ciphering status is "not started" on both domains.

Case 3: 

SMC is received on the Iu-CS with both Integrity Protection information and Encryption Information IEs. Now according to 33.102:

" Because of the separate mobility management for CS and PS services, one CN domain may, independent of the other CN, establish a connection to one and the same MS. Change of ciphering and integrity mode (algorithms) at establishment of a second MS to CN connection shall not be permitted. The preferences and special requirements for the ciphering and integrity mode setting shall be common for both domains. (e.g. the order of preference of the algorithms)."

The first requirement in the above only implies that no changes to the "no ciphering" choice configured on the first domain (in this example, PS) shall be made. The second statement is probably a little more vague - one valid interpretation could be that the preferences, if stated in the RANAP SECURITY MODE COMMAND message within the Encryption Information IE, need to be identical; if no preference was however even received (due to absence of Encryption Information IE within the RANAP SECURITY MODE COMMAND message) for one of the domains (in this case, PS), then it can be interpreted that there ought to be no issue. If this interpretation is accepted then the RNC shall proceed with ciphering the CS domain connection choosing the first algorithm in the list provided in the Encryption Information IE that is also supported by the UE (ME). The SRBs get switched to the CS domain and will now be ciphered according to the CS domain ciphering configuration at the activation time. Thus at the end, in this case, the ciphering status would be different on the two domains (PS-domain: ciphering not configured, i.e. "not started", CS-domain: "started" with UEA1). Nothing should however be said of the algorithms - since no algorithm was configured on the PS domain.

The possibility of receiving Encryption Information IE in the SECURITY MODE COMMAND on the first Iu-PS connection but not receiving it on the subsequent Iu-CS connection also exists. In this case, the ciphering status would be "started" on the PS domain and "not started" on the CS domain. The PS domain would be configured with either UEA0 or UEA1 whereas the CS domain would not have ciphering configured. (Discussion in RAN WG3 seems to suggest otherwise)
2.2.1.3 Iu-PS followed by Iu-CS with both Integrity Protection and Encryption configured

A signaling connection on the PS domain is established and a SECURITY MODE COMMAND message is received on the Iu-PS with both Integrity Protection and Encryption Information IEs. The algorithms are listed in the order of preference from a CN perspective. The RNC will choose the first algorithm in the list, which is also supported by the mobile. Now a subsequent signaling connection is to be established with the CS domain. On the Iu-CS, a SECURITY MODE COMMAND message will be sent with Integrity Protection and Encryption Information IEs. The issue now is what is the CN expected to send in terms of an algorithm list and how should RANAP react?

Consider the text in TS 33.102 again: " Because of the separate mobility management for CS and PS services, one CN domain may, independent of the other CN, establish a connection to one and the same MS. Change of ciphering and integrity mode (algorithms) at establishment of a second MS to CN connection shall not be permitted. The preferences and special requirements for the ciphering and integrity mode setting shall be common for both domains. (e.g. the order of preference of the algorithms)."

Focusing on the last requirement, it is implied that the list is ordered, albeit stated only in the form of an "e.g.". It was concluded in the joint session with RAN WG3, due to some possible scenarios, that it can not be required that the lists be absolutely identical. This might happen in the case where a new algorithm is defined but both domains have not been simultaneously updated with the new algorithm. Or there is a on-going connection on Iu-PS and has been "On" for a long time and in the interim the PS domain was updated with the new algorithm; however, this could not of course be communicated to the "on-going" Iu-PS connection to this mobile. 

A second issue relates to the order of preference in this second list. Consider the case where on the first on-going PS connection the list received on the Iu-PS was {UEA1, UEA0}. In this case the RNC chooses UEA1 and configures the UE appropriately. It is possible that the list received on the subsequent Iu-CS is {UEA2, UEA1, UEA0}. In this case the RNC shall choose UEA1, irrespective of the priority on the Iu-CS, and even if the mobile supports UEA2. Thus in this case "ciphering status" would be "started" on both domains and the algorithm configured would also be identical. Receipt of {UEA2, UEA0} would however be treated as an error and the connection request rejected by RANAP. 

Consider the case wherein the first on-going connection received {UEA2, UEA1, UEA0} as the allowed list and UEA1 was chosen. What constitutes an allowed list on the connection to the second domain? Given that requirement that the algorithm configured on both domains needs to be identical, any list that includes UEA1, whatever the order it was placed in the list, is acceptable. The RNC shall in this case choose UEA1 always. 

2.2.2
Relocation Considerations

What happens now in the case of SRNS Relocation? First note that the RRC Relocation messages on the Uu contain IEs Integrity Protection Mode Info and Ciphering Mode Info which apply for both domains; i.e. it is not possible to specify different algorithms for the two domains post-SRNSRelocation. The variable SECURITY_MODIFICATION is used in ensuring that the information in Integrity Protection Mode Info and Ciphering Mode Info  IEs is applied on both domains in the UE. The most likely scenario is the case where the algorithm that is being applied at the source is not supported at the target. In this case the only possibility is for the ciphering algorithm to be set to "no ciphering", i.e. UEA0, on relocation. However, if the mobile did not list UEA0 as a supported algorithm in the RRC CONNECTION COMPLETE such a course would not be available and the connection would need to be released. Thus it is proposed to clarify that all R99 mobiles shall support UEA0. 

Consider the following scenario - both signalling connections are set up pre-SRNSRelocation. The Iu-PS is not ciphered since no Encryption Information IE was received on the Iu-PS and the Iu-CS is ciphered with UEA1. Assume that the target supports only UEA2 and UEA0. There are two possibilities pre-Relocation as far as the Iu-CS is concerned - i) the CN may have listed both UEA0 and UEA1 as options and the RNC chose UEA1, ii) the CN listed UEA1 as the only algorithm and the RNC therefore chose this option. In the first case on SRNSRelocation, the choice of UEA0 by the target would be valid since in this case it was one of choices in the list provided by the CN (MSC/VLR). However, in the second case it is not clear if the RNC would be correct in choosing UEA0 given that the MSC/VLR never listed that as a possible algorithm - here the MSC/VLR always is expecting a ciphered connection on the CS bearers. It is proposed therefore that this scenario be kept in mind by Operators and UEA0 be sent in the allowed list on Iu-X connections if the possibility for Relocation exists in the future for this connection and there is algorithm mis-match across RNS boundaries. The second result from this scenario is that the Iu-PS connection is also now ciphered using UEA0.

3
Next Steps in RAN WG2 

What needs to be done in RAN WG2 now based on the above discussion? The following is the list of assumptions in the S3 LS and the reasoning behind them (the assumptions relating to Inter-system Handover and Hard Handover are not listed since no modifications are required and the specification already captures them adequately). Note that here SMC refers to the SMC message on the Uu.

1. The Security Mode Command cannot be used to "modify" Integrity protection on the same CN Domain unless new keys have been received.

Reasoning: "Modify" would have meant either change of algorithm or new keys to be triggered. Now in case of R99 there is only one algorithm and IP is mandatory except in some cases (per 24.008). Since it was considered undesirable to permit SMC on the Uu to change algorithms (see below) the only case then for SMC with "modify" command would be to trigger new keys. The "start" command is then used at the first configuration of Integrity Protection or on SRNS relocation since this then permits the transfer of FRESH to the UE.

Proposal: This assumption is not adequately captured in the March version of the specification. It is proposed that it be captured by incorporating assumption #2 below into the specification as it relates to the same issue.

2. Change of algorithms is possible only through Reconfiguration messages on RNC decision. i.e. Change of algorithms is not possible through the Security Mode Command.

Reasoning: If SECURITY MODE COMMAND on the Uu were permitted to change algorithm then it would be possible for example to have "no ciphering" first and this then subsequently configured to "UEA1" for e.g. However, the SECURITY MODE COMMAND on the Uu message does not permit the transfer of START values from the UE and thus synchronization between the UTRAN and UE cannot be guaranteed.

Proposal: Since without this assumption the Security functionality does not work it is proposed to capture this in the specification.

3. UEA0 will be used to stop ciphering through Reconfiguration messages at relocation; the previous mechanism through the use of a code point for "stop" has been removed from all messages.

Reasoning: By making this change it was seen possible to have a common behavior for any and all future algorithms.

Proposal: Nothing needs to be done for this assumption. It is already well reflected in the latest specification.

4. In case of signalling connections to both domains, the same ciphering algorithm needs to be applied on both domains. The status of ciphering (i.e. started or not started) shall be the same for both domains.

Reasoning: The reasoning behind this assumption was to deal with the case of SRNS relocation - since the relocation messages did not permit the specification of different algorithms for the two domains, the only possibility was to permit the same algorithm on both domains.

Proposal: In light of the discussion above, it is proposed that the assumption of identical algorithms on both domains, when ciphering status is "started" for both domains, be captured either in 33.102 or in 25.331 (Latest proposal is to let RANAP handle this). It has also been demonstrated that the second issue pertaining to the status of ciphering is too strong a requirement and is in fact not necessary. Note that the present specification does not mandate this either and therefore no material modifications are necessary on this front.

5. In case ciphering is started in one CN domain, a subsequently established signalling connection on the other CN domain also needs to be ciphered (with the same ciphering algorithm).

Reasoning: This follows from #4 above.

Proposal: As discussed above, this is not necessary and is not mandated by the present radio interface specification either. In the present specification this assumption has been captured in the form of a "UTRAN should" behavior. Specifically, it is stated that UTRAN include ciphering mode info when configuring IP (for e.g. for the first time on a domain) if ciphering has already started in the other domain. It is proposed that this be deleted.  

Summary

This contribution addresses some issues that were discussed both in RAN WG2 and in joint discussion with RAN WG3. In particular, the issues of ciphering algorithm and ciphering status uniformity across domains are addressed. The various assumptions, which were adopted to complete the Radio interface Security signalling specifications, were re-visited, and the necessity of adopting them formally have been discussed. The requirements on the algorithm list on the Iu-X are discussed and clarified. Issues pertaining to SRNS Relocation have been addressed.

In particular it is stated that when ciphering is configured on one domain, if ciphering is to be configured on the second domain the same algorithm needs to be applied. However, it is possible for the second domain to not configure ciphering if so desired by the CN.
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