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	1. The UE behaviour when receiving DL RB 0 messages is not clear. In section 9 it is stated that the error check should be executed before executed any of the procedures described in section 8 (including integrity), but in section 8 the opposite is stated. 

2. It is not clear if UTRAN will always use the same RRC SN when sending the same message multiple times.

3. It is not obvious that UTRAN will use the same RRC SN space for each UE on RB 0.

4. [From Tdoc R2-021083]

8.6.3.11This clause describes the behaviour of the UE for accepting or rejecting transactions based on the message type and the IE "RRC transaction identifier".It is described that for some received messages the variable ORDERED_RECONFIGURATION is checked in 8.6.3.11 whether it is TRUE or FALSE.However, these messages may change the contents of the variable ORDERED_RECONFIGURATION to TRUE . This can cause an erroneous behaviour of the UE.In order to guarantee that the variable ORDERED_RECONFIGURATION is not changed before the transaction is accepted or rejected, it is proposed that the UE shall act upon the IE "RRC transaction identifier" before any other action is performed.   
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	1. It is proposed to allow the UE to discard messages that are addressed to other UEs and unsolicited messages, before performing the integrity check procedure.

2. It is proposed to clarify that UTRAN should always use the same RRC SN when sending the same message multiple times.

3. It is proposed to clarify that UTRAN should use a separate RRC SN space for each UE on DL RB 0.
4. [From Tdoc R2-021083]
8.6.3.11Add that the UE shall act upon the IE "RRC transaction identifier" if included in a received message before any other action concerning this message is performed. 

Isolated Impact Change Analysis.

This change clarifies the integrity protection on RB 0 procedure. 
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Evaluation of IE "RRC transaction identifier"

Note: The corrections have no foreseen impact on the T1 test specifications.

Correction:

If the IE "RRC transaction identifier" is included in a received message the UE shall act upon this IE before any other action concerning this message is performed.

The change has isolated impact to the UE, the UTRAN is not concerned by this change. 
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	1. If the integrity check is done before verifying if the message is addressed to other UEs, a message addressed to a different UE may by chance generate a good MAC. If this happened, the Downlink RRC HFN would go out of sync, leading to the loss of the RRC connection.

2. The use of different RRC SN in repeated messages increases the possibility of having Downlink RRC HFNs out of sync between UE and UTRAN.

3. UTRAN implementations not conforming to this statement will not be able to operate integrity protection in CELL_FACH state. Since integrity protection is mandatory, the CELL_FACH state would become unusable.
4. [From Tdoc R2-021083]

The wrong handling of UE variables will cause erroneous UE behavior.The variable which is necessary to decide whether the transaction is accepted or not could be changed before this decision is performed. This leads to erroneous UE behaviour. 
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8
RRC procedures

The UE shall be able to process several simultaneous RRC procedures. After the reception of a message which invoked a procedure, the UE shall be prepared to receive and act on another message which may invoke a second procedure. Whether this second invocation of a procedure (transaction) is accepted or rejected by the UE is specified in the subclauses of this clause, and in particular in subclause 8.6.3.11 (RRC transaction identifier).

On receiving a message the UE shall first check that the message is addressed to the UE (e.g. by checking the IE "Initial UE identity" or the IE "U-RNTI" for messages on CCCH) and discard the messages addressed to other UEs, then apply integrity check as appropriate, then proceed with error handling as specified in clause 9, then act upon the IE "RRC transaction identifier",  before continuing on with the procedure as specified in the relevant subclause. The RRC entity in the UE shall consider PDUs to have been transmitted when they are submitted to the lower layers. If the RRC entity in the UE submits a message for transmission using AM RLC, it shall consider the message successfully transmitted when UTRAN reception of all relevant PDUs is acknowledged by RLC. In the UE, timers are started when the PDUs are sent on the radio interface in the case of the transmission using the CCCH.

[…]

8.1.4.2
Initiation

When the UE is in state CELL_DCH or CELL_FACH, the UTRAN may at anytime initiate an RRC connection release by transmitting an RRC CONNECTION RELEASE message using UM RLC.

When UTRAN transmits an RRC CONNECTION RELEASE message the downlink DCCH should be used, if available. If the downlink DCCH is not available in UTRAN and the UE is in CELL_FACH state, the downlink CCCH may be used.

UTRAN may transmit several RRC CONNECTION RELEASE messages to increase the probability of proper reception of the message by the UE. In such a case, the RRC SN for these repeated messages should be the same. The number of repeated messages and the interval between the messages is a network option.

[…]

8.3.1.5
Reception of an CELL UPDATE/URA UPDATE message by the UTRAN

When the UTRAN receives a CELL UPDATE/URA UPDATE message, the UTRAN should:

1>
in case the procedure was triggered by reception of a CELL UPDATE:

2>
if SRNS relocation was performed:

3>
transmit a CELL UPDATE CONFIRM message on the downlink DCCH.
2>
otherwise:
3>
update the START value for each CN domain as maintained in UTRAN (refer to subclause 8.5.9) with "START" in the IE "START list" for the CN domain as indicated by "CN domain identity" in the IE "START list";

3>
if this procedure was triggered while the UE was not in CELL_DCH state, then for each CN domain as indicated by "CN domain identity" in the IE "START list":

4>
set the 20 MSB of the MAC-d HFN with the corresponding START value in the IE "START list";

4>
set the remaining LSB of the MAC-d HFN to zero.

3>
transmit a CELL UPDATE CONFIRM message on the downlink DCCH or optionally on the CCCH but only if ciphering is not required; and

3>
optionally include the IE "RLC re-establish indicator (RB5 and upwards)" to request a RLC re-establishment in the UE, in which case the corresponding RLC entities should also be re-established in UTRAN; or

1>
in case the procedure was triggered by reception of a URA UPDATE:

2>
if SRNS relocation was performed:

3>
transmit a URA UPDATE CONFIRM message on the downlink DCCH.
2>
otherwise:
3>
transmit a URA UPDATE CONFIRM message on the downlink CCCH or DCCH.
2>
include the IE "URA identity" in the URA UPDATE CONFIRM message in a cell where multiple URA identifiers are broadcast; or

1>
initiate an RRC connection release procedure (see subclause 8.1.4) by transmitting an RRC CONNECTION RELEASE message on the downlink CCCH. In particular UTRAN should:

2>
if the CELL UPDATE message was sent because of an unrecoverable error in RB2, RB3 or RB4:

3>
initiate an RRC connection release procedure (subclause 8.1.4) by transmitting an RRC CONNECTION RELEASE message on the downlink CCCH.
UTRAN may transmit several CELL UPDATE CONFIRM/URA UPDATE CONFIRM messages to increase the probability of proper reception of the message by the UE. In such a case, the RRC SN for these repeated messages should be the same. 
[…]

8.5.10.1
Integrity protection in downlink

If the UE receives an RRC message on signalling radio bearer with RB identity n, the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" and the IE 'Integrity check info' is present the UE shall:

1>
check the value of the IE "RRC message sequence number" included in the IE "Integrity check info";

2>
if the "Downlink RRC Message sequence number" is not present in the variable INTEGRITY_PROTECTION_INFO:

3>
initialise the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with the value of the IE "RRC message sequence number" included in the IE "Integrity check info" of the received message.

2>
if the "Downlink RRC Message sequence number" is present in the variable INTEGRITY_PROTECTION_INFO:

3>
if the RRC message sequence number is lower than the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

4>
increment "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with one.

3>
if the RRC message sequence number is equal to the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

4>
discard the message.

1>
calculate an expected message authentication code in accordance with subclause 8.5.10.3;

1>
compare the expected message authentication code with the value of the received IE "message authentication code" contained in the IE "Integrity check info";

2>
if the expected message authentication code and the received message authentication code are the same, the integrity check is successful:

3>
update the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with the value of the IE "RRC message sequence number" included in the IE "Integrity check info" of the received RRC message.

2>
if the calculated expected message authentication code and the received message authentication code differ:

3>
if the IE "RRC message sequence number" included in the IE "Integrity check info" is lower than the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO (in this case the "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO was incremented by one, as stated above):

4>
decrement "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO by one.

3>
discard the message.

If the UE receives an RRC message on signalling radio bearer with identity n, the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" and the IE 'Integrity check info' is not present the UE shall:

1>
discard the message.

UTRAN may transmit several copies of the same message in downlink to increase the probability of proper reception of the message by the UE. In such a case, the RRC SN for these repeated messages should be the same.
[…]

9.1
General
This subclause specifies procedures for the handling of unknown, unforeseen, and erroneous protocol data by the receiving entity. These procedures are called "error handling procedures", but in addition to provide recovery mechanisms for error situations they define a compatibility mechanism for future extensions of the protocol.

The error handling procedures specified in this subclause shall apply to all RRC messages. When there is a specific handling for messages received on different logical channels this is specified.

For system information received on the BCCH, the error handling procedures are applied on the BCCH message SYSTEM INFORMATION, the re-assembled system information segments as well as the system information blocks (including the master information block and the scheduling blocks), with specific error handling as specified below.

When the UE receives an RRC message, it shall set the variable PROTOCOL_ERROR_REJECT to FALSE and then perform the checks in the order as defined below.


The error cases specified in the following include the handling upon reception of spare values. This behaviour also applies in case the actual value of the IE results from mapping the originally sent IE value. Moreover, in certain error cases, as specified in the following, default values apply. In this case, the default values specified within the ASN.1, the tabular and the procedure specifications apply.

[…]
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