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1
Introduction

This document addresses the issue of cell update following a "SRNS relocation message" as it relates to security re-configuration.

2
Problem

In RAN2#19, we agreed on a CR belonging to the "Miscellaneous correction" family, CR# 660 that included among many other changes, the addition of UE actions when a CELL UPDATE gets triggered during an on-going security reconfiguration. The cover sheet provides the following Summary of Change:

· Only one reconfiguration of security (ciphering/integrity protection) is allowed at the time. A message trying to reconfigure security while a security reconfiguration is ongoing is rejected. This affects the Security Mode Control, Reconfiguration, Cell Update, URA Update, UTRAN Mobility Information and Active Set Update procedures. New variables are added for this. 

· The interaction between a procedure making a security reconfiguration and the cell update procedure has been specified. If a security reconfiguration is ongoing, the triggering of a cell update makes the procedure that initiated the security reconfiguration to fail (and an appropriate FAILURE message will be returned after the cell update procedure). In this way, UTRAN can always use the old security configuration for the CELL UPDATE CONFIRM message. The cell update may be triggered by cell re-selection, but also because of other reasons.  Therefore the failure cause “Cell re-selection” is renamed into “cell update occurred”. 
The reasoning behind the UE being made to abort the security reconfiguration is to enable the network to use the old security configuration and prevent any confusion as to what configuration the UE needs to apply on the CELL UPDATE CONFIRM. 

Today the specification additionally requires the UE to re-establish RB2 in case DL Counter Synchronisation Info is present or New U-RNTI is present in case of RB Reconfiguration message (CR 1067, RAN2#23). Then in case of a CELL UPDATE the UE needs to act as if the reconfiguration message was not received and revert to its previous configuration. This would of course mean reverting back to the previous RB2 configuration - a difficult task at best since the buffers would have been flushed.  Similarly if the RECONFIGURATION message required the UE to release a RB, it is obviously not possible for the UE to revive it again following a CELL UPDATE as currently required. One can assume that while reverting back to the previous configuration it is not required for the UE to go back to the previous RB2 configuration having once re-established it. However, the point at which the CELL UPDATE is triggered at the UE with respect to the UE's processing of the RECONFIGURATION message is unknown to the UTRAN and hence it is not possible for the two entities to be synchronised even if the UE through some implementation approach were to attempt to revert back to the previous configuration while keeping the re-established RB2. Thus the more difficult aspect is subsequent synchronisation of the configuration in the UE and UTRAN. 

3
Discussion

At first glance, it would seem aborting the security reconfiguration by the UE is not particularly necessary since the network can always provide appropriate activation times for the downlink security reconfiguration so that the CELL UPDATE CONFIRM is always sent with the old configuration is sent by the "current" source RNC.

A question however may arise in case of SRNS Relocation - which incidentally is the only time, the UE ought to get a Reconfiguration message from the NW with security elements - though this is not explicitly stated as such today. The target RNC applies a FRESH value different from that at the source. When speaking of configurations, typically what is meant is keyset+algorithm in case of ciphering and keyset in case of IP. FRESH is not included as a configuration parameter though it seems logical to include it in case of IP configuration. 

Let us for the time being ignore the fact that the UE is expected to behave as if the reconfiguration message has not been received.

There are essentially two possibilities:

Case1

The UE receives the RECONFIGURATION message and has executed the necessary actions but no response has been sent yet. Thus, the UE is expected to apply the old parameters - U-RNTI, FRESH, etc. The message will therefore be received by the Source RNC and treated appropriately (assumption is of same PLMN). Since the security related variables in the UE have not been cleared however, the Source RNC cannot include any security elements in the CELL UPDATE CONFIRM since the message will be ignored by the UE. Thus the SRNC can only merely acknowledge the CELL UPDATE with a simple CUC.

What security configuration should the network apply? - since the old source RNC received the CELL UPDATE it can only apply the old FRESH to the CELL UPDATE CONFIRM. Problem: that this might however cause a problem at the UE which was told by the previous RECONFIGURATION message to potentially start applying the new configuration on RB1 right away after relocation - CUC is sent in UM either on DCCH or CCCH. 

Potential Solution - It should be possible for the UTRAN to set the activation time for RB1 into the future so that the UE (similar to the way the UE does it on the uplink to account for potential CELL UPDATEs). Thus the UE can check the RRC SN and apply the old configuration. In the container from the source to the target the source should then appropriately set the DL RRC SN for RB1 to account for these reserved RRC SNs - of course the maximum number that can be set aside is 15 to avoid HFN roll over - this ought to be more than plenty.

What can the UE now do? As indicated above first the UE should treat the CUC from the source RNC. It can then continue with the security reconfiguration - the new U-RNTI and FRESH would be used. The "old" target would receive the message. Now the target can decide on whether to continue this connection or perform another relocation depending on what cell the UE has chosen to be camped on. Presumably the UE would need to be sent a UTRAN MOBILITY INFORMATION message with C-RNTI, etc. 

Case 2 

The UE has competed processing the RECONFIGURATION message and has sent the response to the network. The UE would if it now does a cell re-selection, send a CELL UPDATE with the new parameters, using both the new U-RNTI and FRESH. The target would receive the message and take the appropriate actions per implementation choice. The CELL UPDATE CONFIRM in this case can be sent with the new parameters - FRESH.

4
Conclusion

It seems un-necessary from the above analysis to abort the security reconfiguration due to a cell update.

There is no option to re-establishing RB2 since there is no context transfer of the RB2 RLC entity to the target. Thus the only way around this conundrum, it seems, is to revisit the need for aborting the security reconfiguration.

It is proposed to not require that the UE abort the security reconfiguration following a CELL UPDATE. Appropriate text will need to be added based on the decision.

