3GPP TSG-RAN2 Meeting #29 
R2-021195
Gyeongju, Korea, May, 2002
Agenda Item:
6.2

Source: 
Motorola
Title: 
Security: Open Issues

Document for:
Discussion and decision

1.
Introduction

This document captures the open issues and their status as of the Korea meeting.

2. 
Issues remaining to be fixed


2.1
Security Assumptions

See accompanying Tdoc - a slightly updated/corrected version of the document sent on the reflector.

2.2
Security Capability - meaning of UEA0

This issue was also raised on the reflector and is linked to some extent with 2.1. Essentially the question is what is to be interpreted of the meaning of the contents of the IE "Security Capability" sent in the RRC CONNECTION COMPLETE message. There are two interpretations:

1. The IE indicates what the ME is capable of - this is consistent with the treatment of other capabilities - we do not for e.g. expect the user to intervene in the conveying of capability regarding RF parameters - Modulation, spreading, multi-code, etc. Based on one interpretation of the Stage 2, the "visibility" feature is expected to provide the needed information when the network configures UEA0 and the user can then decide on whether to accept this connection or not. There are some implications when the ME does not implement UEA0 - especially in case of SRNS relocation and the target does not support the algorithm being used at the source RNC. In this case in the absence of UEA0 support in the ME the connection would need to be released. This is also consistent with the following text in 33.102:  “ 3) If the MS and the network have no versions of the UEA algorithm in common and the user (respectively the user’s HE) and the SN are willing to use an unciphered connection, then an unciphered connection shall be used.” Note the reference is to the user's HE not the user himself/herself.

2. The IE can be influenced through user input - and the RRC IE then captures whether the user accepts an un-ciphered connection (including setting of UEA0) or not, before the signalling connection is established. Question - can users be expected to be this sophisticated and if default is to be set then in any case would not both UEA0 and UEA1 be set? Also, in case a user (an unsophisticated one) sets it to UEA1 only then the network could potentially end up denying the connection unless all networks always include UEA0 on the RANAP and the user would not even probably know why the connection was denied.  

2.3
CELL UPDATE and Security Interactions

The specification today states that CELL UPDATE during a security reconfiguration shall cause the security reconfiguration to be aborted and the UE shall revert back to the previous configuration. As stated earlier in case of SRNS relocation (which is in fact the only time security is expected to be reconfigured using messages other than SECURITY MODE COMMAND) the UE is expected to re-establish RB2. It is not possible/practical however to undo this. Similarly if a reconfiguration message released a radio bearer it is obviously not possible to re-establish the associated RLC entity for this released bearer.

While the CELL UPDATE causing the security reconfiguration abort is specified for RB Reconfiguration messages. There is no mention of UE actions (i.e. security reconfiguration abort) in case of CELL UPDATE during a CELL UPDATE (receipt of CELL UPDATE CONFIRM with security reconfiguration) or UTRAMN MOBILITY INFORMATION procedures. Furthermore in case of UTRAN MOBILITY INFORMATION, the present text has different actions in case of cell reselection depending on whether the response message has been sent to L1 or not; thus a cell reselection when security reconfiguration is outstanding may need to be handled a little differently. 

2.4
System Information and Security

In 8.6.4.8 (and also in 8.6.5.1) the following is stated:

1>
if that RB is using AM and the RLC size applicable to the logical channel transporting data PDUs is different from the one derived from the previously stored configuration:

2>
re-establish the corresponding RLC entity;
2>
configure the corresponding RLC entity with the new RLC size;

2>
for each AM RLC radio bearer in the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS whose RLC size is changed; and

2>
for each AM RLC signalling radio bearer in the CN domain as indicated in the IE "CN domain identity" in the variable LATEST_CONFIGURED_CN_DOMAIN whose RLC size is changed:

3>
if the IE "Status" in the variable CIPHERING_STATUS of this CN domain is set to "Started":

4>
if this IE was included in system information:

5>
set the HFN values for the corresponding RLC entity equal to the value of the IE "START" for this CN domain that will be included in the CELL UPDATE message that will be sent before the next transmission. 

Issue: If the UE is in CELL_FACH then presumably there could be data transfer on-going and therefore how is the UE to know what the START value will be at the next CELL UPDATE? Unless the UE immediately sends a CELL UPDATE message? And if so with what cause value? 

[ASUSTek] The IE "RB mapping info" is only included in IE "Predefined RB configurations" in system information, which is used for Inter-RAT handover to UTRAN. I think there is no AM RLC size change involved in this situation. So the case of HFN setting for the IE "RB mapping info" included in system information as AM RLC size changes in section 8.6.4.8 should be deleted.

2.5
Un-necessary and incorrect UE checks

We have unfortunately gone down this path in 25.331 of UE checking the UTRAN, causing some needless confusion and in some cases erroneous text. Two cases:

1. Consider the case of an already established AM bearer and now a new, first TM bearer is to be established in CELL_DCH. In this case there is no need to send activation time for the AM bearer - however, the present text asks the UE to check and reject if not present.
If the IE "Ciphering mode info" is present and if the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to FALSE, the UE shall:

1>
if the IE "Status" in the variable CIPHERING STATUS has the value "Not started", and this IE was included in a message that is not the message SECURITY MODE COMMAND; or
1> if there does not exist exactly one ciphering activation time in the IE "Radio bearer downlink ciphering activation time info" for each established RLC-AM and RLC-UM radio bearers included in the IE "RB information" in the IE "ESTABLISHED_RABS" for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN; or…

2>
ignore this attempt to change the ciphering configuration;

2>
set the variable INVALID_CONFIGURATION to TRUE;

2>
perform the actions as specified in subclause 8.1.12.4c.
2. It is not clear if the text expects the UE to also check if the activation time for a RB that is to be released has been included in a reconfiguration message - well, in a way that is what is in fact expected - however it seems totally unnecessary. The RB information in the ESTABLISHED_RABS refers to RBs present when the message was received.

2.6
Pending new keys on SRNS Relocation

In Kobe it was pointed out that there is an issue when there is a pending IP/ciphering configuration and a relocation is triggered. It is not clear what the UE needs to do in case there were pending new keys that have not been applied. In particular it is also not clear what START value the UE needs to send in the complete message. In normal cases the START value reflects how much a key has been used and hence in the START value calculation the expectation is that all the Radio bearers and signalling radio bearers contributing to the START calculation are being IPed/ciphered with the same key. However, in case a SMC message was received for a domain prior to receiving a RB Reconfiguration message or other message triggered a SRNS relocation and the keys were not applied on some of the radio bearers yet due to the activation time not having been elapsed (only RB2 will never suffer from this problem) it is not obvious how the START calculation needs to be performed. In 8.2.2.4 it is stated that once the ACK is received to the COMPLETE message the UE shall apply the START value sent in the complete message to all the RBs and SRBs (other than RB2). Thus there are two issues - should new keys be applied right away following successful relocation(ACK to COMPELTE) and how should START be calculated when sending it in the COMPLETE message.

One approach would be in case of pending new keys, to include only those RBs and SRBs for which the activation time for the new keys has elapsed. This would be in keeping with the concept behind START - the START value would now truly reflect the 'usage' of the new keys. This would then require new keys to be applied right away following successful relocation both for ciphering and IP.

