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Introduction

Tdocs R2-020729 and R2-020761 addressed some issues related to security that need to be resolved. This contribution raises some additional issues needing resolution in the areas of security and SRNS relocation.

Discussion

1. Earlier we noted the response of SA WG3 to our LS on additional principles we adopted in Orlando in order to have the security feature working in Release 99. However, in some cases the specification does not reflect these principles.

The following principles were adopted and agreed to by SA WG3:

1. The Security Mode Command cannot be used to "modify" Integrity protection on the same CN Domain unless new keys have been received.

2. Change of algorithms is possible only through Reconfiguration messages on RNC decision. i.e.Change of algorithms is not possible through the Security Mode Command.

3. UEA0 will be used to stop ciphering through Reconfiguration messages at relocation; the previous mechanism through the use of a code point for "stop" has been removed from all messages.

4. In case of signalling connections to both domains, the same ciphering algorithm needs to be applied on both domains. The status of ciphering (i.e. started or not started) shall be the same for both domain.

5. In case ciphering is started in one CN domain, a subsequently established signalling connection on the other CN domain also needs to be ciphered (with the same ciphering algorithm).

6. At Inter-rat handover to UTRAN, a mechanism is applied where the UE uses a fixed HFN value for ciphering, without incrementing the HFN when the CFN cycle wraps around. The value of the HFN is given by the START value transferred by the UE via the BSC to UTRAN prior to the handover. This HFN is used until the handover to UTRAN COMPLETE command is received in UTRAN, in which the UE includes a new START value for ciphering. Thus, until the "Handover to UTRAN complete" message is received in UTRAN (a few 100ms) it is possible that the HFN part of COUNT-C used for ciphering is reused. 

7. For timing-initialised hard handover a similar mechanism as for the inter-rat handover to UTRAN is adopted, with the exception that the UE uses the latest transmitted START value before the handover until the response message is received in UTRAN.

Principles 3, 4, 6 and 7 have been well captured in the present specification. However, the specification does not capture the principle in #2. The lack of this aspect in the specification can lead to extremely complex UE implementations and worse the sprouting of new "issues" that would need to be handled; however, it was in keeping with the need to limit the complexity while addressing all "practical" scenarios that the principle was adopted. It is therefore proposed that this principle be captured through a "UTRAN should" statement. Another approach would have been to add an error case - however, it was previously agreed that such an approach shall be avoided if possible. In addition it needs to be checked if principles 1 and 5 have been adequately captured in the specification.

2. In the case of the SECURITY MODE COMMAND message the UE waits to apply the new security configuration until after it receives the ACK to the SECURITY MODE COMMAND COMPLETE message. The specification states that when the ACK is received the UE shall resume transmission on any suspended RB and SRB in UM and AM modes. However, no text is present for TM bearers since they are not suspended. Nonetheless it seems appropriate that the new ciphering configuration not be applied on a TM bearer if an ACK is not received - this however may be difficult to achieve in practice. Consider the case where UE sets the activation time. There are two possibilities:

i. UTRAN has not received the COMPLETE

ii. UTRAN received the COMPLETE but the ACK is lost.

With the specification as stated today, irrespective of the ACK being received or lost, the UE will apply the new configuration at the stated CFN activation time. Similarly the UTRAN will apply the new configuration on receiving the COMPLETE message.

In the first case, the UTRAN will continue to use the old configuration and the UE should also use the old configuration since there is no ACK received as yet. And until the UE receives the ACK it should not use the new configuration even if the activation time has elapsed - this however is not practical.

In the second case, it would be appropriate for the UE to continue on with the application of the new configuration both in the UL and DL at the activation time set in the COMPLETE message - this is the current behavior as well.

A reasonable approach would be to have the UE set an activation time that is sufficiently in the future to enable the re-transmission mechanism to kick in and to provide sufficinet time for the UTRAN to apply the new configuration. The maximum time that can be set is +255 frames. A similar conclusion was reached on the issue of which entity sets the activation time for TM bearers. 

3. Consider the scenario wherein a Security Mode Command message was sent to the UE due to the CN Domain switch - i.e. a new signalling connection was established to the second domain. In this case in the DL, the activation times would be set to some point in the near future. It is likely that soon after this procedure is executed and completed, an SRNS relocation is caused to be triggered by the transmission of a RB Control Message (or any message causing an SRNS relocation). It is also possible that the pending activation times for both integrity and ciphering have not elapsed. Note that the message triggering Relocationcannot include DL Activationtimes since this IE is CV-modify. In case of ciphering this is dealt with appropriate since we reset all the RBs in UM and AM. However, in the case of Integrity Protection there is no equivalent reset. The specification only states that the new configuration shall be applied with the very first message that is received after the relocation (It is presumed that the UTRAN prohibits transmission on all SRBS other than RB2 during the execution of this procedure and restarts on the reception of the COMPLETE message). The specification is correct in stating that the new configuration is to be applied since the old FRESH used at the source is not available to the target. However, it is not clearly stated that the UE shall overwrite these pending activation times for integrity. Such a clarification would remove this "contradiction" of sorts present in the specification today.

4. Consider the scenario wherein a message triggering an SRNS relocation has been transmitted. The UE is required to re-establish RB2 and following that send the COMPLETE message. If a CELL UPDATE is triggered following this it is required if the UE to revert back to the configuration existing prior to the Relocation trigger. However, since RB2 has already been re-established this is not possible. Appropriate resolution of this needs to be discussed.

5. The present specification still permits the ACTIVE SET UPDATE message to trigger a relocation from the radio interface perspective even though the transparent container does not have a code-point for this message. It is therefore proposed to remove all procedure text related to the application of the DL Counter Sync info and treatment of Ciphering Mode Info and Integrity Mode Info in the handling of the ACTIVE SET UPDATE message.

6. The Counter Check procedure assumes symmetric bearers since the COUNT-C values both in the COUNTER CHECK message and the response message are "MP" for the uplink and downlink COUNT-C values for each bearer. It is therefore proposed that the UE beahvior be specified to simply mirror the value set by the UTRAN for the non-existing bearer.

