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Introduction

Messages sent on the downlink CCCH (RB0) can be received by all the UEs in CELL_FACH state. The intended recipient is identified thanks to the UE ID (U-RNTI or Initial UE Identity) included in the body of the message. Only a small fraction of the messages sent on downlink RB0 are actually addressed to a particular UE in CELL_FACH state. 

Of all the messages that can be sent on the downlink RB0, only the CELL UPDATE CONFIRM and the URA UPDATE CONFIRM messages are integrity protected in the downlink RB0. If the RRC Sequence Number included in the CELL UPDATE CONFIRM and the URA UPDATE CONFIRM messages is incremented whenever a new message is sent on DL RB0, regardless of the intended recipient, the RRC SN will roll over very frequently. If the UE misses 16 messages in a row, the HFN used in the COUNT-I in the UE will be out of synch with the corresponding HFN maintained in UTRAN.

When the UE misses messages on DL CCCH no particular action has to be performed by the UE. Depending on UTRAN configuration, the UE may still be "in service area" (the cell is suitable), but the error rate on the DL CCCH could be very high, especially at the cell boundary.

Discussion

In section 8 of RRC it is clearly stated that integrity protection should be applied before continuing with the procedure. If this principle is applied to RB0, it would force the UE to perform integrity on all the messages sent on DL RB0, even those messages that are intended for a different UE. As result, the likelihood of the COUNT-I HFN of the UE and UTRAN going out of synch would be very high.

[…]
On receiving a message the UE shall first apply integrity check as appropriate and then proceed with error handling as specified in clause 9 before continuing on with the procedure as specified in the relevant subclause. The RRC entity in the UE shall consider PDUs to have been transmitted when they are submitted to the lower layers. If the RRC entity in the UE submits a message for transmission using AM RLC, it shall consider the message successfully transmitted when UTRAN reception of all relevant PDUs is acknowledged by RLC. In the UE, timers are started when the PDUs are sent on the radio interface in the case of the transmission using the CCCH.

[…]

1>
perform integrity protection (and integrity checking) on all RRC messages, with the following exceptions:

HANDOVER TO UTRAN COMPLETE

Paging Type 1

PUSCH CAPACITY REQUEST

PHYSICAL SHARED CHANNEL ALLOCATION
RRC Connection Request

RRC Connection Setup

RRC Connection Setup Complete

RRC Connection Reject

RRC CONNECTION RELEASE (CCCH only)
SYSTEM INFORMATION

SYSTEM INFORMATION CHANGE INDICATION

 […]

--**************************************************************

--

-- Downlink CCCH messages

--

--**************************************************************

DL-CCCH-Message ::= SEQUENCE {


integrityCheckInfo

IntegrityCheckInfo

OPTIONAL,


message




DL-CCCH-MessageType

}

DL-CCCH-MessageType ::= CHOICE {



cellUpdateConfirm




CellUpdateConfirm-CCCH,


rrcConnectionReject




RRCConnectionReject,


rrcConnectionRelease



RRCConnectionRelease-CCCH,


rrcConnectionSetup




RRCConnectionSetup,

uraUpdateConfirm




URAUpdateConfirm-CCCH,

spare3







NULL,


spare2







NULL,


spare1







NULL

}

[…]

We see the following alternatives to the problem outlined above:

1. For DL RB0 each UE should have an RRC SN space independent from the RRC SN space of other UEs. Only messages that are addressed to a specific UE, and are not unsolicited, should be considered by that UE for integrity protection. Unsolicited messages and messages addressed to other UEs sent on DL RB0 should not be considered for integrity protection, i.e. the UE should ignore the RRC sequence number of those messages.

2. Integrity protection is not performed on CELL UPDATE CONFIRM and URA UPDATE CONFIRM messages, i.e. no integrity protection is applied on DL RB0.

Alternative 1 is the most straightforward, since it would maintain the protection of the CELL UPDATE CONFIRM and URA UPDATE CONFIRM messages. It would require UTRAN to maintain an independent RRC SN space on DL RB0 for each UE. Moreover, this alternative could be considered just a clarification, and UTRAN implementations may already be compliant. In fact, if UTRAN kept a single RRC SN space for all the messages sent on DL RB0, it would be very difficult to maintain synchronization of the DL RB0 COUNT-I  when the UE moves in and out of CELL_FACH.

Conclusion

If the clarification proposed in alternative 1 could be agreed, a CR would be prepared for next meeting.

