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1.
Introduction
During work on completing open security issues in R99, it has been identified that the specifications are not complete on how to handle ciphering of radio bearers using transparent mode RLC.

This document discusses the problems, and proposes a solution.

2.
Background

· From 25.331, subsection 8.3.5.1.2:

Timing re-initialised hard handover initiated by the UTRAN is normally performed by using the procedure "Physical channel reconfiguration" (subclause 8.2.6), but may also be performed by using either one of the following procedures:

-
"radio bearer establishment" (subclause 8.2.1);

-
"Radio bearer reconfiguration" (subclause 8.2.2);

-
"Radio bearer release" (subclause 8.2.3); or

-
"Transport channel reconfiguration" (subclause 8.2.4).


· From 25.331, subsection 8.6.6.27:

If the IE "Downlink DPCH info common for all RL" is included in a message used to perform a Timing re-initialised hard handover, and ciphering is active for any radio bearer using RLC-TM, the UE shall, after having activated the dedicated physical channels indicated by that IE:

-
increment HFN for RLC-TM by '1'.

2.
Discussion

The discussion is focused on the normal case, the procedure "Physical channel reconfiguration", and a TM radio bearer is established.

The following cases can be identified with respect to the exact timing to trigger the reconfiguration, as indicated by IE “Activation time” in the PHYSICAL CHANNEL RECONFIGURATION message:

1. The reconfiguration is to be performed immediately upon UE reception of the message.
This is indicated by absence of IE “Activation time”. As normally no delays can be accepted at handover , it can be expected that this will be the most common usage for hard handover.

2. The reconfiguration is to be performed at a specific CFN, as indicated by IE “Activation time”.

For case 1, there is a problem on which CFN UE and UTRAN shall assume as being the ‘last’ on the old configuration, in order to “increment HFN for RLC-TM by '1'” correctly after having “activated the dedicated physical channels”. As the CFN range corresponds to 2.56 s, there is quite some risk that UE and UTRAN assumes different HFN, since accurate specification is missing.

It is quite easy to find examples on implementations and situations which rather likely will lead to HFNs (and COUNT-Cs) in UTRAN and UE being out-of-synch, due to CFN wrap-around effects (…254, 255, 0, 1, 2…):

A. If UTRAN assumes that the HFN at the moment of sending the PHYSICAL CHANNEL RECONFIGURATION message shall be used when “increment HFN for RLC-TM by '1', it is quite likely that a UE, due to signalling delay of the RRC message, will assume another HFN value. The timing of UTRAN sending the PHYSICAL CHANNEL RECONFIGURATION message with respect to the CFN ‘border’ becomes critical. 

B. A possible solution would be to use “the last radio frame that the UE is using on the old configuration” as a possible common point in time to get synchronised HFN in UE and UTRAN, provided that this common point can be detected  by UE and UTRAN unambiguously. If so was the case, there would anyway be uncertainty on what to do at CFN=255 (or CFN=0). Should the HFN be stepped by ‘1’, due to the normal CFN wrap around, then stepped by ‘1’ again due to the hard handover?

It should be noted that for case 2 (the reconfiguration is performed at a specific CFN), there is no problem with example A above, as the HFN to “increment by 1” should be the HFN valid at the indicated activation time (CFN). However, clarifications are needed in 25.331.

From the discussion above, it is obvious that some additions and clarifications are needed in specifications, to avoid that the hard handover fails due to non-synchronised HFNs (COUNT-Cs) in UE and UTRAN.  

To eliminate the problems listed above, it seems straightforward to apply the same principles as is already specified for ciphering of TM radio bearers at handover from another RAT (see 25.331, subclause 8.3.6.3). The steps of this principle can be summarised as (described from the UE point of view):

After UE has established on the new configuration, UE shall

1. set the HFN component of the COUNT-C for TM radio bearers to zero, but not increment the value of the HFN component of the COUNT-C variable at each CFN cycle; 

2. include the IE "COUNT-C activation time" in the response message and specify a CFN value;

3. include the IE "START list" in the response message; 

4. at the CFN value as indicated in the response message in the IE "COUNT-C activation time":
-
set the HFN component of the COUNT-C variable to the START for the relevant CN domain; 
-
set the remaining LSBs of the HFN component of COUNT-C to zero;
-
increment the HFN component of the COUNT-C variable by one;
-
step the COUNT-C variable, as normal, at each CFN value. The HFN component is no longer fixed in value but incremented at each CFN cycle.

4.
Proposal

If this principle can be agreed, appropriate CR for 25.331 will be provided.
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