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Introduction:

As input for the ciphering and the integrity algorithm the COUNT-C / COUNT-I values are maintained on UE and UTRAN side. The COUNT-C value is a 32 bit variable that is for UM and AM RBs composed of the SN which give the 7/12 LSB and the HFN component which equals to the resting MSBs. At beginning of ciphering and at change of the domain / keys the HFN component is initialised either to zero or with a START value as the MSB of the HFN and the LSB of the HFN are set to 0. The COUNT-I values are used for integrity and are composed of a HFN component and a RRC SN of 4 bit. 

Scenario

The moment of the initialisation of the COUNT-C / COUNT-I value is important in order to guarantee synchronisation between UTRAN and the UE. The initialisation for the SRBs is done by means of the security mode command. It is important to use uplink and downlink activation times, even for the first initialisation of the COUNT-C values, and for subsequent initialisations of COUNT-C and COUNT-I values.

As an example consider the initialisation of a COUNT-C value of the UM RB with a START value 0.

1. The SN of the uplink COUNT-C of the UM RB is 127 in both UE and UTRAN.

2. The RNC sends the security mode command to the UE

3. The RNC initialzes the uplink COUNT-C value of the UM RB to 127

4. The UE sends a measurement report on UM to the RNC increasing the SN of the SRB to 1 (2 PDUs sent)

5. The UE receives the security mode command and initializes the COUNT-C value for the UM RB to 1.

6. The RNC receives the measurement report and increases the COUNT-C value to 129.

Clearly the UE and the RNC are desynchronised. Therefore it is proposed to clarify that the UE shall use the activation times in order to initialize the COUNT-C and COUNT-I values.

Proposal

It is proposed to agree the following CR.
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Risk for desynchronisation of ciphering at initialisation of HFNs.
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It is clarified at which point in time the UE will initialise the HFNs for integrity and ciphering for the signaling radio bearer
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 8.1.12.3
Reception of SECURITY MODE COMMAND message by the UE

Upon reception of the SECURITY MODE COMMAND message, the UE shall:

-
if the IE "Ciphering mode info" and the IE "Integrity protection mode info" are both not included in the SECURITY MODE COMMAND:

-
set the variable INVALID_CONFIGURATION to TRUE.

-
if the IE "Security capability" is the same as indicated by variable UE_CAPABILITY_TRANSFERRED, and the IE "GSM security capability" (if included in the SECURITY MODE COMMAND) is the same as indicated by the variable UE_CAPABILITY_TRANSFERRED:

-
set the variable LATEST_CONFIGURED_CN_DOMAIN equal to the IE "CN domain identity";


· :

-
if the IE "Ciphering mode info" is included and the IE ”Radio bearer downlink ciphering activation time info” or if the IE “Ciphering activation time for DPCH”is included at the specified activation time use the value "START" in the most recently sent IE "START list" or IE "START" that belongs to the CN domain as indicated in the IE "CN domain identity" to initialise:
-
the hyper frame numbers for all downlink COUNT-C values for the signalling radio bearers; while

-
setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the START for that CN domain;

setting the remaining bits of the hyper frame numbers equal to zero.
· if the IE “Integrity protection mode info" is included and the IE “RRC message sequence number list” is included use the value "START" in the most recently sent IE "START list" or IE "START" that belongs to the CN domain as indicated in the IE "CN domain identity" to initialise at the activation time:

-
the hyper frame numbers for all downlink COUNT-I values for the signalling radio bearers; while

-
setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the START for that CN domain;

-
setting the remaining bits of the hyper frame numbers equal to zero.
· if the IE “Integrity protection mode info" is included and the IE “RRC message sequence number list” is not included use the value "START" in the most recently sent IE "START list" or IE "START" that belongs to the CN domain as indicated in the IE "CN domain identity" to initialise:

-
the hyper frame numbers for all downlink COUNT-I values for the signalling radio bearers; while

-
setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the START for that CN domain;

-
setting the remaining bits of the hyper frame numbers equal to zero.
-
set the IE "RRC transaction identifier" in the SECURITY MODE COMPLETE message to the value of "RRC transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table "Accepted transactions" in the variable TRANSACTIONS; and

-
clear that entry;

-
if the SECURITY MODE COMMAND message contained the IE "Ciphering mode info":

-
perform the actions as specified in subclause 8.6.3.4.

-
if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info":

-
perform the actions as specified in subclause 8.6.3.5.

-
prior to sending the SECURITY MODE COMPLETE message:
-
use the old ciphering configuration for this message;

-
if the SECURITY MODE COMMAND message contained the IE "Ciphering mode info":

-
include the IE "Radio bearer uplink ciphering activation time info".

-
if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info":

-
include the IE "Uplink integrity protection activation info".

-
start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from and including the transmitted SECURITY MODE COMPLETE message;

-
transmit the SECURITY MODE COMPLETE message on the uplink DCCH in AM RLC;

-
when the successful delivery of the SECURITY MODE COMPLETE message has been confirmed by RLC:

-
if the SECURITY MODE COMMAND message contained the IE "Ciphering mode info":

-
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;
-
initialise the hyper frame numbers for all uplink COUNT-C values for the signalling radio bearers at the activation time as set in the IE "Radio bearer uplink ciphering activation time info"; while

-
setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the START for that CN domain;

-
setting the remaining bits of the hyper frame numbers equal to zero.
-
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

-
if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info":

-
allow the transmission of RRC messages on all signalling radio bearers with RRC SN greater than or equal to the value in the "RRC message sequence number list" indicated for each signalling radio bearer in the IE "Uplink integrity protection activation info" of the response message;
-
initialise the hyper frame numbers for all uplink COUNT-I values for the signalling radio bearers at the activation time as set in the IE "Radio bearer uplink ciphering activation time info"; while

-
setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the START for that CN domain;

-
setting the remaining bits of the hyper frame numbers equal to zero.
-
set "Uplink RRC Message sequence number" for signalling radio bearer RB0 in the variable INTEGRITY_PROTECTION_INFO to a value such that next RRC message to be sent on uplink RB0 will use the new integrity protection configuration;
-
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.

-
notify upper layers upon change of the security configuration;

-
and the procedure ends.

-
if the IE "Security capability" is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, or the IE "GSM security capability" (if included in the SECURITY MODE COMMAND) is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, or if the IE "GSM security capability" is not included in the SECURITY MODE COMMAND and is included in the variable UE_CAPABILITY_TRANSFERRED:

-
release all its radio resources;

-
indicate the release of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

-
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

-
clear the variable ESTABLISHED_RABS;

-
enter idle mode;

-
perform actions when entering idle mode as specified in subclause 8.5.2;

-
and the procedure ends.
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