Page 4



3GPP TSG-RAN WG2 meeting #27
R2- 020288
February 18th – 22nd, 2002





Orlando, Florida

Agenda item:
6.13

Source: 
Alcatel

Title: 
Security at CN domain switch 

Document for:

Discussion, Decision

Introduction:

At the RAN2 meeting 25 in Makuhari a security problem has been identified when the CN domain from which ciphering keys are used is changed from domain A to domain B and back to domain A without releasing the RRC connection, and without re transmitting START values for domain A after releasing domain A. A liaison has been sent to S3 for this topic [1].

Scenario

The scenario is shown in the figure 1 below:

1.

A RRC connection has been established, and ciphering (and integrity) has been started, and a RAB has been established with one ciphered u-plane RB, and ciphered SRBs. All COUNT-C values for all SRB/RBs have been initialised with the START value (that had been transmitted in the RRC connection setup complete) of the PS domain. Control/user plane data has been transmitted and the COUNT-C values have increased. The figure represents the Uplink COUNT-C values of the PDU with the highest COUNT-C value transmitted.

2.

An Iu connection is established, and a SMC command is transmitted in order to switch the SRBs to the CS domain (cipher them with the CS-Ck). In order to do so the COUNT-C values need to be re-initialised at the moment where the CS-Ck will be used. Since the START-CS value is different from the START-PS value (in the example it is chosen lower, but it could also be higher) the COUNT-C values will be initialised with the START-CS at the activation time (this is a similar behaviour to when they are reset to 0 because a new Ck is available.). The PS u-plane RB will still continue and will still be ciphered with the Ck-PS.

3.

When the activation time is reached for each SRB the HFN of the COUNT-C is set to the START-CS, and the CK-CS is used for ciphering.

4.

The RB 7 which carries u-plane traffic will be released. UTRAN specifies the activation time (in CFN) when the RB shall be released, or the default value now will be set. The UE will stop transmitting on that RB at the specified CFN if the activation time is set, or stop on processing of the RB release message. If the last PDUs transmitted by the UE are lost, the highest COUNT-C value that the UE knows, and the highest COUNT-C value that the UTRAN knows for uplink transmission are different. If the HFN part of the UE value is different from the one that UTRAN knows this will mean that UTRAN and UE will be desynchronised. Keep in mind that this is true for UM RBs as well as for AM RBs, since clearly, AM and UM RBs can be released before data transmission has finished. This is important if the HFN part of the UTRAN/UE COUNT-C values are different!

5.

After releasing the RAB and the Iu connection for PS nothing is left from PS except the START value that the UE/UTRAN memorise (this is supposed to be the current behaviour). When a new Iu connection is started to the PS domain the same as in step 2/3 applies i.e. an activation time is chosen in the security mode complete, and at the activation time the HFN part of the COPUNT-C values need to be initialised with the START-CS values. 

6.

If the new START-PS value that will be used for the PS connection is calculated taking into account the old user plane RB, as shown in the figure UTRAN and UE will not be synchronised. The COUNT-C values for the different SRBs need to be re-initialised before using the CK-PS, since else the CK-PS would be used with a COUNT-C value that has already been used for ciphering for PS.
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Figure 1: Scenario

Possible solutions:

I.

Store the uplink HFN that the SRBs would have had (or had if the activation time has expired) at the activation time of the security mode command from CS as shown in step 2 and use these values for initialising the HFN part of only the SRBs in consecutive Iu connections to PS. For user plane RBs a START value is transmitted with the RB setup message from the UE to the UTRAN so that there will be no ambiguity.

Advantage: No changes to current messages

Disadvantage: It is not possible for UTRAN to know whether the mobile uses this method or the former one, i.e. not backwards compatible.

II.

Any variation from 1, like calculating a START for the SRBs based on the HFNs for the SRBs at the activation time as shown in step 2

III.

Add a start value in the initial direct transfer message as an optional IE in a non-critical extension. The UE may transmit the START value for the new Iu connection always, or only if the START value for this CN domain is different from the latest transmitted START value for that domain, e.g. in the RRC connection setup complete, a Cell Update message etc.

Advantage: Since the UE sends the new START value in the non-critical extension, by doing so it is clear for the UTRAN that the corresponding CR has been implemented. The meaning of the START value is not changed, i.e. no “START for SRBs” is needed. No risk for reusing a COUNT-C value exists. The action for UTRAN is similar to the first security mode command, or to the security mode command that is used for changing the keys during an Iu connection.

Disadvantage: ASN.1 change, not backwards compatible.

Recommendation:

As in either way the resolution of this problem will be not backwards compatible, the preferred solution is III, since it permits a possible handling for UTRAN with UEs integrating / not integrating this change. If a UE implements the change and the UTRAN doesn’t, all proposed solutions will not be backwards compatible. It is proposed to agree to the CR proposed in R2-020290 and merge it evtl. in the general security CR.
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