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Reason for change:
( 

It is not clear which CFN to use for ciphering when the TTI consists of 2,4,8 frames.






Summary of change:
(

1) It is clarified that the first CFN of the TTI shall be used for ciphering in the whole TTI. This is inline with Section 8.5.8 of 25.331

2) It is clarified that an activation time that is set in the middle of a TTI shall be applied at the beginning of the next TTI that is common to all the transport channels that are multiplexed onto the same CCTrCh. This is stated in 25.331 for DL activation times but not for UL activation times.

Impact analysis:

Impacted functionality: Setting of activation times for ciphering 

Correction to a function where the specification was unclear. Would not affect implementations behaving like indicated in the CR, would affect implementations supporting the corrected functionality otherwise. 

If the UE does not implement the change, but the UTRAN does, a change of ciphering parameters may be applied at different CFNs in UE and UTRAN. This may lead to a lost TTI on TM RBs.

If the UTRAN does not implement the change, but the UE does, a change of ciphering parameters may be applied at different CFNs in UE and UTRAN. This may lead to a lost TTI on TM RBs.

In both cases there is a small risk that the activation time is exactly at a CFN wrap-arounf border. In that case the HFN may get out of sync between UTRAN and UE leading to ciphering failure. 
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(

not approved:
Potential loss of one TTI data for TM RBs when ciphering is started/modified. In rare cases the HFN may be unsynchronised, leading to ciphering failure.
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11.5
Ciphering

The ciphering function is performed in MAC (i.e. only in MAC-d) if a radio bearer is using the transparent RLC mode. The data unit that is ciphered is the MAC SDU and this is shown in Figure 11.5.1 below.


[image: image1.wmf]MAC SDU

C/T

UE-Id

MAC header

MAC SDU

TCTF

UE-Id

type

Ciphering Unit


Figure 11.5.1: Ciphering unit for a MAC PDU

The ciphering algorithm and key to be used are configured by upper layers [7] and the ciphering method shall be applied as specified in [10].

The parameters that are required by MAC for ciphering are defined in [10] and are input to the ciphering algorithm. The parameters required by MAC which are provided by upper layers [7] are listed below:

-
MAC-d HFN (Hyper frame number for radio bearers that are mapped onto transparent mode RLC)

-
BEARER (Radio Bearer ID)

-
CK (Ciphering Key)
If the TTI consists of more than one 10 ms radio frame, the CFN of the first radio frame in the TTI shall be used as input to the ciphering algorithm for all the radio frames in the TTI.
If the activation time indicated by higher layers for start or stop of ciphering or change of ciphering parameters is not the first CFN in a TTI common to all the transport channels that are multiplexed onto the same CCTrCh, the activation time shall be applied at the first CFN in the following TTI common to all the transport channels that are multiplexed onto the same CCTrCh .  
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