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1.

Introduction

At RAN WG2 #25 many open issues relating to security were discussed and resolved, in this document the remaining issues are presented with accompanying information to facilitate the discussion..  The previously concluded issues have been marked <Closed> in this document, if further information is required the final comments/status on these items can be found in R2-012762.

2. Open Issues

2.1 (Nokia)

START Value Calculation

<Closed>

2.2 (Nokia)

Processing of IE Integrity Protection Mode Info depending on received message

<Closed>

2.3 (ASUSTeK)
Ciphering Status Checking for New Security Key
<Closed>

2.4 (ASUSTeK)
Exception of RRC Message Sequence Numbering
<Closed>

2.5 (ASUSTeK)
Superfluous Actions in Section 8.5.10.1 Integrity protection in downlink
<Closed>

2.6 (ASUSTeK)
Associated CN Domain for START Values in section 8.6.4.3 “RB information to setup”
<Closed>

2.7 (ASUSTeK)
Associated CN Domain for START Values in section 8.6.4.1 “Signalling RB information to setup list”

<Closed>

2.8 (ASUSTeK)
Associated CN Domain for START Values in section 8.6.4.8 “RB mapping info” and 8.6.5.1 “Transport Format Set”

<Closed>

2.9 (ASUSTeK)
Affected CN Domain of Ciphering mode info

<Closed>

2.10 (ASUSTeK)
CN Domain Switching for SRB
<Covered in 2.29?>
Problem Description: There are several issues on CN domain switching for signalling radio bearers to be clarified. To describe these issues let consider the following scenario (originally raised by Ainkaran).

1) Setup RRC connection and CS signalling connection

2) SMC from CS domain for both integrity and ciphering

( SRBs are ciphering with CKCS and integrity protected with IKCS.

3) Setup CS RAB

( RBs associated with the CS domain are ciphered with CKCS
4) Setup PS signalling connection

5) SMC from PS domain for integrity only

( SRBs are not ciphered and integrity protected with IKPS.
6) Setup PS RAB
( RBs associated with the PS domain are not ciphered.
Issue 1. In the current specification (Joint CR) only the HFNs of the SRBs for the first CN domain can be initialized. The HFNs for the second CN domain cannot be initializaed.

Issue 2. From the above scenario it is clear that when the CN domain for SRBs switches, the IE “Integrity protection mode info” should be included in SMC message. Similarly if the CN domain for SRBs switches and the ciphering status of the previous CN domain for the SRBs is started, the IE “Ciphering mode info” should be included in SMC message. Otherwise, the security configuration should be considered as invalid.

Issue 3. In step (5) the CN domain for SRBs switches from CS to PS. In this case both IE “Ciphering mode info” and IE “Integrity protection mode info” should be included in SMC message. But the IE “Ciphering mode command” in IE “Ciphering mode info” is mandatory, what should this IE be set to, “stop” or “start/restart”?

It seems to me there are two alternatives:

(1) Set the IE “Ciphering mode command” to “stop” or

(2) Change the IE “Ciphering mode command” to optional and do not include this IE for this case. Just include the ciphering activation time for SRBs to stop ciphering.

Alternative (1) will be considered as an invalid configuration and be rejected in the current specification since ciphering for PS domain has not been started.

Alternative (2) seems feasible.

Proposed Changes:

<Removed>
Conclusion (at WG2#25):

It has been concluded that ciphering will be stopped and started if switching from one domain to another where, in one domain ciphering is active and in the other inactive.  It should be confirmed that this is already covered in the CR.
Another related issue was raised about the initialisation of COUNT-I values, this was already included in open issue 2.29 and would be discussed there.

2.11 (Motorola)
Simultaneous reconfiguration

<Closed>

2.12 (Motorola)
Concept of “current start value”

<Closed>

2.13 (Motorola)
Handling of IE “Downlink counter synchronisation info”

<Closed>

2.14 (Motorola)
Definition of “new key”

<Closed>

2.16 (Lucent Technologies)

Storing START value in USIM upon entering idle mode

<Closed>

2.17 (Lucent Technologies)

Timing of sending SECURITY MODE COMPLETE to the CN

<Closed>

2.18 (Lucent Technologies)

Mis-timing between the UE and UTRAN for suspension

<Closed>

2.19 (Lucent Technologies)

Setting PROTOCOL_ERROR_REJECT back to FALSE

<closed>

In section 8.1.12.6, we have the following text:

8.1.12.6
Invalid SECURITY MODE COMMAND message

If the SECURITY MODE COMMAND message contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall perform procedure specific error handling as follows:

However, the subsequent text does not set the variable PROTOCOL_ERROR_REJECT  to FALSE at the end of the procedure.    This raises the following issues:

1. Section 8.1.12.6 is missing text to specify the resetting of variable PROTOCOL_ERROR_REJECT back to FALSE.

The end of the section could be altered as follows to produce this change:

-
when the successful delivery of the SECURITY MODE FAILURE message has been confirmed by RLC:

-
continue with any ongoing processes and procedures as if the invalid SECURITY MODE COMMAND message has not been received;

- 
set the variable PROTOCOL_ERROR_REJECT to FALSE

-
and the procedure ends.

Conclusion (WG2 #25):

It was correct that the variable is currently not being reset but this issue is not restricted to this message.  The correction would be made in 13.4.18.  This will be added to the CR.

Status (12 Feb 2002): The variable is always set to FALSE at reception of any RRC message. Issue closed
2.20 (Lucent Technologies)
Setting of HFNs to 0 in UTRAN in case of new keys:
<Closed>

2.21 (Lucent Technologies)
8.1.12.4b: Cell Update during Security reconfiguration:

Not believed to be an issue anymore – proposal is to close
Prior to sending SECURITY MODE COMMAND for a given domain, UTRAN shall suspend all AM/UM bearers for that CN domain.   With respect to section 8.1.12.4b (Cell update procedure during security reconfiguration), if CELL UPDATE occurs during the SRB/RBs suspension, UTRAN cannot respond with CELL UPDATE CONFIRM. This is because CELL UPDATE CONFIRM is on UM mode on RB0.  This raises the following issue:

1. 25.331 does not specify the UTRAN behavior for resumption of SRB/RBs in the case of Cell Update during security reconfiguration.   

It thus needs to be specified that UTRAN shall resume transmission upon reception of SECURITY MODE FAILURE message.   The following text could be added to the end of the section:

Upon receptoin of Security Mode Failure message, the UTRAN shall:

-
abort the ongoing integrity and/or ciphering reconfiguration;

-
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;

Note: it may also be necessary to specify additional UTRAN behavior as well, analogous to that specified for UE behavior in section 8.1.12.4b, e.g., setting variables to FALSE, etc.;

Conclusion (WG2 #25):

This correction needs to be done and will be made in the joint CR.  The proposed text contains a should, that should be a shall.

Ericsson CR on 8.1.12.4b to be checked against this.

2.22 (Lucent Technologies)

Suspension of RBs definition:

<Closed>

2.23 (Nortel Networks)
Issue#2
(Subsections 8.2.2.3 and 10.2.34)
<Closed>

2.24 (Nortel Networks)
Issue#3 Addition of subsequent TM RBs (Subsection 8.2.2.3)

<Closed>

2.25 (Nortel Networks)
Issue#4
START Value Calculation (Subsection 8.5.9)
Description of the Issue:

It needs to be clarified that COUNT-C corresponding to non ciphered RB should NOT be included in the START value calculation.

Proposed Changes (based on Security CR v4.0):

8.5.9
START value calculation

In connected mode, the START value for CN domain 'X' is calculated as

Let STARTX = the START value for CN domain 'X' prior to the calculation below:


STARTX' = MSB20 ( MAX {COUNT-C, COUNT-I | radio bearers and signalling radio bearers with the most recently configured CKX and IKX}) + 1.

-
if STARTX'= the maximum value = 1048575 then STARTX = STARTX';

-
if the current STARTX < STARTX' then STARTX = STARTX', otherwise STARTX is unchanged.

NOTE 1: Here, “most recently configured” means that if there are more than one key in use for a CN domain, due to non expiry of the ciphering and/or integrity protection activation time for any signalling radio bearers and/or radio bearers, do not include the COUNT-I/COUNT-C for these signalling radio bearers and/or radio bearers in the calculation of the START X'
.
NOTE 2: COUNT-C corresponding to non-ciphered radio bearers using RLC-AM or RLC-UM shall not be included in the calculation of the STARTX'.
Conclusion (at WG2 #25):

It was discussed that if RBs have been running without ciphering, and then ciphering is started the HFN will need to be reset to a (to be decided) START.  It was eventually concluded that non-ciphered RB should contribute to the START calculation although the current formula excludes them when they are not ciphered.  It was also thought unusal that RBs would be setup without ciphering and it would then be started at a later stage.  The issue is not agreed and we may need to identify the Senarios to send to S3.

Nortel will prepare a LS to send to S3

Status (12 Feb 2002): Current assumption is that unciphered RBs shall not contribute to the START value calulation. However, when a ciphered RB is released, the COUNT-C at the time of release shallbe considered in the START calulation. Proposal included in CR R2-02304. Proposal to close the issue
2.26 (Nortel Networks)
Issue#5
Security Mode Command (Subsection 8.6.3.4)

<Closed>

2.27 (Security CR Discussion)
Unecessary sending of IE “START List”

<Closed>

2.28 (Security CR Discussion)
Locally calculated START in RNC
Linked to 2.29
6.4.8 in 33.102 states ME and UE must both maintain START values.  If  good radio conditions prevail they shold not go out of sync.  We must solve what happens when there are bad radio conditions, syncronisation may be lost, and UE must send START list to UTRAN.

Conclusion (WG2 #25):

Connected with 2.29.  These will be considered further offline.
2.29 (Security CR Discussion)
START of Integrity for second CN domain
When integrity has been started for first CN domain, when we then start integrity foir the second CN domain how should COUNT-I (and COUNT-C) be handled.

Conclusion (WG2 #25):

There was a lengthy discussion on ths topic .

Alcatel will draft a LS to S3 on this topic
2.30 (Security CR Discussion)
How do we restart Ciphering for TM bearers when moving from CELL_FACH to CELL_DCH

<Closed>

2.31 (Security CR Discussion)
Which messages can stop Ciphering

<Closed>

2.32 (Security CR Discussion)
Stopping of Ciphering for  both CN domains
In the case of SRNS Relocation it may be required to stop Ciphering for both CN Domains.  The currect assumption is that security reconfiguration only ever concern one CN domain so how do we handle this case.

Status (12 Feb 2002): Not discussed
2.33 (Security CR Discussion)
Starting the incremeanting of COUNT-C for TM RB

<Closed>

2.34 (Security CR Discussion)
Syncronisation of activation times
On a tranisition from CELL_FACH to CELL_DCH states it is unclear how RLC-TM radio bearers should be handled if there is a gap between DPCH activation time and COUNT-C activation time.  The obvious options are:

1. Send unciphered data.  Is there a security risk in send an amount of data unprotected.

2. Send ciphered data.  UTRAN may not be able to decipher and it will be rejected but at least it would be protected.

3. Send no data.  A temporary block on tranmission could be impossed until the the ciphering activation time is reached.

Conclusion (at WG2 #25):

Option 1 is not possible.  Option 3 is allowed.  A final decision is to be left open.
Status (12 Feb 2002): This was discussed on email but no consensus was reached.The simplest is to not send data during in this case which would mean that the TM RB setup is slightly delayed. Other solutions are possible (like for HO from GSM) but are more complex.
2.35 (Security CR Discussion)
How do we handle the case when activations times elapse in DL but not UL
A senario has been identified where different UL and DL security configurations are possible.  This would present a problem if the UE is only required to store two configuration per RB, but can be considered handled if the UE is required to store two configuration oer RB and per direction.  This would mean a total of 4 configurations per RB.

Conclusion (at WG2 #25):

No further information was available.  Must be left open
Status (12 Feb 2002): This was discussed on email but no consensus was reached.

2.36 (Security CR Discussion)
Is “suspension” of SRB required during integrity reconfiguration?  

<Closed>

2.37 (Security CR Discussion)
Which START value should be used when setting up RB 4
If only RB 1,2 and 3 are setup during RRC connection establishment, and then security is started it is clurrently unclear which START value will be used to initialise COUNT values if RB 4 is setup.  In this case SETUP COMPLETE response does not contain the START value.

Conclusion (at WG2 #25):

Accepted.  We must include the START value in the response message.

The possible problems with this solution were discussed and it was felt that Sept01 and Dec01 Ues and networks would interwork:

Solution1

Sept01 UE/Dec01 NW – UE uses local START value and does not send it in the COMPLETE message.  UTRAN will use it’s own locally used START value.

Dec01 UE/Sept01 NW – UE uses local START value and sends it to the NW in the COMPLETE message.  NW ignores the START value and uses locally calculated START.

This would also require a should on UTRAN to prevent it from sending a SETUP message for SRB4 of one domain and RB of another.

Solution2

The other alternative would be to use START list so that both START values can be sent.

During the discussions Solution1 looked preferable but the solution has been left open to give time to check if there are issues relating to handover form GSM that might require the behaviour that would be excluded.

Status (12 Feb 2002): A draft text is written on the assumption that the START value is included in the RB SETUP COMPLETE for this case. See CR R2-020304. Proposal is to close the issue.
2.38 (Lucent Technologies)
Initialising HFNs when only integrity is done
Currently, section 8.1.12.2.1 (Ciphering configuration change) contains text describing initalisation of HFNs prior to sending SMC.  However, section 8.1.12.2.2 (Integrity protection configuration change) does not contain any such text.   Since ciphering is optional, this text should be in 8.1.12.2.2 as well.

Conclusion (at WG2 #25):

Agreed.  This will be included in the CR

Status (12 Feb 2002): A draft text on 8.1.12.2.2 is included in the CR R2-020304. Proposal is to close the issue.
2.39 (Lucent Technologies)
New ciphering and integrity protection keys text on integrity protection in the uplink

<Closed>

2.40 (Security Drafting Group) TM SRB in Rel4
Sections relating to TM SRB have been removed from R99 during the creation of the CR. For the REL4 shadow it is not as simple as just replacing these sections as in places they now conflict with new text.  In addition during discussions the issues for TM SRB were not discussed.

It is proposed to study TM SRB issues and reintroduce them into the Security sections of the REL4 spec in a structured and correct manner.  This work should be done for the February meeting and should be in a CR only on this topic (i.e. REL4 CR only).

Status (12 Feb 2002): No work has been done
2.41 (ASUSTeK) IE "Integrity protection mode command" set to “Modify” in RRC messages other than the SECURITY MODE COMMAND 

Problem Description:

According to 8.6.3.5 the IE "Integrity protection mode command" set to “Modify” can only be included in the SECURITY MODE COMMAND message. However, in section 8.2.2.3, 8.3.1.6, 8.3.3.3, and 8.3.4.3 there are some statements for the UE to include the IE "Uplink integrity protection activation info" in the response message if the IE "Integrity protection mode command" is set to "Modify". So these statements should be deleted.

Proposed Changes:

8.2.2.3
Reception of RADIO BEARER SETUP or RADIO BEARER RECONFIGURATION or RADIO BEARER RELEASE or TRANSPORT CHANNEL RECONFIGURATION or PHYSICAL CHANNEL RECONFIGURATION message by the UE

…



…

8.3.1.6
Reception of the CELL UPDATE CONFIRM/URA UPDATE CONFIRM message by the UE

…




…

8.3.3.3
Reception of UTRAN MOBILITY INFORMATION message by the UE

…



…

8.3.4.3
Reception of an ACTIVE SET UPDATE message by the UE

…



…

Status (12 Feb 2002): These statements are deleted in the CR R2-020304. Proposal is to close the issue
2.42 (ASUSTeK) IE “RB mapping info” in system information not causing AM RLC size change
Problem Description:

Since the IE “RB mapping info” included in IE “Predefined RB configurations” in system information is used for Inter-RAT handover to UTRAN, there is no AM RLC size change involved in this situation. So the case of HFN setting for the IE “RB mapping info” included in system information as AM RLC size changes in section 8.6.4.8 should be deleted.

Proposed Changes:

8.6.4.8
RB mapping info

If the IE "RB mapping info" is included, the UE shall:

-
for each multiplexing option of the RB:
-
if a transport channel that would not exist as a result of the message (i.e. removed in the same message in IE "Deleted DL TrCH information" and IE "Deleted UL TrCH information") is referred to:

-
set the variable INVALID_CONFIGURATION to TRUE.

-
if a multiplexing option that maps a logical channel corresponding to a TM-RLC entity onto RACH, CPCH, FACH or DSCH is included:

-
set the variable INVALID_CONFIGURATION to TRUE.

-
if the multiplexing option realises the radio bearer on the uplink (resp. on the downlink) using two logical channels with different values of the IE "Uplink transport channel type" (resp. of the IE "Downlink transport channel type"):

-
set the variable INVALID_CONFIGURATION to TRUE.

-
if that RB is using TM and the IE "Segmentation indication" is set to TRUE and, based on the multiplexing configuration resulting from this message, the logical channel corresponding to it is mapped onto the same transport channel as another logical channel:

-
set the variable INVALID_CONFIGURATION to TRUE.

-
if the transport channel considered in that multiplexing option is different from RACH and if that RB is using AM and the set of RLC sizes applicable to the logical channel transferring data PDUs has more than one element:

-
set the variable INVALID_CONFIGURATION to TRUE.

-
if that RB is using UM or TM and the multiplexing option realises it using two logical channels:

-
set the variable INVALID_CONFIGURATION to TRUE.

-
for each logical channel in that multiplexing option:

-
if the value of the IE "RLC size list" is set to "Explicit list":

-
if a "Transport format set" for the transport channel this logical channel is mapped on in this multiplexing option is included in the same message, and the value (index) of any IE "RLC size index" in the IE "Explicit list" does not correspond to an "RLC size" in the IE transport format set of that transport channel given in the message; or

-
if the transport channel this logical channel is mapped on in this multiplexing option is different from RACH, and if a "Transport format set" for that transport channel is not included in the same message, and the value (index) of any IE "RLC size index" in the IE "Explicit list" does not correspond to an "RLC size" in the stored transport format set of that transport channel; or

-
if a "Transport format set" for the transport channel this logical channel is mapped on in this multiplexing option is included in the same message, and the value of any IE "Logical channel list" in the transport format set is not set to "Configured"; or

-
if a "Transport format set" for the transport channel this logical channel is mapped on in this multiplexing option is not included in the same message, and the value of any IE "Logical channel list" in the stored transport format set of that transport channel is not set to "Configured":

-
set the variable INVALID_CONFIGURATION to TRUE.

-
if the value of the IE "RLC size list" is set to "All":

-
if a "Transport format set" for the transport channel this logical channel is mapped on in this multiplexing option is included in the same message, and the value of any IE "Logical channel list" in the transport format set is not set to "Configured"; or

-
if a "Transport format set" for the transport channel this logical channel is mapped on in this multiplexing option is not included in the same message, and the value of any IE "Logical channel list" in the stored transport format set of that transport channel is not set to "Configured":

-
set the variable INVALID_CONFIGURATION to TRUE.

-
if the value of the IE "RLC size list" is set to "Configured":

-
if a "Transport format set" for the transport channel this logical channel is mapped on in this multiplexing option is included in the same message, and for none of the RLC sizes defined for that transport channel in the "Transport format set", the "Logical Channel List" is set to "All" or given as an "Explicit List" which contains this logical channel; or

-
if a "Transport format set" for the transport channel this logical channel is mapped on in this multiplexing option is not included in the same message, and for none of the RLC sizes defined in the transport format set stored for that transport channel, the "Logical Channel List" is set to "All" or given as an "Explicit List" which contains this logical channel:

-
set the variable INVALID_CONFIGURATION to TRUE.

-
if, as a result of the message this IE is included in, several radio bearers can be mapped onto the same transport channel, and the IE "Logical Channel Identity" was not included in the RB mapping info of any of those radio bearers for a multiplexing option on that transport channel or the same "Logical Channel Identity" was used more than once in the RB mapping info of those radio bearers for the multiplexing options on that transport channel:

-
set the variable INVALID_CONFIGURATION to TRUE.

-
delete all previously stored multiplexing options for that radio bearer;

-
store each new multiplexing option for that radio bearer;

-
select and configure the multiplexing options applicable for the transport channels to be used;

-
if the IE "Uplink transport channel type" is set to the value "RACH":

-
refer the IE "RLC size index" to the RACH Transport Format Set of the first PRACH received in the IE "PRACH system information list" received in SIB5 or SIB6.
-
determine the sets of RLC sizes that apply to the logical channels used by that RB, based on the IEs "RLC size list" and/or the IEs "Logical Channel List" included in the applicable "Transport format set" (either the ones received in the same message or the ones stored if none were received); and

-
in case the selected multiplexing option is a multiplexing option on RACH:

-
ignore the RLC size indexes that do not correspond to any RLC size within the Transport Format Set stored for RACH.

-
if RACH is the transport channel to be used on the uplink, if that RB has a multiplexing option on RACH and if it is using AM:

-
apply the largest size amongst the ones derived according to the previous bullet for the RLC size (or RLC sizes in case the RB is realised using two logical channels) for the corresponding RLC entity.

-
if that RB is using AM and the RLC size applicable to the logical channel transporting data PDUs is different from the one derived from the previously stored configuration:

-
re-establish the corresponding RLC entity;
-
configure the corresponding RLC entity with the new RLC size;

-
for the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS for all radio bearers; and
-
for the CN domain as indicated in the IE "CN domain identity" in the variable LATEST_CONFIGURED_CN_DOMAIN for all signalling radio bearers:
-
if the IE "Status" in the variable CIPHERING_STATUS of this CN domain is set to "Started":



-
if this IE was included in CELL UPDATE CONFIRM:

-
set the HFN values for the corresponding RLC entity equal to the value of the IE "START" included in the latest transmitted CELL UPDATE message for this CN domain.

-
if this IE was included in a reconfiguration message:

-
set the HFN values for the corresponding RLC entity equal to the value of the IE "START" that will be included in the reconfiguration complete message for this CN domain.

-
if that RB is using UM:

-
indicate the largest applicable RLC size to the corresponding RLC entity.

-
configure MAC multiplexing according to the selected multiplexing option (MAC multiplexing shall only be configured for a logical channel if the transport channel it is mapped on according to the selected multiplexing option is the same as the transport channel another logical channel is mapped on according to the multiplexing option selected for it);

-
configure the MAC with the logical channel priorities according to selected multiplexing option;

-
configure the MAC with the set of applicable RLC Sizes for each of the logical channels used for that RB;
-
if there is no multiplexing option applicable for the transport channels to be used:

-
set the variable INVALID_CONFIGURATION to TRUE.

-
if there is more than one multiplexing option applicable for the transport channels to be used:

-
set the variable INVALID_CONFIGURATION to TRUE.

In case IE "RB mapping info" includes IE "Downlink RLC logical channel info" but IE "Number of downlink RLC logical channels" is absent, the parameter values are exactly the same as for the corresponding UL logical channels. In case two multiplexing options are specified for the UL, the first options shall be used as default for the DL. As regards the IE "Channel type", the following rule should be applied to derive the DL channel type from the UL channel included in the IE:

Channel used in UL
DL channel type implied by "same as"

DCH
DCH

RACH
FACH

CPCH
FACH

USCH
DSCH

2.43 (ASUSTeK) Setting IE "START" for AM RLC size change
Problem Description:

It is stated in section 8.6.4.8 that when, if the IE "RB mapping info" which causes AM RLC size change was included in a reconfiguration message, the UE shall set the HFN values for the corresponding RLC entity equal to the value of the IE "START" that will be included in the reconfiguration complete message for this CN domain. But in section 8.2.2.3 there is no statement specifying the setting of START values in the IE "START list" for AM RLC size change. Modifications are required.

Proposed Changes: no solution has been proposed!

2.44 (ASUSTeK) IE “Transport Format Set” in ACTIVE SET UPDATE not causing AM RLC size change
Problem Description: 
Since the IE “Transport Format Set” included in IE “SCCPCH Information for FACH” in ACTIVE SET UPDATE message is for listening to system information on FACH in CELL_DCH state, there is no AM RLC size change involved in this situation. So the case of HFN setting for the IE “Transport Format Set” included in ACTIVE SET UPDATE message as AM RLC size changes in section 8.6.5.1 should be deleted.

Proposed Changes: 

8.6.5.1
Transport Format Set

If the IE "Transport format set" is included, the UE shall:

-
if the transport format set is a RACH TFS received in System Information Block type 5 or 6, and CHOICE "Logical Channel List" has the value "Explicit List":

-
ignore that System Information Block.

-
if the transport format set for a downlink transport channel is received in a System Information Block, and CHOICE "Logical Channel List" has a value different from 'ALL':

-
ignore that System Information Block.

-
if the transport format set for a downlink transport channel is received in a message on a DCCH, and CHOICE "Logical Channel List" has a value different from 'ALL':

-
keep the transport format set if this exists for that transport channel;

-
set the variable INVALID_CONFIGURATION to TRUE.
-
if the value of any IE "RB identity" (and "Logical Channel" for RBs using two UL logical channels) in the IE "Logical channel list" does not correspond to a logical channel indicated to be mapped onto this transport channel in any RB multiplexing option (either included in the same message or previously stored and not changed by this message); or

-
if the "Logical Channel List" for any of the RLC sizes defined for that transport channel is set to "Configured" while it is set to "All" or given as an "Explicit List" for any other RLC size; or

-
if the "Logical Channel List" for any of the RLC sizes defined for that transport channel is set to "All" and for any logical channel mapped to this transport channel, the value of the "RLC size list" (either provided in the IE "RB mapping info" if included in the same message, or stored) is not set to "Configured"; or

-
if the "Logical Channel List" for any of the RLC sizes defined for that transport channel is given as an "Explicit List" that contains a logical channel for which the value of the "RLC size list" (either provided in the IE "RB mapping info" if included in the same message, or stored) is not set to "Configured"; or

-
if the "Logical Channel List" for all the RLC sizes defined for that transport channel are given as "Explicit List" and if one of the logical channels mapped onto this transport channel is not included in any of those lists; or
-
if the "Logical Channel List" for the RLC sizes defined for that transport channel is set to "Configured" and for any logical channel mapped onto that transport channel, the value of the "RLC size list" (either provided in the IE "RB mapping info" if included in the same message, or stored) is also set to "Configured"; or

-
if the IE "Transport Format Set" was not received within the IE "PRACH system information list" and if the "Logical Channel List" for the RLC sizes defined for that transport channel is set to "Configured" and for any logical channel mapped onto that transport channel, the "RLC size list" (either provided in the IE "RB mapping info" if included in the same message, or stored ) is given as an "Explicit List" that includes an "RLC size index" that does not correspond to any RLC size in this "Transport Format Set":

-
keep the transport format set if this exists for that transport channel;

-
set the variable INVALID_CONFIGURATION to TRUE.

-
if the total number of configured transport formats for the transport channel exceeds maxTF:

-
keep the transport format set if this exists for that transport channel;

-
set the variable INVALID_CONFIGURATION to TRUE.
-
if the IE "Transport format set" is considered as valid according to the rules above:

-
remove a previously stored transport format set if this exists for that transport channel;

-
store the transport format set for that transport channel;

-
consider the first instance of the parameter Number of TBs and TTI List within the Dynamic transport format information to correspond to transport format 0 for this transport channel, the second to transport format 1 and so on;

-
if the IE "Transport format Set" has the choice "Transport channel type" set to "Dedicated transport channel":

-
calculate the transport block size for all transport formats in the TFS using the following


TB size = RLC size + MAC header size,

where:

-
MAC header size is calculated according to [15] if MAC multiplexing is used. Otherwise it is 0 bits;

-
'RLC size' reflects the RLC PDU size.

-
if the IE "Transport format Set" has the choice "Transport channel type" set to "Common transport channel":

-
calculate the transport block size for all transport formats in the TFS using the following:


TB size = RLC size.

-
if the IE "Number of Transport blocks" <> 0 and IE "RLC size" = 0, no RLC PDU data exists but only parity bits exist for that transport format;

-
if the IE "Number of Transport blocks" = 0, neither RLC PDU neither data nor parity bits exist for that transport format;

-
configure the MAC with the new transport format set (with computed transport block sizes) for that transport channel;

-
if the RB multiplexing option for a RB mapped onto that transport channel (based on the stored RB multiplexing option) is not modified by this message:

-
determine the sets of RLC sizes that apply to the logical channels used by that RB, based on the IE "Logical Channel List" and/or the IE "RLC Size List" from the previously stored RB multiplexing option.

-
if the IE "Transport Format Set" was received within the IE "PRACH system information list":

-
ignore the RLC size indexes in the stored RB multiplexing option that do not correspond to any RLC size in the received Transport Format Set.

-
if the IE "Transport Format Set" was received within the IE "PRACH system information list", if that RB is using AM and if RACH is the transport channel to be used on the uplink:

-
apply the largest size amongst the ones derived according to the previous bullet for the RLC size (or RLC sizes in case the RB is realised using two logical channels) for the corresponding RLC entity.
-
if the IE "Transport Format Set" was not received within the IE "PRACH system information list", and if that RB is using AM and the set of RLC sizes applicable to the logical channel transferring data PDUs has more than one element:

-
set the variable INVALID_CONFIGURATION to true.

-
if that RB is using AM and the RLC size applicable to the logical channel transporting data PDUs is different from the one derived from the previously stored configuration:

-
re-establish the corresponding RLC entity;

-
configure the corresponding RLC entity with the new RLC size;

-
for the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS for all radio bearers; and
-
for the CN domain as indicated in the IE "CN domain identity" in the variable LATEST_CONFIGURED_CN_DOMAIN for all signalling radio bearers:
-
if this IE was included in system information and if the IE "Status" in variable CIPHERING_STATUS of this CN domain is set to "Started":

-
set the HFN values for the corresponding RLC entity equal to the value of the IE "START" for this CN domain that will be included in the CELL UPDATE message that will be sent before the next transmission.

-
if this IE was included in CELL UPDATE CONFIRM and if the IE "Status" in the variable CIPHERING_STATUS of this CN domain is set to "Started":

-
set the HFN values for the corresponding RLC entity equal to the value of the IE "START" included in the latest transmitted CELL UPDATE message for this CN domain.

-
if this IE was included in a reconfiguration message and if the IE "Status" in the variable CIPHERING_STATUS of this CN domain is set to "Started":

-
set the HFN values for the corresponding RLC entity equal to the value of the IE "START" that will be included in the reconfiguration complete message for this CN domain.



-
if that RB is using UM:

-
indicate the largest applicable RLC size to the corresponding RLC entity.

-
configure MAC with the set of applicable RLC Sizes for each of the logical channels used for that RB.
For configuration restrictions on Blind Transport Format Detection, see [27].

2.45 (ASUSTeK) RBm should be RB2 in section 8.6.3.5
Problem Description: 

In section 8.6.3.5 RBm is defined as the signaling radio bearer on which the message containing the IE "integrity protection mode info" was received. It is clear that all the statements about RBm in this section is under the condition that the IE "integrity protection mode info" was included in SECURITY MODE COMMAND, which is transmitted on RB2. So RBm is exactly RB2. To eliminate the ambiguity it is recommended to replace RBm by RB2.

Proposed Changes:

8.6.3.5
Integrity protection mode info

The IE "Integrity protection mode info" defines the new integrity protection configuration. At any given time, the UE needs to store at most two different integrity protection configurations for all signalling radio bearers, the old and newest integrity protection configurations, per CN domain.

If the IE "Integrity protection mode info" is present and if the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO is set to TRUE, the UE shall:

-
ignore this second attempt to change the integrity protection configuration; and

-
set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to TRUE.

If the IE "Integrity protection mode info" is present and if the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO is set to FALSE, the UE shall:

-
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to TRUE;

-
if IE "Integrity protection mode command" has the value "start" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Not started", and this IE was included in the message SECURITY MODE COMMAND:

-
initialise the information for all signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO according to the following:

-
set the IE "Uplink RRC Message sequence number" in the variable INTEGRITY_PROTECTION_INFO to zero;

-
do not include the IE "Downlink RRC Message sequence number" which is included in the variable INTEGRITY_PROTECTION_INFO.

-
set the IE "Status" in the variable INTEGRITY_PROTECTION_INFO to the value "Started";

-
perform integrity protection on the received message, applying the new integrity protection configuration, as described in subclause 8.5.10.1 by:

-
using the algorithm (UIA [40]) indicated by the IE "Integrity protection algorithm" contained in the IE "Integrity protection mode info";

-
using the IE "Integrity protection initialisation number", contained in the IE "Integrity protection mode info" as the value of FRESH [40].

-
if IE "Integrity protection mode command" has the value "start" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Started" and this IE was not included SECURITY MODE COMMAND:

NOTE:
This case is used in SRNS relocation

-
perform integrity protection on the received message, applying the new integrity protection configuration, as described in subclause 8.5.10.1 by:

-
using the algorithm (UIA [40]) indicated by the IE "Integrity protection algorithm" contained in the IE "Integrity protection mode info";

-
using the IE "Integrity protection initialisation number", contained in the IE "Integrity protection mode info" as the value of FRESH [40].

-
if IE "Integrity protection mode command" has the value "modify" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Started" and this IE was included in SECURITY MODE COMMAND:

-
store the (oldest currently used) integrity protection configuration until activation times have elapsed for the new integrity protection configuration to be applied on all signalling radio bearers;

-
if there are pending activation times set for integrity protection by a previous procedure changing the integrity protection configuration:

-
apply the integrity protection configuration at this pending activation time as indicated in this procedure.

-
start applying the new integrity protection configuration in the downlink at the RRC sequence number, for each signalling radio bearer n, indicated by the entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Downlink integrity protection activation info", included in the IE "Integrity protection mode info";

-
perform integrity protection on the received message, applying the new integrity protection configuration, as described in subclause 8.5.10.1;

-
if present, use the algorithm indicated by the IE "Integrity protection algorithm" (UIA [40]);

-
let RB2 be the signalling radio bearer on which the message containing the IE "integrity protection mode info" was received;
-
set the content of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO according to the following:

-
for each established signalling radio bearer, stored in the variable ESTABLISHED_RABS:

-
select a value of the RRC sequence number at which (activation) time the new integrity protection configuration shall be applied in uplink for that signalling radio bearer according to the following:

-
for each signalling radio bearer that has no pending activation time as set for integrity protection by a previous procedure changing the integrity protection configuration:

-
set a suitable value that would ensure a minimised delay in the change to the latest integrity protection configuration.

-
for signalling radio bearer that has a pending activation time as set for integrity protection by a previous procedure changing the integrity protection configuration:

-
set the same value as the pending activation time for integrity protection;
-
consider this (pending) activation time to be elapsed when the selected activation time (as above) is equal to the next RRC sequence number to be used, which means that the last RRC message using the old integrity protection configuration has been submitted to lower layers.

-
for signalling radio bearer RB0:

-
set the value of the included RRC sequence number to greater than or equal to the current value of the RRC sequence number for signalling radio bearer RB0 in the variable INTEGRITY_PROTECTION_INFO, plus the value of the constant N302 plus one.

-
prohibit the transmission of RRC messages on all signalling radio bearers, except for RB2, with RRC SN greater than or equal to the value in the "RRC message sequence number list" for the signalling radio bearer in the IE "Uplink integrity protection activation info" of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.
-
start applying the new integrity protection configuration in the uplink at the RRC sequence number, for each RBn, except for signalling radio bearer RB2, indicated by the entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Uplink integrity protection activation info", included in the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
start applying the new integrity protection configuration in the uplink at the RRC sequence number for signalling radio bearer RB2, as specified for the procedure initiating the integrity protection reconfiguration;

-
start applying the new integrity protection configuration in the downlink at the RRC sequence number, for each RBn, except for signalling radio bearer RB2, indicated by the entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Downlink integrity protection activation info";

NOTE:
For signalling radio bearers that have a pending activation time as set for integrity protection by a previous procedure changing the integrity protection configuration, UTRAN should set this value in IE "Downlink integrity protection activation info".

-
start applying the new integrity protection configuration in the downlink at the RRC sequence number for signalling radio bearer RB2, as specified for the procedure initiating the integrity protection reconfiguration.

If IE "Integrity protection mode command" has the value "Start" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Not started", and the IE "Integrity protection mode command info" was not included in the message SECURITY MODE COMMAND; or

If IE "Integrity protection mode command" has the value "Start" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Not started", and the IE "Integrity protection mode info" was included in the message SECURITY MODE COMMAND, and the IE "Integrity protection algorithm" is not included; or
If the IE "Integrity protection mode command" has the value "Modify" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Not Started"; or

If there does not exist exactly one integrity protection activation time in the IE "Downlink integrity protection activation info" for each established signalling radio bearer included in the IE "Signalling radio bearer information" in the IE "ESTABLISHED_RABS"; or

If IE "Integrity protection mode command" has the value "Modify" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Started", and the IE "Integrity protection mode info" was not included in the message SECURITY MODE COMMAND:

the UE shall:
-
ignore this attempt to change the integrity protection configuration; and

-
set the variable INVALID_CONFIGURATION to TRUE.
If the IE "Integrity protection mode info" is not present, the UE shall:

-
not change the integrity protection configuration.

2.46 (ASUSTeK) Corrections on section 8.3.6.3
Problem Description: 

Since TM signaling radio bearer has been removed from R99 in RAN2 meeting#25, it should be deleted from section 8.3.6.3.

Besides, when handover to UTRAN, the HFNs are initialized with the START value stored in the USIM and then incremented by one. As compared with the situation where the UE camping on UTRAN cell after power on, the HFNs will also be initialized with the START value stored in the USIM when the first SECURITY MODE COMMAND is received. But the HFNs are not incremented by one. I do not see any reason to increment the HFN by one at handover to UTRAN. It is recommended to delete the statement of the HFN incrementing.

Proposed Changes:

8.3.6.3
Reception of Handover to UTRAN command message by the UE

The UE shall be able to receive a HANDOVER TO UTRAN COMMAND message and perform an inter-RAT handover, even if no prior UE measurements have been performed on the target UTRAN cell and/or frequency.

The UE shall act upon all received information elements as specified in subclause 8.6, unless specified otherwise in the following. The UE shall:

-
store a U-RNTI value (32 bits), which is derived by the IEs "SRNC identity" (12 bits) and "S-RNTI 2" (10 bits) included in IE "U-RNTI-short". In order to produce a full size U-RNTI value, a full size "S-RNTI" (20 bits) shall be derived by padding the IE "S-RNTI 2" with 10 zero bits in the most significant positions; and

-
initialise the variable ESTABLISHED_SIGNALLING_CONNECTIONS with the signalling connections that remains after the handover according to the specifications of the source RAT;

-
initialise the variable UE_CAPABILITIES_TRANSFERRED with the UE capabilities that have been transferred to the network up to the point prior to the handover, if any;
-
initialise the variable TIMERS_AND_CONSTANTS to the default values and start to use those timer and constants values;

-
if IE "Specification mode" is set to "Preconfiguration" and IE "Preconfiguration mode" is set to "Predefined configuration":

-
initiate the radio bearer and transport channel configuration in accordance with the predefined parameters identified by the IE "Predefined configuration identity";

-
initiate the physical channels in accordance with the predefined parameters identified by the IE "Predefined radio configuration identity" and the received physical channel information elements;

-
store information about the established radio access bearers and radio bearers according to the IE "Predefined configuration identity"; and

-
set the IE "RAB Info Post" in the variable ESTABLISHED_RABS and the IE "Re-establishment timer" in the IE "RAB Info" in the variable ESTABLISHED_RABS to "useT314".

-
if IE "Specification mode" is set to "Preconfiguration" and IE "Preconfiguration mode" is set to "Default configuration":

-
initiate the radio bearer and transport channel configuration in accordance with the default parameters identified by the IE "Default configuration mode" and IE "Default configuration identity";

-
initiate the physical channels in accordance with the default parameters identified by the IE "Default configuration mode" and IE "Default configuration identity" and the received physical channel information elements;

NOTE
IE "Default configuration mode" specifies whether the FDD or TDD version of the default configuration shall be used

-
set the IE "RAB Info Post" in the variable ESTABLISHED_RABS and the IE "Re-establishment timer" in the IE "RAB Info" in the variable ESTABLISHED_RABS to "useT314".

-
if IE "Specification mode" is set to "Preconfiguration":

-
use the following values for parameters that are neither signalled within the HANDOVER TO UTRAN COMMAND message nor included within pre-defined or default configuration:

-
0 dB for the power offset P Pilot-DPDCH bearer in FDD;

-
calculate the Default DPCH Offset Value using the following formula:


-
in FDD:

Default DPCH Offset Value = (SRNTI 2 mod 600) * 512


-
in TDD:

Default DPCH Offset Value = (SRNTI 2 mod 7)

-
handle the above Default DPCH Offset Value as if an IE with that value was included in the message, as specified in subclause 8.6.6.21.

-
if IE "Specification mode" is set to "Complete specification":

-
initiate the radio bearer, transport channel and physical channel configuration in accordance with the received radio bearer, transport channel and physical channel information elements.

-
perform an open loop estimation to determine the UL transmission power according to subclause 8.5.3;

-
if ciphering has been activated and ongoing in the radio access technology from which inter- RAT handover is performed:

-
for the CN domain as in the IE "CN domain identity" which is included in the IE "RAB info" of the IE "RAB information to setup":

-
set the HFN component of the COUNT-C variable for all UL and DL radio bearers and all UL and DL signalling radio bearers that use RLC-AM and RLC-UM to the START value as stored in the USIM for that CN domain; and

-
set the remaining LSBs of the HFN component of COUNT-C to zero;

-
set the HFN component of the COUNT-C variable for all UL and DL radio bearers that use the transparent mode of RLC to zero, while not incrementing the value of the HFN component of the COUNT-C variable at each CFN cycle; and

-
set the CFN component of the COUNT-C variable to the value of the CFN as calculated in subclause 8.5.15;

-
set the IE "Status" in the variable CIPHERING_STATUS to "Started";

-
apply the same ciphering status (ciphered/unciphered) as prior to inter-RAT handover;

-
if the change of algorithm is requested by means of the IE "Ciphering algorithm":

-
apply this algorithm and apply ciphering immediately upon reception of the HANDOVER TO UTRAN COMMAND.

If the UE succeeds in establishing the connection to UTRAN, it shall:

-
if the IE "Status" in the variable CIPHERING_STATUS of a CN domain is set to "Started" and transparent mode radio bearers have been established by this procedure for that CN domain:

-
include the IE "COUNT-C activation time" in the response message and specify a CFN value other than the default, "Now" for this IE;

-
at the CFN value as indicated in the response message in the IE "COUNT-C activation time":

-
set the HFN component of the COUNT-C variable to the START value as indicated in the IE "START list" of the response message for the relevant CN domain; and

-
set the remaining LSBs of the HFN component of COUNT-C to zero;


-
set the CFN component of the COUNT-C to the value of the IE "COUNT-C activation time" of the response message. The HFN component and the CFN component completely initialise the COUNT-C variable;

-
step the COUNT-C variable, as normal, at each CFN value. The HFN component is no longer fixed in value but incremented at each CFN cycle.

-
transmit a HANDOVER TO UTRAN COMPLETE message on the uplink DCCH, using the new ciphering configuration, only if ciphering has been started;

-
when the HANDOVER TO UTRAN COMPLETE message has been submitted to lower layers for transmission:

-
initialise variables upon entering UTRA RRC connected mode as specified in subclause 13.4.

-
and the procedure ends.

2.47 (ASUSTeK) SRNS relocation during radio bearer reconfiguration
Problem Description: 

The IE "Downlink counter synchronisation info" is included in all the reconfiguration messages specified in section 8.2.2 except the Radio Bearer Reconfiguration message. Does it mean that SRNS relocation cannot occur during the Radio Bearer Reconfiguration procedure or there is an error here?
Proposed Changes: no solution has been proposed!

2.48 (ASUSTeK) Security algorithms for both CN domains
Problem Description:

As quoted from 33.102: “Because of the separate mobility management for CS and PS services, one CN domain may, independent of the other CN, establish a connection to one and the same MS. Change of ciphering and integrity mode (algorithms) at establishment of a second MS to CN connection shall not be permitted. The preferences and special requirements for the ciphering and integrity mode setting shall be common for both domains (e.g. the order of preference of the algorithms).”

The above statements seem to imply that both CN domains should use the same security algorithm. If my understanding is correct, this requirement is not explicitly specified in the current RRC specification.

Proposed Changes: no solution has been proposed!

2.49 (Motorola) Integrity Protection invalid configuration check
In section 8.6.3.5 the invalid configuration check for the case of a SECURITY MODE COMMAND with IE "Integrity protection mode command" has the value "Start" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Started", is not currently handled.  The proposed additional change is below:

If IE "Integrity protection mode command" has the value "Start" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Not started", and the IE "Integrity protection mode command info" was not included in the message SECURITY MODE COMMAND; or

If IE "Integrity protection mode command" has the value "Start" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Not started", and the IE "Integrity protection mode info" was included in the message SECURITY MODE COMMAND, and the IE "Integrity protection algorithm" is not included; or
If the IE "Integrity protection mode command" has the value "Modify" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Not Started"; or

If IE "Integrity protection mode command" has the value "Start" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Started", and the IE "Integrity protection mode command info" was included in the message SECURITY MODE COMMAND; or

If there does not exist exactly one integrity protection activation time in the IE "Downlink integrity protection activation info" for each established signalling radio bearer included in the IE "Signalling radio bearer information" in the IE "ESTABLISHED_RABS"; or

If IE "Integrity protection mode command" has the value "Modify" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Started", and the IE "Integrity protection mode info" was not included in the message SECURITY MODE COMMAND:

the UE shall:
-
ignore this attempt to change the integrity protection configuration; and

-
set the variable INVALID_CONFIGURATION to TRUE.
If the IE "Integrity protection mode info" is not present, the UE shall:

-
not change the integrity protection configuration.

Status: Text above Included in CR R2-020304. Proposal is to close the issue
2.50 (NTT Docomo) Ciphering of TM RBs in case of RL Failure (new issue)
Problem Description:
When CELL UPDATE message was sent as a result of “RL Failure”, there will be no state transition upon completion of the procedure.  If UE was assigned TM RB(s) while in CELL_DCH, the current description is not sufficient to maintain ciphering.
Proposed Changes:
8.3.1.6
Reception of the CELL UPDATE CONFIRM/URA UPDATE CONFIRM message by the UE

When the UE receives a CELL UPDATE CONFIRM/URA UPDATE CONFIRM message; and

-
if the message is received on the CCCH, and IE "U-RNTI" is present and has the same value as the variable U_RNTI; or

-
if the message is received on DCCH:

the UE shall:

<skipped to relevant part>

If the UE after state transition enters CELL_DCH state, it shall:

-
not prohibit periodical status transmission in RLC;

-
for each CN domain for which a transparent mode radio bearer exists and for which the IE "Status" in the variable CIPHERING_STATUS is set to "Started" for that CN domain:

-
choose an activation time for the ciphering on transparent mode radio bearers and include it in the response message in the IE "COUNT-C activation time";

-
set the 20 MSB of the MAC-d HFN with the corresponding START value in the most recently sent IE "START list";

-
set the remaining LSB of the MAC-d HFN to zero;

-
apply ciphering on the transparent mode radio bearers;

-
start incrementing the COUNT-C value from the CFN that has been included in the IE "COUNT-C activation time".
If the UE after state transition remains in CELL_FACH state, it shall

<the rest of the section is omitted>

2.51 (NTT Docomo) Ciphering of TM RBs in case of timing re-inintialized HHO. (new issue)
Problem Description:
In case of timing re-initialized hard handover, there is no description regarding if COUNT-C Activation Time shall be included or not, as it should be.

Proposed Changes:

8.6.6.28
Downlink DPCH info common for all radio links

If the IE "Downlink DPCH info common for all RL" is included the UE shall:

-
perform actions for the IE "Timing indication" as specified in subclause 8.5.15.2;

-
ignore the value received in IE "CFN-targetSFN frame offset";

-
if the IE "Downlink DPCH power control information" is included:

-
perform actions for the IE "DPC Mode" according to [29].

-
if the IE choice "mode" is set to 'FDD':

-
if the IE "Downlink rate matching restriction information" is included:

-
set the variable INVALID_CONFIGURATION to TRUE.
-
perform actions for the IE "spreading factor";

-
perform actions for the IE "Fixed or Flexible position";

-
perform actions for the IE "TFCI existence";

-
if the IE choice "SF" is set to 256:

-
store the value of the IE "Number of bits for pilot bits".

-
if the IE choice "SF" set to 128:

-
store the value of the IE "Number of bits for pilot bits".

-
if the IE choice "mode" is set to 'TDD':

-
perform actions for the IE "Common timeslot info".

If the IE "Downlink DPCH info common for all RL" is included in a message used to perform a Timing re-initialised hard handover, and ciphering is active for any radio bearer using RLC-TM, the UE shall, after having activated the dedicated physical channels indicated by that IE:

· increment HFN for RLC-TM by '1'.
· include the IE “COUNT-C Activation Time” in the response message, if it was not specified in the downlink message.

2.52 (Nortel Networks)

Particular case of SRB2 in case of new key set
Problem Description:

In the new section 8.1.12.3.1 added in RAN2 # 25 in Japan, the particular case of SRB2 is not covered.

If a new security key set (new ciphering and integrity protection keys) has been received from the upper [40] for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN, the UE shall:

-
set the START value for this CN domain to zero;

-
for each signalling radio bearer:

-
for integrity protection in the downlink:

-
when the RRC sequence number in a received RRC message for this signalling radio bearer is equal to or greater than the activation time as indicated in IE "Downlink integrity protection activation info" as included in the IE "Integrity protection mode info":

-
use the new integrity key;

-
for this signalling radio bearer, set the IE "Downlink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to zero.

-
for integrity protection in the uplink:

-
when the RRC sequence number in a to be transmitted RRC message for this signalling radio bearer is equal to the activation time as indicated in IE "Uplink integrity protection activation info" included in the IE "Integrity protection mode info":

-
use the new integrity key;

-
for this signalling radio bearer, set the IE "Uplink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to zero.;

Proposed Changes:

If a new security key set (new ciphering and integrity protection keys) has been received from the upper [40] for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN, the UE shall:

-
set the START value for this CN domain to zero;

-
for each signalling radio bearer except SRB2:

-
for integrity protection in the downlink:

-
when the RRC sequence number in a received RRC message for this signalling radio bearer is equal to or greater than the activation time as indicated in IE "Downlink integrity protection activation info" as included in the IE "Integrity protection mode info":

-
use the new integrity key;

-
for this signalling radio bearer, set the IE "Downlink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to zero.

-
for integrity protection in the uplink:

-
when the RRC sequence number in a to be transmitted RRC message for this signalling radio bearer is equal to the activation time as indicated in IE "Uplink integrity protection activation info" included in the IE "Integrity protection mode info":

-
use the new integrity key;

-
for this signalling radio bearer, set the IE "Uplink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to zero.;

-
for signalling radio bearer SRB2:

-
for integrity protection in the downlink:

-
from and including the reception of the SECURITY MODE COMMAND:

-
use the new integrity key;

-
set the IE "Downlink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to zero.

-
for integrity protection in the uplink:

-
from and including the transmition of the SECURITY MODE COMPLETE:

-
use the new integrity key;

-
set the IE "Downlink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to zero
2.53 (Nortel Networks)

"START list" included in UL when "New U-RNTI" was included in DL
Problem Description:

In section 8.2.2.3, it is specified that the UE shall transmit the IE "START list" in the uplink response message if the IE "New U-RNTI" was included in the reconfiguration message:

-
if the variable START_VALUE_TO_TRANSMIT is not set and the IE "New U-RNTI" is included:

-
calculate the START value according to subclause 8.5.9;

-
include the calculated START values for each CN domain in the IE "START list" in the IE "Uplink counter synchronisation info".

Nortel networks fails to see any reason for this particular case and, if no company see any, we propose to remove the text.

Proposed Changes:
-
if the variable START_VALUE_TO_TRANSMIT is not set and the IE "New U-RNTI" is included:

-
calculate the START value according to subclause 8.5.9;

-
include the calculated START values for each CN domain in the IE "START list" in the IE "Uplink counter synchronisation info".
2.54 (Nortel Networks)

New Integrity Protection configuration for SRB2 in reconfiguration message
Problem Description:

In section 8.2.2.3, it is specified when the UE start using the new Intergrity Protection configuration on SRB2:

-
if the IE "Integrity protection mode info" was present in the received reconfiguration message:

-
start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from and including the transmitted response message.

But as the reconfiguration message can’t modify the Integrity Protection configuration, it is felt that the reference of ‘new integrity protection configuration’ is misleading.

Proposed Changes:

It is proposed to delete this paragraphe.

-
if the IE "Integrity protection mode info" was present in the received reconfiguration message:

-
start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from and including the transmitted response message.
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