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1. Introduction  

In order to investigate problems of interworking between a mobile and the network, an operator should be able to analyse protocol data exchanged over the Iub interface.

Using ciphering on the network will make the operator unable to easily capture and analyse signalling data on the Iub interface.

Indeed, when the ciphering is activated, it should be applied on all the radio bearers of a mobile for a given core network domain.

The purpose of this document is to propose an intermediate solution to be able to get signalling information without deactivating ciphering on user data. This proposal should be applied as an option in networks.

2. Discussion

We propose to not change the protocol but to give a different interpretation, modifying only the behaviour of the mobile and the UTRAN. The ciphering would  be applied radio bearer per radio bearer.

The operator could choose among the three following options:

1) No ciphering activated 

2) Ciphering activated on user data only

3) Ciphering activated on user data and signalling data

In case the third option is chosen (ciphering activated on user data and signalling data) the UTRAN and the MS would behave as specified until now.

In case the second option is chosen.:only data radio bearers could be ciphered. Signalling Radio Bearers would not be ciphered.

The SECURITY MODE COMMAND message contains the ie Ciphering Mode info (following table):

	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description

	Ciphering mode command
	MP
	
	Enumerated (start/restart, stop)
	

	Ciphering algorithm 
	CV-notStop 
	
	Ciphering algorithm 10.3.3.4
	

	Ciphering activation time for DPCH
	OP
	
	Activation time

10.3.3.1
	Used for radio bearers mapped on RLC-TM. Only applicable if the UE is already in CELL_DCH state

	Radio bearer downlink ciphering activation time info
	OP
	
	RB activation time info, 10.3.4.13
	Used for radio bearers mapped on RLC-AM or RLC-UM


This ie contains time info for activation for each radio bearer. In order to indicate to the mobile that ciphering shall not be applied to signalling radio bearers, the network should not mention these radio bearers in the ie "Radio bearer downlink ciphering activation time info" (following table)

	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description

	Radio bearer activation time
	MP
	1 to <maxRB>
	
	

	>RB identity
	MP
	
	RB identity 10.3.4.16
	

	>RLC sequence number
	MP
	
	Integer (0..

4095)
	RLC SN [16] . 
Used for radio bearers mapped on RLC AM and UM


When the mobile responds with the SECURITY MODE COMPLETE message, it shall also not mention the signalling radio bearers in the ie "Radio bearer uplink ciphering activation time info"

For information, we give the description of the SECURITY MODE COMPLETE message in the following table:

	Information Element/Group name
	Need
	Multi
	Type and reference
	Semantics description

	Message Type
	MP
	
	Message Type
	

	UE information elements
	
	
	
	

	RRC transaction identifier
	MP
	
	RRC transaction identifier 10.3.3.36
	

	Integrity check info
	MP
	
	Integrity check info 10.3.3.16
	

	Uplink integrity protection activation info
	OP
	
	Integrity protection activation info 10.3.3.17
	

	RB Information elements
	
	
	
	

	Radio bearer uplink ciphering activation time info
	OP
	
	RB activation time info 10.3.4.13
	


4. Conclusions and Proposals

In this paper, we propose a solution to allow the ciphering of user data without ciphering signalling data. The operator would still be able to choose the security level for its network, considering his needs for investigation over the Iub interface.

We propose to send a liaison to   TSG SA WG 3 group to validate this correction.
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