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1.

Introduction

Since RAN WG2#24 in New York an Email discussion on Security issues has been ongoing.  While many changes have been incorporated into CR1161 there are still some open issues remaining that RAN2 should discuss and conclude before they also can be included into the CR.  In this document the remaining issues are presented with accompanying information to facilitate the discussion.

2. Open Issues

2.1 (Nokia)

START Value Calculation

In 25.331 the calculation of START value is defined as follows:

In connected mode, the START value for CN domain 'X' is calculated as

Let STARTX = the START value for CN domain 'X' prior to the calculation below:


STARTX' = MSB20 ( MAX {COUNT-C, COUNT-I | radio bearers and signalling radio bearers with the most recently configured CKX and IKX}) + 1.

-
if STARTX'= the maximum value = 1048575 then STARTX = STARTX';

-
if the current STARTX < STARTX' then STARTX = STARTX', otherwise STARTX is unchanged.

The following issues are raisied:

1. At the beginning STARTX is assigned as the value prior to the calculation, this makes it a constant so we can not then assign it a new value as is currently done in the last two lines.

2. The purpose of the first of the two lines at the bottom is not understood, the case expressed is covered by the second line. If STARTX' is equal to the maximum possible value then STARTX must be less than or equal to it and the outcome will then be the same.

To correct the above issues it is proposed to change the text as follows:

In connected mode, the START value for CN domain 'X' (STARTX) is calculated as

Let STARTX' = the START value for CN domain 'X' prior to the calculation below:


STARTX = MAX { STARTx', MSB20 ( MAX {COUNT-C, COUNT-I | radio bearers and signalling radio bearers with the most recently configured CKX and IKX}) + 1.

2.2 (Nokia)

Processing of IE Integrity Protection Mode Info depending on received message

There are three possible combinations of UE state and command possible when the IE “Integrity Protection Mode Info” is received:

1. Command START, when integrity is not started

2. Command MODIFY, when integrity is started

3. Command START, when integrity is already started

Currently all cases are valid regardless of the message that contained the IE, this is erroneous.

Case (1) is the initial starting of integrity protection.This can only be performed by SECURITY MODE COMMAND

Case(2) will only occur if either integrity is to be switched to the other domain (i.e. CS -> PS) or an authentication has occurred during an ongoing connection (i.e. new keys are available).  In both cases only a SECURITY MODE COMMAND can be used to initiate the change of configuration.

Case(3) can only occurr as part of a SRNS Relocation as a new FRESH value is required.  In this case it would never be a SECURITY MODE COMMAND message that the IE was received in.

It is proposed to correct the specification so that:

-
Cases (1) and (2) are only valid if the IE is receievd in a SECURITY MODE COMMAND

-
Case (3) is valid only if the IE is not receieved in a SECURITY MODE COMMAND

This correction can be made either by addition of conditions to 8.6.3.5 or by moving the text specific to SECURITY MODE COMMAND to section 8.1.12.3.

2.3 (ASUSTeK)
Ciphering Status Checking for New Security Key
Problem Description: It is possible that ciphering might not have been started when a new security key set is assigned. So ciphering status should be checked before further processing on ciphering.
Proposed Changes:

8.1.12.3
Reception of SECURITY MODE COMMAND message by the UE

Upon reception of the SECURITY MODE COMMAND message, the UE shall:



-
set the variable LATEST_CONFIGURED_CN_DOMAIN equal to the IE "CN domain identity";
-
if  the value of the IE "Status" in the variable "INTEGRITY_PROTECTION_INFO" is "Not started":

-
use the value "START" in the most recently sent IE "START list" that belongs to the CN domain as indicated in the IE "CN domain identity" to initialise all hyper frame numbers for all the signalling radio bearers; while

-
setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the START for that CN domain;

-
setting the remaining bits of the hyper frame numbers equal to zero;
-
after completing the above initialisation perform the actions for the received information elements according to subclause 8.6.


If the IE "Security capability" is the same as indicated by variable UE_CAPABILITY_TRANSFERRED, and the IE "GSM security capability" (if included in the SECURITY MODE COMMAND) is the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, the UE shall:

-
set the IE "RRC transaction identifier" in the SECURITY MODE COMPLETE message to the value of "RRC transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table "Accepted transactions" in the variable TRANSACTIONS; and

-
clear that entry;

-
if the SECURITY MODE COMMAND message contained the IE "Ciphering mode info":

-
include and set the IE "Radio bearer uplink ciphering activation time info" to the value of the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO, for the respective radio bearer and signalling radio bearer;

-
if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info" with the IE "Integrity protection mode command" set to "Modify":

-
include and set the IE "Integrity protection activation info" to the value of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;



-
send a SECURITY MODE COMPLETE message on the uplink DCCH in AM RLC, using the old ciphering configurations;

-
if the IE "Integrity protection mode info" was present in the SECURITY MODE COMMAND message:

-
start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from and including the transmitted SECURITY MODE COMPLETE message;

-
when the successful delivery of the SECURITY MODE COMPLETE message has been confirmed by RLC:

-
if the SECURITY MODE COMMAND message contained the IE "Ciphering mode info":

-
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;

-
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info":

-
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
the procedure ends.

-
notify upper layers upon change of the security configuration;

-
if a new security key set has been received for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN:

-
set the START value for this CN domain to 0.

-
for radio bearers and signalling radio bearers used by this CN domain, the UE shall:


-
for integrity protection in the downlink:

-
when the RRC sequence number in a received RRC message on the particular signalling radio bearer reaches the activation time for that signalling radio bearer indicated in IE "Downlink integrity protection activation info" included in the IE "Integrity protection mode info":

-
use the new integrity key;

-
set the IE "Downlink RRC HFN" for that signalling radio bearer in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to zero;

-
for integrity protection in the uplink:

-
when the RRC sequence number in a transmitted RRC message on the particular signalling radio bearer reaches the activation time for that signalling radio bearer indicated in IE "Uplink integrity protection activation info”

-
use the new integrity key;

-
set the IE "Uplink RRC HFN" for that signalling radio bearer in the variable INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to zero ;


-
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN is set to "Started
", for ciphering on radio bearers using RLC-TM:

-
at the CFN as indicated in the IE "Ciphering activation time for DPCH" in the IE "Ciphering mode info 

-
use the new key in uplink and downlink;

-
set the HFN component of the COUNT-C to zero at the CFN as indicated in the IE "Ciphering activation time for DPCH" in the IE "Ciphering mode info";

-
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN is set to "Started
", for ciphering on radio bearers using RLC-AM and RLC-UM:

-
in the downlink, at and after the RLC sequence number indicated in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info" for a specific radio bearer or signalling radio bearer:

-
use the new key;

-
set the HFN component of the downlink COUNT-C to zero;

-
in the uplink, at and after the RLC sequence number indicated in IE "Radio bearer uplink ciphering activation time info" for a specific radio bearer or signalling radio bearer:

-
use the new key;

-
set the HFN component of the uplink COUNT-C to zero.

If the IE "Ciphering mode info" and the IE "Integrity protection mode info" are both not included in the SECURITY MODE COMMAND, the UE shall:

-
set the variable INVALID_CONFIGURATION to TRUE.

If the IE "Security capability" is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, or the IE "GSM security capability" (if included in the SECURITY MODE COMMAND) is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, or if the IE "GSM security capability" is not included in the SECURITY MODE COMMAND and is included in the variable UE_CAPABILITY_TRANSFERRED, the UE shall:

-
release all its radio resources;

-
indicate the release of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

-
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

-
clear the variable ESTABLISHED_RABS;

-
enter idle mode;

-
perform actions when entering idle mode as specified in subclause 8.5.2;

-
and the procedure ends.

2.4 (ASUSTeK)
Exception of RRC Message Sequence Numbering
Problem Description: Since the RRC message sequence number (RRC SN) should always be incremented for every integrity protected RRC message, the exception statement in section 8.5.10 should be removed.

Proposed Changes:

8.5.10
Integrity protection

If the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" then the UE and UTRAN shall:

-
perform integrity protection (and integrity checking) on all RRC messages, with the following exceptions:

HANDOVER TO UTRAN COMPLETE

Paging Type 1

PUSCH CAPACITY REQUEST

PHYSICAL SHARED CHANNEL ALLOCATION
RRC Connection Request

RRC Connection Setup

RRC Connection Setup Complete

RRC Connection Reject

RRC CONNECTION RELEASE (CCCH only)
SYSTEM INFORMATION

SYSTEM INFORMATION CHANGE INDICATION

TRANSPORT FORMAT COMBINATION CONTROL (TM DCCH only)

If the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Not started" then integrity protection (and integrity checking) shall not be performed on any RRC message.

For each signalling radio bearer, the UE shall use two RRC hyper frame numbers:

-
"Uplink RRC HFN";

-
"Downlink RRC HFN".

and two message sequence numbers:

-
"Uplink RRC Message sequence number";

-
"Downlink RRC Message sequence number".

The above information is stored in the variable INTEGRITY_PROTECTION_INFO per signalling radio bearer (RB0- RB4).

Upon the first activation of integrity protection for an RRC connection, UE and UTRAN initialise the "Uplink RRC Message sequence number" and "Downlink RRC Message sequence number" for all signalling radio bearers as specified in subclauses 8.6.3.5 and 8.5.10.1.

As a general rule, the RRC message sequence number (RRC SN) is incremented for every integrity protected RRC message. 
2.5 (ASUSTeK)
Superfluous Actions in Section 8.5.10.1 Integrity protection in downlink
Problem Description: Since the actions in section 8.5.10.1 “Integrity protection in downlink” are dedicated for the IE “Integrity check info”, the first two actions in this section are superfluous and should be removed. Note that in section 8.6.3.5 “Integrity protection mode info” there is an action “perform integrity protection on the received message as described in subclause 8.5.10.1”, which already implied that section 8.6.3.5 should be executed before section 8.5.10.1.
Proposed Changes:

8.5.10.1
Integrity protection in downlink

If the UE receives an RRC message on signalling radio bearer with RB identity n, the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" and the IE 'Integrity check info' is present the UE shall:



-
check the value of the IE "RRC message sequence number" included in the IE "Integrity check info";

-
if the "Downlink RRC Message sequence number" is not present in the variable INTEGRITY_PROTECTION_INFO:

-
initialise the "Downlink RRC Message sequence number" in the variable INTEGRITY_PROTECTION_INFO with the value of the IE "RRC message sequence number" included in the IE "Integrity check info" of the received message;

-
if the "Downlink RRC Message sequence number" is present in the variable INTEGRITY_PROTECTION_INFO:

-
if the RRC message sequence number is lower than the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

-
increment "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with one;

-
if the RRC message sequence number is equal to the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

-
discard the message;

-
calculate an expected message authentication code in accordance with subclause 8.5.10.3;

-
compare the expected message authentication code with the value of the received IE "message authentication code" contained in the IE "Integrity check info";

-
if the expected message authentication code and the received message authentication code are the same, the integrity check is successful:

-
update the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with the value of the IE "RRC message sequence number" included in the IE "Integrity check info" of the received RRC message;

-
if the calculated expected message authentication code and the received message authentication code differ:

-
if the IE "RRC message sequence number" included in the IE "Integrity check info" is lower than the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO (in this case the "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO was incremented by one, as stated above):

-
decrement "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO by one;

-
discard the message.

If the UE receives an RRC message on signalling radio bearer with identity n, the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" and the IE 'Integrity check info' is not present the UE shall:

· discard the message.

2.6 (ASUSTeK)
Associated CN Domain for START Values in section 8.6.4.3 “RB information to setup”
Problem Description: During RB set up procedure, when receiving the IE “RAB information for setup”, the UE shall calculate the START value and store the calculated START value in the variable START_VALUE_TO_TRANSMIT. Then set this value to the IE “START” in the RB SETUP COMPLETE message for transmitting to UTRAN.

So the UE should use the START value in the variable START_VALUE_TO_TRANSMIT to initialize HFNs of radio bearers. The current specification about START value in section 8.6.4.3 “RB information to setup” is not clear and needs to be clarified.

Proposed Changes:

8.6.4.3
RB information to setup

If the IE "RB information to setup" is included, the UE shall apply the following actions on the radio bearer identified with the value of the IE "RB identity". The UE shall:

-
use the same START value to initialise the hyper frame number components of COUNT-C and COUNT-I variables for all the new UL and DL radio bearers to setup;

-
perform the actions for the IE "PDCP info", if present, according to subclause 8.6.4.10, applied for the radio bearer;

-
perform the actions for the IE "RLC info", according to subclause 8.6.4.9, applied for the radio bearer;

-
perform the actions for the IE "RB mapping info", according to subclause 8.6.4.8, applied for the radio bearer;

-
if the IE "Downlink RLC mode" in the IE "RLC info" is set to "TM RLC":
-
configure delivery of erroneous SDUs in lower layers according to indication from upper layer [5].
-
if the IE "Uplink RLC mode" or the IE "Downlink RLC mode" in the IE "RLC info" is set to "AM RLC" or "UM RLC":

-
initialise the 20 MSB of the hyper frame number component of COUNT-C for this radio bearer with the START value in the variable START_VALUE_TO_TRANSMIT;

-
set the remaining LSB of the hyper frame number component of COUNT-C for this radio bearer to zero;

-
if the IE "Uplink RLC mode" and the IE "Downlink RLC mode" in the IE "RLC info" is set to "TM RLC":

-
if no other transparent mode RLC radio bearers and signalling radio bearers exist in the variable ESTABLISHED_RABS:

-
initialise the 20 MSB of the hyper frame number component of COUNT-C for this radio bearer with the START value in the variable START_VALUE_TO_TRANSMIT;

-
set the remaining LSB of the hyper frame number component of COUNT-C for this radio bearer to zero;

-
if at least one transparent mode RLC radio bearers or signalling radio bearers exist in the variable ESTABLISHED_RABS:

-
set the MAC-d HFN component of the COUNT-C for this radio bearer with the MAC-d HFN that is common (refer to subclause 8.5.8) for the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" part of the IE "RAB information for setup";
-
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS is set to "Started":

-
start to perform ciphering on the radio bearer in lower layers, using the value of the IE "RB identity" minus one as the value of BEARER in the ciphering algorithm.

NOTE:
UTRAN should not use the IE "RB information to setup" to setup radio bearers with RB identity in the range 1-4.

2.7 (ASUSTeK)
Associated CN Domain for START Values in section 8.6.4.1 “Signalling RB information to setup list”

Problem Description: When a SRB is created after ciphering has been started for the LATEST_CONFIGURED_CN_DOMAIN via RB set up procedure, the UE shall initialize HFNs with the START value, which is not clearly specified in section 8.6.4.3 “RB information to setup” and needs to be clarified.

To align with section 8.1.12.3 Reception of SECURITY MODE COMMAND message by the UE, the value "START" in the most recently sent IE "START list" for the CN domain as indicated in the variable "LATEST_CONFIGURED_CN_DOMAIN" is recommended.

Note that the IE “START” in the RB SETUP COMPLETE message is set for RB HFN synchronization not for SRB. 

Proposed Changes:

8.6.4.1
Signalling RB information to setup list

If the IE "Signalling RB information to setup list" is included the UE shall:

-
use the same START value to initialise the COUNT-C and COUNT-I variables for all the signalling radio bearers in the list;

-
for each occurrence of the IE "Signalling RB information to setup":

-
use the value of the IE "RB identity" as the identity of the signalling radio bearer to setup;

-
if the variable LATEST_CONFIGURED_CN_DOMAIN has been initialised and the value "STATUS" of the variable "CIPHERING_STATUS" of the CN domain stored in this variable is "Started":

-
if the IE "Uplink RLC mode" or the IE "Downlink RLC mode" in the IE "RLC info" is set to "AM RLC" or "UM RLC":

-
initialise the 20 MSB of the hyper frame number component of COUNT-C for this signalling radio bearer with the START value in the most recently sent IE "START list" for the CN domain as indicated in the variable "LATEST_CONFIGURED_CN_DOMAIN";

-
set the remaining LSB of the hyper frame number component of COUNT-C for this signalling radio bearer to zero;
-
if the IE "Uplink RLC mode" and the IE "Downlink RLC mode" in the IE "RLC info" is set to "TM RLC":

-
if no other transparent mode RLC radio bearers or signalling radio bearers in the variable "ESTABLISHED_RABS" exist:

-
initialise the 20 MSB of the hyper frame number component of COUNT-C for this signalling radio bearer with the START value in the most recently sent IE "START list" for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

-
set the remaining LSB of the hyper frame number component of COUNT-C for this signalling radio bearer to zero;

-
if at least one transparent mode RLC radio bearers or signalling radio bearers in the variable "ESTABLISHED_RABS" exist:


use, for this signalling radio bearer, the COUNT-C for transparent mode radio bearers and signalling radio bearers that is common (refer to subclause 8.5.8), for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

-
if the variable LATEST_CONFIGURED_CN_DOMAIN has been initialised and the value "Status" of the variable "INTEGRITY_PROTECTION_INFO" of the CN domain stored in this variable is "Started":

-
initialise the 20 MSB of the hyper frame number component of COUNT-I for this signalling radio bearer with the START value in the most recently sent IE "START list" for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

-
set the remaining LSB of the hyper frame number component of COUNT-I for this signalling radio bearer to zero;
-   set the IE "Uplink RRC Message sequence number" to zero;
-
perform the actions for the IE "RLC info" as specified in subclause 8.6.4.9, applied for that signalling radio bearer;

-
perform the actions for the IE "RB mapping info" as specified in subclause 8.6.4.8, applied for that signalling radio bearer;

-
apply a default value of the IE "RB identity" equal to 1 for the first IE "Signalling RB information to setup"; and

-
increase the default value by 1 for each occurrence.

2.8 (ASUSTeK)
Associated CN Domain for START Values in section 8.6.4.8 “RB mapping info” and 8.6.5.1 “Transport Format Set”

Problem Description: Since the IE “RB mapping info” and “Transport Format Set” can be used for both radio bearer and signaling radio bearer, the associated CN domains should be specified separately.
The associated CN domains for the radio bearer and the signaling radio bearer should be what stored in the variable ESTABLSIHED_RABS and the variable LATEST_CONFIGURED_CN_DOMAIN respectively.

Proposed Changes:

8.6.4.8
RB mapping info

If the IE "RB mapping info" is included, the UE shall:

-
for each multiplexing option of the RB:
-
if a transport channel that would not exist as a result of the message (i.e. removed in the same message in IE "Deleted DL TrCH information" and IE "Deleted UL TrCH information") is referred to:

-
set the variable INVALID_CONFIGURATION to TRUE;

-
if a multiplexing option that maps a logical channel corresponding to a TM-RLC entity onto RACH, CPCH, FACH or DSCH is included:

-
set the variable INVALID_CONFIGURATION to TRUE;

-
if the multiplexing option realises the radio bearer on the uplink (resp. on the downlink) using two logical channels with different values of the IE "Uplink transport channel type" (resp. of the IE "Downlink transport channel type"):

-
set the variable INVALID_CONFIGURATION to TRUE;

-
if that RB is using TM and the IE "Segmentation indication" is set to TRUE and, based on the multiplexing configuration resulting from this message, the logical channel corresponding to it is mapped onto the same transport channel as another logical channel:

-
set the variable INVALID_CONFIGURATION to TRUE;

-
if the transport channel considered in that multiplexing option is different from RACH and if that RB is using AM and the set of RLC sizes applicable to the logical channel transferring data PDUs has more than one element:

-
set the variable INVALID_CONFIGURATION to TRUE;

-
if that RB is using UM or TM and the multiplexing option realises it using two logical channels:

-
set the variable INVALID_CONFIGURATION to TRUE;

-
for each logical channel in that multiplexing option:

-
if the value of the IE "RLC size list" is set to "Explicit list":

-
if a "Transport format set" for the transport channel this logical channel is mapped on in this multiplexing option is included in the same message, and the value (index) of any IE "RLC size index" in the IE "RLC size index list" does not correspond to an "RLC size" in the IE transport format set of that transport channel given in the message; or

-
if the transport channel this logical channel is mapped on in this multiplexing option is different from RACH, and if a "Transport format set" for that transport channel is not included in the same message, and the value (index) of any IE "RLC size index" in the IE "RLC size index list" does not correspond to an "RLC size" in the stored transport format set of that transport channel; or

-
if a "Transport format set" for the transport channel this logical channel is mapped on in this multiplexing option is included in the same message, and the value of any IE "Logical channel list" in the transport format set is not set to "Configured"; or

-
if a "Transport format set" for the transport channel this logical channel is mapped on in this multiplexing option is not included in the same message, and the value of any IE "Logical channel list" in the stored transport format set of that transport channel is not set to "Configured":

-
set the variable INVALID_CONFIGURATION to TRUE;

-
if the value of the IE "RLC size list" is set to "All":

-
if a "Transport format set" for the transport channel this logical channel is mapped on in this multiplexing option is included in the same message, and the value of any IE "Logical channel list" in the transport format set is not set to "Configured"; or

-
if a "Transport format set" for the transport channel this logical channel is mapped on in this multiplexing option is not included in the same message, and the value of any IE "Logical channel list" in the stored transport format set of that transport channel is not set to "Configured":

-
set the variable INVALID_CONFIGURATION to TRUE;

-
if the value of the IE "RLC size list" is set to "Configured":

-
if a "Transport format set" for the transport channel this logical channel is mapped on in this multiplexing option is included in the same message, and for none of the RLC sizes defined for that transport channel in the "Transport format set", the "Logical Channel List" is set to "All" or given as an "Explicit List" which contains this logical channel; or

-
if a "Transport format set" for the transport channel this logical channel is mapped on in this multiplexing option is not included in the same message, and for none of the RLC sizes defined in the transport format set stored for that transport channel, the "Logical Channel List" is set to "All" or given as an "Explicit List" which contains this logical channel:

-
set the variable INVALID_CONFIGURATION to TRUE;

-
if, as a result of the message this IE is included in, several radio bearers can be mapped onto the same transport channel, and the IE "Logical Channel Identity" was not included in the RB mapping info of any of those radio bearers for a multiplexing option on that transport channel or the same "Logical Channel Identity" was used more than once in the RB mapping info of those radio bearers for the multiplexing options on that transport channel:

-
set the variable INVALID_CONFIGURATION to TRUE;

-
delete all previously stored multiplexing options for that radio bearer;

-
store each new multiplexing option for that radio bearer;

-
select and configure the multiplexing options applicable for the transport channels to be used;

-
if the IE "Uplink transport channel type" is set to the value "RACH":

-
refer the IE "RLC size index" to the RACH Transport Format Set of the first PRACH received in the IE "PRACH system information list" received in SIB5 or SIB6;
-
determine the sets of RLC sizes that apply to the logical channels used by that RB, based on the IEs "RLC size list" and/or the IEs "Logical Channel List" included in the applicable "Transport format set" (either the ones received in the same message or the ones stored if none were received); and

-
in case the selected multiplexing option is a multiplexing option on RACH:

-
ignore the RLC size indexes that do not correspond to any RLC size within the Transport Format Set stored for RACH;

-
if RACH is the transport channel to be used on the uplink, if that RB has a multiplexing option on RACH and if it is using AM:

-
apply the largest size amongst the ones derived according to the previous bullet for the RLC size (or RLC sizes in case the RB is realised using two logical channels) for the corresponding RLC entity;

-
if that RB is using AM and the RLC size applicable to the logical channel transporting data PDUs is different from the one derived from the previously stored configuration:

-
re-establish the corresponding RLC entity;
-
configure the corresponding RLC entity with the new RLC size;

-
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS for the radio bearer or as stored in the variable LATEST_CONFIGURED_CN_DOMAIN for the signalling radio bearer is set to "Started":

-
if this IE was included in system information:

-
set the HFN values for the corresponding RLC entity equal to the value of the IE "START" for the CN domain stored in the variable LATEST_CONFIGURED_CN_DOMAIN for the signalling radio bearer or in the variable ESTABLISHED_RABS for the radio bearer that will be included in the CELL UPDATE message that will be sent before the next transmission;

-
if this IE was included in CELL UPDATE CONFIRM:

-
set the HFN values for the corresponding RLC entity equal to the value of the IE "START" included in the latest transmitted CELL UPDATE message for the CN domain stored in the variable LATEST_CONFIGURED_CN_DOMAIN for the signalling radio bearer or in the variable ESTABLISHED_RABS for the radio bearer;

-
if this IE was included in a reconfiguration message:

-
set the HFN values for the corresponding RLC entity equal to the value of the IE "START" that will be included in the reconfiguration complete message for the CN domain stored in the variable LATEST_CONFIGURED_CN_DOMAIN for the signalling radio bearer or in the variable ESTABLISHED_RABS for the radio bearer;

-
if that RB is using UM:

-
indicate the largest applicable RLC size to the corresponding RLC entity;

-
configure MAC multiplexing according to the selected multiplexing option (MAC multiplexing shall only be configured for a logical channel if the transport channel it is mapped on according to the selected multiplexing option is the same as the transport channel another logical channel is mapped on according to the multiplexing option selected for it);

-
configure the MAC with the logical channel priorities according to selected multiplexing option;

-
configure the MAC with the set of applicable RLC Sizes for each of the logical channels used for that RB;
-
if there is no multiplexing option applicable for the transport channels to be used:

-
set the variable INVALID_CONFIGURATION to TRUE;

-
if there is more than one multiplexing option applicable for the transport channels to be used:

-
set the variable INVALID_CONFIGURATION to TRUE.

In case IE "RB mapping info" includes IE "Downlink RLC logical channel info" but IE "Number of downlink RLC logical channels" is absent, the parameter values are exactly the same as for the corresponding UL logical channels. In case two multiplexing options are specified for the UL, the first options shall be used as default for the DL. As regards the IE "Channel type", the following rule should be applied to derive the DL channel type from the UL channel included in the IE:

	Channel used in UL
	DL channel type implied by "same as"

	DCH
	DCH

	RACH
	FACH

	CPCH
	FACH

	USCH
	DSCH


8.6.5.1
Transport Format Set

If the IE "Transport format set" is included, the UE shall:

-
if the transport format set is a RACH TFS received in System Information Block type 5 or 6, and CHOICE "Logical Channel List" has the value "Explicit List":

-
ignore that System Information Block;

-
if the transport format set for a downlink transport channel is received in a System Information Block, and CHOICE "Logical Channel List" has a value different from 'ALL':

-
ignore that System Information Block;

-
if the transport format set for a downlink transport channel is received in a message on a DCCH, and CHOICE "Logical Channel List" has a value different from 'ALL':

-
keep the transport format set if this exists for that transport channel;

-
set the variable INVALID_CONFIGURATION to TRUE;
-
if the value of any IE "RB identity" (and "Logical Channel" for RBs using two UL logical channels) in the IE "Logical channel list" does not correspond to a logical channel indicated to be mapped onto this transport channel in any RB multiplexing option (either included in the same message or previously stored and not changed by this message); or

-
if the "Logical Channel List" for any of the RLC sizes defined for that transport channel is set to "Configured" while it is set to "All" or given as an "Explicit List" for any other RLC size; or

-
if the "Logical Channel List" for any of the RLC sizes defined for that transport channel is set to "All" and for any logical channel mapped to this transport channel, the value of the "RLC size list" (either provided in the IE "RB mapping info" if included in the same message, or stored) is not set to "Configured"; or

-
if the "Logical Channel List" for any of the RLC sizes defined for that transport channel is given as an "Explicit List" that contains a logical channel for which the value of the "RLC size list" (either provided in the IE "RB mapping info" if included in the same message, or stored) is not set to "Configured"; or

-
if the "Logical Channel List" for all the RLC sizes defined for that transport channel are given as "Explicit List" and if one of the logical channels mapped onto this transport channel is not included in any of those lists; or
-
if the "Logical Channel List" for the RLC sizes defined for that transport channel is set to "Configured" and for any logical channel mapped onto that transport channel, the value of the "RLC size list" (either provided in the IE "RB mapping info" if included in the same message, or stored) is also set to "Configured"; or

-
if the IE "Transport Format Set" was not received within the IE "PRACH system information list" and if the "Logical Channel List" for the RLC sizes defined for that transport channel is set to "Configured" and for any logical channel mapped onto that transport channel, the "RLC size list" (either provided in the IE "RB mapping info" if included in the same message, or stored ) is given as an "Explicit List" that includes an "RLC size index" that does not correspond to any RLC size in this "Transport Format Set":

-
keep the transport format set if this exists for that transport channel;

-
set the variable INVALID_CONFIGURATION to TRUE;

-
if the total number of configured transport formats for the transport channel exceeds maxTF:

-
keep the transport format set if this exists for that transport channel;

-
set the variable INVALID_CONFIGURATION to TRUE;
-
if the IE "Transport format set" is considered as valid according to the rules above:

-
remove a previously stored transport format set if this exists for that transport channel;

-
store the transport format set for that transport channel;

-
consider the first instance of the parameter Number of TBs and TTI List within the Dynamic transport format information to correspond to transport format 0 for this transport channel, the second to transport format 1 and so on;

-
if the IE "Transport format Set" has the choice "Transport channel type" set to "Dedicated transport channel":

-
calculate the transport block size for all transport formats in the TFS using the following


TB size = RLC size + MAC header size,

where:

-
MAC header size is calculated according to [15] if MAC multiplexing is used. Otherwise it is 0 bits;

-
'RLC size' reflects the RLC PDU size.

-
if the IE "Transport format Set" has the choice "Transport channel type" set to "Common transport channel":

-
calculate the transport block size for all transport formats in the TFS using the following:


TB size = RLC size

-
if the IE "Number of Transport blocks" <> 0 and IE "RLC size" = 0, no RLC PDU data exists but only parity bits exist for that transport format;

-
if the IE "Number of Transport blocks" = 0, neither RLC PDU neither data nor parity bits exist for that transport format;

-
configure the MAC with the new transport format set (with computed transport block sizes) for that transport channel;

-
if the RB multiplexing option for a RB mapped onto that transport channel (based on the stored RB multiplexing option) is not modified by this message:

-
determine the sets of RLC sizes that apply to the logical channels used by that RB, based on the IE "Logical Channel List" and/or the IE "RLC Size List" from the previously stored RB multiplexing option;

-
if the IE "Transport Format Set" was received within the IE "PRACH system information list":

-
ignore the RLC size indexes in the stored RB multiplexing option that do not correspond to any RLC size in the received Transport Format Set.

-
if the IE "Transport Format Set" was received within the IE "PRACH system information list", if that RB is using AM and if RACH is the transport channel to be used on the uplink:

-
apply the largest size amongst the ones derived according to the previous bullet for the RLC size (or RLC sizes in case the RB is realised using two logical channels) for the corresponding RLC entity;
-
if the IE "Transport Format Set" was not received within the IE "PRACH system information list", and if that RB is using AM and the set of RLC sizes applicable to the logical channel transferring data PDUs has more than one element:

-
set the variable INVALID_CONFIGURATION to true;

-
if that RB is using AM and the RLC size applicable to the logical channel transporting data PDUs is different from the one derived from the previously stored configuration:

-
re-establish the corresponding RLC entity;

-
configure the corresponding RLC entity with the new RLC size;

-
if this IE was included in system information and if the IE "Status" in variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS for the radio bearer or as stored in the variable LATEST_CONFIGURED_CN_DOMAIN for the signalling radio bearer is set to "Started":

-
set the HFN values for the corresponding RLC entity equal to the value of the IE "START" for the CN domain stored in the variable LATEST_CONFIGURED_CN_DOMAIN for the signalling radio bearer or in the variable ESTABLISHED_RABS for the radio bearer that will be included in the CELL UPDATE message that will be sent before the next transmission;

-
if this IE was included in CELL UPDATE CONFIRM and if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS for the radio bearer or as stored in the variable LATEST_CONFIGURED_CN_DOMAIN for the signalling radio bearer is set to "Started":

-
set the HFN values for the corresponding RLC entity equal to the value of the IE "START" included in the latest transmitted CELL UPDATE message for the CN domain stored in the variable LATEST_CONFIGURED_CN_DOMAIN for the signalling radio bearer or in the variable ESTABLISHED_RABS for the radio bearer;

-
if this IE was included in a reconfiguration message and if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS for the radio bearer or as stored in the variable LATEST_CONFIGURED_CN_DOMAIN for the signalling radio bearer is set to "Started":

-
set the HFN values for the corresponding RLC entity equal to the value of the IE "START" that will be included in the reconfiguration complete message for the CN domain stored in the variable LATEST_CONFIGURED_CN_DOMAIN for the signalling radio bearer or in the variable ESTABLISHED_RABS for the radio bearer;

-
if this IE was included in ACTIVE SET UPDATE and if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS for the radio bearer or as stored in the variable LATEST_CONFIGURED_CN_DOMAIN for the signalling radio bearer is set to "Started":

-
set the HFN values for the corresponding RLC entity equal to the value of the IE "START" that will be included in the ACTIVE SET UPDATE COMPLETE message for the CN domain stored in the variable LATEST_CONFIGURED_CN_DOMAIN for the signalling radio bearer or in the variable ESTABLISHED_RABS for the radio bearer;

-
if that RB is using UM:

-
indicate the largest applicable RLC size to the corresponding RLC entity;

-
configure MAC with the set of applicable RLC Sizes for each of the logical channels used for that RB.
For configuration restrictions on Blind Transport Format Detection, see [27].

2.9 (ASUSTeK)
Affected CN Domain of Ciphering mode info

Problem Description: It is known that the IE “Ciphering mode info” can be included in SECURITY MODE COMMAND (SMC) and other RRC messages. When included in SMC, the affected CN domain is identified with IE “CN domain identity”. But in other RRC messages, this IE “CN domain identity” does not exist. Then which CN domain should the IE “Ciphering mode info” in other RRC messages refer to?
As quoted from the configuration validation paragraph of section 8.6.3.4 Ciphering mode info:

-
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN has the value "Not Started", and if the IE "Ciphering mode command" has the value "stop"; or

-
if this procedure changes the ciphering configuration for RBs of a CN domain for which the IE "Status" in the variable CIPHERING_STATUS is "Not Started":

-
ignore this attempt to change the ciphering configuration; and

-
set the variable INVALID_CONFIGURATION to TRUE;
The first condition implies that the “Ciphering mode info” refers to the LATEST_CONFIGURED_CN_DOMAIN. But the second condition seems to imply that the “Ciphering mode info” can be used for RBs of other CN domains.
Note that the following statements are also specified in the same section:

· set the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN to "Started";

· set the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN to "Not started";
The above two statements also support that the “Ciphering mode info” refers to the LATEST_CONFIGURED_CN_DOMAIN. Otherwise we have to change the CIPHERING_STATUS for the CN domain determined by the affected radio bearers and signaling radio bearers.
If the “Ciphering mode info” only refers to the LATEST_CONFIGURED_CN_DOMAIN, which means that this IE affects all and only the radio bearers and signaling radio bearers of the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN, the second condition is misleading and needs to be modified.
Proposed Changes:

8.6.3.4
Ciphering mode info

The IE "Ciphering mode info" defines the new ciphering configuration. At any given time, the UE needs to store at most two different ciphering configurations at any given time for all signalling radio bearers and radio bearers, the old and latest ciphering configurations, per CN domain. 

If the IE "Ciphering mode info" is present and if the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to FALSE, the UE shall check the IE "Ciphering mode command" as part of the IE "Ciphering mode info", and perform the following. The UE shall:


-
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to TRUE;

-
if IE "Ciphering mode command" has the value "start/restart":

-
start or restart ciphering in lower layers for:

-
 the established radio bearers and signalling radio bearers that are included in the IE “Radio bearer downlink ciphering activation time info “;

-
all transparent mode radio bearers that will exist after this procedure if;

-
either the activation time is included in the IE “Ciphering activation time for DPCH”; or

-
the UE was in CELL_FACH state prior to this procedure in which case an activation time shall be included in the IE “COUNT-C activation time” in the response message;

-
use the ciphering algorithm (UEA [40]) indicated by the IE "Ciphering algorithm" as part of the new ciphering configuration. Use for each radio bearer, the value of the IE "RB identity" in the variable ESTABLISHED_RABS minus one as the value of BEARER in the ciphering algorithm. Apply the new ciphering configuration as specified below;

-
start or continue incrementing the COUNT-C values for all UM and AM radio bearers and signalling radio bearers

-
if a transparent mode radio bearer already exists prior to this procedure and after this procedure for a CN domain; and

-
ciphering was started for the concerned CN domain prior to this procedure; and

-
the UE was prior to this procedure in CELL_DCH and will be in CELL_DCH after this procedure:

-
continue incrementing the COUNT-C value for that CN domain else:

-
if the UE was in CELL_FACH before this procedure and will be in CELL_DCH after this procedure, and there will be a transparent mode radio bearer or signalling radio bearer after the completion of this procedure for a CN domain: or

-
if the UE was in CELL_DCH before this procedure and will be in CELL_DCH after this procedure and there was no transparent mode radio bearer or signalling radio bearer for a CN domain and there will be a transparent mode radio bearer or signalling radio bearer for that CN domain after the completion of this procedure and the IE “Ciphering activation time for DPCH” was included in this IE the UE shall:

-
start incrementing the COUNT-C values for that CN domain either at:

-
the activation time as included in the IE “Ciphering activation time for DPCH”; or at

-
the activation time included in the IE “COUNT-C activation time” in the response message

-
set the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN to "Started";

-
if the IE "Ciphering mode command" has the value "stop", the UE shall:

-
when the new ciphering configuration is applied as specified below;

-
stop ciphering for all radio bearers to which this new configuration is applied;

-
stop incrementing COUNT-C values for all UL and DL signalling radio bearers and also for UL and DL radio bearers using RLC-TM;

-
continue incrementing COUNT-C values for all UL and DL radio bearers using RLC-UM or RLC-AM.


-
set the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN to "Not started";

-
in case the IE "Ciphering mode command" has the value "start/restart" or "stop", the new ciphering configuration shall be applied as follows:

-
store the (oldest currently used) ciphering configuration until activation times have elapsed for the new ciphering configuration to be applied on all signalling radio bearers and radio bearers;

-
if there are pending activation times set for ciphering by a previous procedure changing the ciphering configuration:

-
apply the ciphering configuration at this pending activation time as indicated in this procedure;

-
if the IE "Ciphering activation time for DPCH" is present in the IE "Ciphering mode info" and the UE was in CELL_DCH state prior to this procedure:

-
for radio bearers using RLC-TM:

-
apply the old ciphering configuration for CFN less than the number indicated in the IE "Ciphering activation time for DPCH";

-
apply the new ciphering configuration for CFN greater than or equal to the number indicated in IE "Ciphering activation time for DPCH";
-
if the IE "Ciphering mode info" is present in a message reconfiguring RB, transport channel or physical channel, the indicated time in IE "Activation time for DPCH" corresponds to a CFN after that reconfiguration;

-
if the UE was in CELL_FACH state prior to this procedure and at completion of this procedure a transparent mode radio bearer exists and the IE "Ciphering activation time for DPCH" is not present in the IE "Ciphering mode info":

-
for radio bearers using RLC-TM:

-
apply the old ciphering configuration for CFN less than the number indicated in the IE “Count-C activation time” that will be transmitted in the response message.;

-
apply the new ciphering configuration for CFN greater than or equal to the number indicated in in the IE “Count-C activation time” that will be transmitted in the response message.;

-
if the IE "Radio bearer downlink ciphering activation time info" is present in the IE "Ciphering mode info":

-
apply the following procedure for each radio bearer using RLC-AM and RLC-UM indicated by the IE "RB identity":

-
suspend data transmission on the radio bearer;

-
select an "RLC send sequence number" at which (activation) time the new ciphering configuration shall be applied in uplink for that radio bearer according to the following:

-
for each radio bearer and signalling radio bearer that has no pending ciphering activation time as set by a previous procedure changing the security configuration:

-
set a suitable value that would ensure a minimised delay in the change to the latest security configuration;

-
for each radio bearer and signalling radio bearer that has a pending ciphering activation time as set by a previous procedure changing the security configuration:

-
set the same value as the pending ciphering activation time;
-
consider this activation time to be elapsed when the selected activation time (as above) is equal to the "RLC send sequence number";

-
store the selected "RLC send sequence number" for that radio bearer in the entry for the radio bearer in the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
when the data transmission of that radio bearer is resumed switch to the new ciphering configuration according to the following:

-
use the old ciphering configuration for the transmitted and received RLC PDUs with RLC sequence numbers smaller than the corresponding RLC sequence numbers indicated in the IE "Radio bearer uplink ciphering activation time info" sent to UTRAN and in the received IE "Radio bearer downlink ciphering activation time info" received from UTRAN, respectively;

-
use the new ciphering configuration for the transmitted and received RLC PDUs with RLC sequence numbers greater than or equal to the corresponding RLC sequence numbers indicated in the IE "Radio bearer uplink ciphering activation time info" sent to UTRAN and in the received IE "Radio bearer downlink ciphering activation time info" received from UTRAN, respectively;

-
for a radio bearer using RLC-AM, when the RLC sequence number indicated in the IE "Radio bearer downlink ciphering activation time info" falls below the RLC receiving window and the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" falls below the RLC transmission window, the UE may release the old ciphering configuration for that radio bearer;

-
if an RLC reset or re-establishment occurs before the activation time for the new ciphering configuration has been reached, ignore the activation time and apply the new ciphering configuration immediately after the RLC reset or RLC re-establishment.

If the IE "Ciphering mode info" is present and if the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to FALSE:

-
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN has the value "Not Started", and if the IE "Ciphering mode command" has the value "stop"; or

-
ifthe IE “RB identity” in IE “Ciphering mode info” does not include all the radio bearers and signaling radio bearers of the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN or includes any radio bearer of other CN domain:
-
ignore this attempt to change the ciphering configuration; and

-
set the variable INVALID_CONFIGURATION to TRUE;

If the IE "Ciphering mode info" is present and if the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to TRUE, the UE shall:

-
ignore this second attempt to change the ciphering configuration; and

-
set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to TRUE.

If the IE "Ciphering mode info" is not present, the UE shall not change the ciphering configuration.

2.10 (ASUSTeK)
CN Domain Switching for SRB
Problem Description: There are several issues on CN domain switching for signalling radio bearers to be clarified. To describe these issues let consider the following scenario (originally raised by Ainkaran).

1) Setup RRC connection and CS signalling connection

2) SMC from CS domain for both integrity and ciphering

( SRBs are ciphering with CKCS and integrity protected with IKCS.

3) Setup CS RAB

( RBs associated with the CS domain are ciphered with CKCS
4) Setup PS signalling connection

5) SMC from PS domain for integrity only

( SRBs are not ciphered and integrity protected with IKPS.
6) Setup PS RAB
( RBs associated with the PS domain are not ciphered.
Issue 1. In the current specification (Joint CR) only the HFNs of the SRBs for the first CN domain can be initialized. The HFNs for the second CN domain cannot be initializaed.

Issue 2. From the above scenario it is clear that when the CN domain for SRBs switches, the IE “Integrity protection mode info” should be included in SMC message. Similarly if the CN domain for SRBs switches and the ciphering status of the previous CN domain for the SRBs is started, the IE “Ciphering mode info” should be included in SMC message. Otherwise, the security configuration should be considered as invalid.

Issue 3. In step (5) the CN domain for SRBs switches from CS to PS. In this case both IE “Ciphering mode info” and IE “Integrity protection mode info” should be included in SMC message. But the IE “Ciphering mode command” in IE “Ciphering mode info” is mandatory, what should this IE be set to, “stop” or “start/restart”?

It seems to me there are two alternatives:

(1) Set the IE “Ciphering mode command” to “stop” or

(2) Change the IE “Ciphering mode command” to optional and do not include this IE for this case. Just include the ciphering activation time for SRBs to stop ciphering.

Alternative (1) will be considered as an invalid configuration and be rejected in the current specification since ciphering for PS domain has not been started.

Alternative (2) seems feasible.

Proposed Changes:

8.1.12.3
Reception of SECURITY MODE COMMAND message by the UE

Upon reception of the SECURITY MODE COMMAND message, the UE shall:



-
set the variable LATEST_CONFIGURED_CN_DOMAIN equal to the IE "CN domain identity";
-  if the value of the IE "Status" in the variable "INTEGRITY_PROTECTION_INFO" is "Not started"




-
use the value "START" in the most recently sent IE "START list" to initialise all COUNT-I hyper frame numbers of all CN domains for all the signalling radio bearers; while


-
setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the START for that CN domain;

-
setting the remaining bits of the hyper frame numbers equal to zero;
-
if the value of the IE "Status" in the variable "CIPHERING_STATUS" of the CN domain stored in the variable LATEST_CONFIGURED_CN_DOMAIN is "Not Started" and IE "Ciphering mode command" has the value "start/restart":

-
use the value "START" in the most recently sent IE "START list" that belongs to the CN domain as indicated in the IE "CN domain identity" to initialise all hyper frame numbers of COUNT-Cs for all the signalling radio bearers; while

-
setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the START for that CN domain;

-
setting the remaining bits of the hyper frame numbers equal to zero;




-
after completeing the above initialisation perform the actions for the received information elements according to subclause 8.6.


If the IE "Security capability" is the same as indicated by variable UE_CAPABILITY_TRANSFERRED, and the IE "GSM security capability" (if included in the SECURITY MODE COMMAND) is the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, the UE shall:

-
set the IE "RRC transaction identifier" in the SECURITY MODE COMPLETE message to the value of "RRC transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table "Accepted transactions" in the variable TRANSACTIONS; and

-
clear that entry;

-
if the SECURITY MODE COMMAND message contained the IE "Ciphering mode info":

-
include and set the IE "Radio bearer uplink ciphering activation time info" to the value of the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO, for the respective radio bearer and signalling radio bearer;

-
if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info" with the IE "Integrity protection mode command" set to "Modify":

-
include and set the IE "Integrity protection activation info" to the value of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;



-
send a SECURITY MODE COMPLETE message on the uplink DCCH in AM RLC, using the old ciphering configurations;

-
if the IE "Integrity protection mode info" was present in the SECURITY MODE COMMAND message:

-
start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from and including the transmitted SECURITY MODE COMPLETE message;

-
when the successful delivery of the SECURITY MODE COMPLETE message has been confirmed by RLC:

-
if the SECURITY MODE COMMAND message contained the IE "Ciphering mode info":

-
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;

-
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info":

-
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
the procedure ends.

-
notify upper layers upon change of the security configuration;

-
if a new security key set has been received for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN:

-
set the START value for this CN domain to 0.

-
for radio bearers and signalling radio bearers used by this CN domain, the UE shall:


-
for integrity protection in the downlink:

-
when the RRC sequence number in a received RRC message on the particular signalling radio bearer reaches the activation time for that signalling radio bearer indicated in IE "Downlink integrity protection activation info" included in the IE "Integrity protection mode info":

-
use the new integrity key;

-
set the IE "Downlink RRC HFN" for that signalling radio bearer in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to zero;

-
for integrity protection in the uplink:

-
when the RRC sequence number in a transmitted RRC message on the particular signalling radio bearer reaches the activation time for that signalling radio bearer indicated in IE "Uplink integrity protection activation info”

-
use the new integrity key;

-
set the IE "Uplink RRC HFN" for that signalling radio bearer in the variable INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to zero ;


-
for ciphering on radio bearers using RLC-TM:

-
at the CFN as indicated in the IE "Ciphering activation time for DPCH" in the IE "Ciphering mode info 

-
use the new key in uplink and downlink;

-
set the HFN component of the COUNT-C to zero at the CFN as indicated in the IE "Ciphering activation time for DPCH" in the IE "Ciphering mode info";

-
for ciphering on radio bearers using RLC-AM and RLC-UM:

-
in the downlink, at and after the RLC sequence number indicated in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info" for a specific radio bearer or signalling radio bearer:

-
use the new key;

-
set the HFN component of the downlink COUNT-C to zero;

-
in the uplink, at and after the RLC sequence number indicated in IE "Radio bearer uplink ciphering activation time info" for a specific radio bearer or signalling radio bearer:

-
use the new key;

-
set the HFN component of the uplink COUNT-C to zero.

If the IE "Ciphering mode info" and the IE "Integrity protection mode info" are both not included in the SECURITY MODE COMMAND; or

If the CN domain stored in the variable LATEST_CONFIGURED_CN_DOMAIN is different from the previous one, 
the IE "Status" in the variable "CIPHERING_STATUS" of the previous CN domain is "Started" and the IE “Ciphering mode info” is not included in the SECURITY MODE COMMAND message
; or

If the CN domain stored in the variable LATEST_CONFIGURED_CN_DOMAIN is different from the previous one and the IE “Integrity protection mode info” is not included in the SECURITY MODE COMMAND message, the UE shall:

-
set the variable INVALID_CONFIGURATION to TRUE;

If the IE "Security capability" is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, or the IE "GSM security capability" (if included in the SECURITY MODE COMMAND) is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, or if the IE "GSM security capability" is not included in the SECURITY MODE COMMAND and is included in the variable UE_CAPABILITY_TRANSFERRED, the UE shall:

-
release all its radio resources;

-
indicate the release of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

-
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

-
clear the variable ESTABLISHED_RABS;

-
enter idle mode;

-
perform actions when entering idle mode as specified in subclause 8.5.2;

-
and the procedure ends.

8.6.3.4
Ciphering mode info

The IE "Ciphering mode info" defines the new ciphering configuration. At any given time, the UE needs to store at most two different ciphering configurations at any given time for all signalling radio bearers and radio bearers, the old and latest ciphering configurations, per CN domain. 

If the IE "Ciphering mode info" is present and if the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to FALSE, the UE shall check the IE "Ciphering mode command" as part of the IE "Ciphering mode info", and perform the following. The UE shall:


-
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to TRUE;

-
if IE "Ciphering mode command" has the value "start/restart":

-
start or restart ciphering in lower layers for:

-
 the established radio bearers and signalling radio bearers that are included in the IE “Radio bearer downlink ciphering activation time info “;

-
all transparent mode radio bearers that will exist after this procedure if;

-
either the activation time is included in the IE “Ciphering activation time for DPCH”; or

-
the UE was in CELL_FACH state prior to this procedure in which case an activation time shall be included in the IE “COUNT-C activation time” in the response message;

-
use the ciphering algorithm (UEA [40]) indicated by the IE "Ciphering algorithm" as part of the new ciphering configuration. Use for each radio bearer, the value of the IE "RB identity" in the variable ESTABLISHED_RABS minus one as the value of BEARER in the ciphering algorithm. Apply the new ciphering configuration as specified below;

-
start or continue incrementing the COUNT-C values for all UM and AM radio bearers and signalling radio bearers

-
if a transparent mode radio bearer already exists prior to this procedure and after this procedure for a CN domain; and

-
ciphering was started for the concerned CN domain prior to this procedure; and

-
the UE was prior to this procedure in CELL_DCH and will be in CELL_DCH after this procedure:

-
continue incrementing the COUNT-C value for that CN domain else:

-
if the UE was in CELL_FACH before this procedure and will be in CELL_DCH after this procedure, and there will be a transparent mode radio bearer or signalling radio bearer after the completion of this procedure for a CN domain: or

-
if the UE was in CELL_DCH before this procedure and will be in CELL_DCH after this procedure and there was no transparent mode radio bearer or signalling radio bearer for a CN domain and there will be a transparent mode radio bearer or signalling radio bearer for that CN domain after the completion of this procedure and the IE “Ciphering activation time for DPCH” was included in this IE the UE shall:

-
start incrementing the COUNT-C values for that CN domain either at:

-
the activation time as included in the IE “Ciphering activation time for DPCH”; or at

-
the activation time included in the IE “COUNT-C activation time” in the response message

-
set the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN to "Started";

-
if the IE "Ciphering mode command" has the value "stop", the UE shall:

-
when the new ciphering configuration is applied as specified below;

-
stop ciphering for all radio bearers to which this new configuration is applied;

-
stop incrementing COUNT-C values for all UL and DL signalling radio bearers and also for UL and DL radio bearers using RLC-TM;

-
continue incrementing COUNT-C values for all UL and DL radio bearers using RLC-UM or RLC-AM.


-
set the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN to "Not started";

·   if the IE "Ciphering mode command" does not exist, the UE shall:

-  when the new ciphering configuration is applied at the time as specified below:

-  stop ciphering for all signalling radio bearers;

-  stop incrementing COUNT-C values for all signalling radio bearers;



-
in case the IE "Ciphering mode command" has the value "start/restart" or "stop" or this IE does not exist


, the new ciphering configuration shall be applied as follows:

-
store the (oldest currently used) ciphering configuration until activation times have elapsed for the new ciphering configuration to be applied on all signalling radio bearers and radio bearers;

-
if there are pending activation times set for ciphering by a previous procedure changing the ciphering configuration:

-
apply the new ciphering configuration at this pending activation time as indicated in this procedure;

-
if the IE "Ciphering activation time for DPCH" is present in the IE "Ciphering mode info" and the UE was in CELL_DCH state prior to this procedure:

-
for radio bearers using RLC-TM:

-
apply the old ciphering configuration for CFN less than the number indicated in the IE "Ciphering activation time for DPCH";

-
apply the new ciphering configuration for CFN greater than or equal to the number indicated in IE "Ciphering activation time for DPCH";
-
if the IE "Ciphering mode info" is present in a message reconfiguring RB, transport channel or physical channel, the indicated time in IE "Activation time for DPCH" corresponds to a CFN after that reconfiguration;

-
if the UE was in CELL_FACH state prior to this procedure and at completion of this procedure a transparent mode radio bearer exists and the IE "Ciphering activation time for DPCH" is not present in the IE "Ciphering mode info":

-
for radio bearers using RLC-TM:

-
apply the old ciphering configuration for CFN less than the number indicated in the IE “Count-C activation time” that will be transmitted in the response message.;

-
apply the new ciphering configuration for CFN greater than or equal to the number indicated in in the IE “Count-C activation time” that will be transmitted in the response message.;

-
if the IE "Radio bearer downlink ciphering activation time info" is present in the IE "Ciphering mode info":

-
apply the following procedure for each radio bearer using RLC-AM and RLC-UM indicated by the IE "RB identity":

-
suspend data transmission on the radio bearer;

-
select an "RLC send sequence number" at which (activation) time the new ciphering configuration shall be applied in uplink for that radio bearer according to the following:

-
for each radio bearer and signalling radio bearer that has no pending ciphering activation time as set by a previous procedure changing the security configuration:

-
set a suitable value that would ensure a minimised delay in the change to the latest security configuration;

-
for each radio bearer and signalling radio bearer that has a pending ciphering activation time as set by a previous procedure changing the security configuration:

-
set the same value as the pending ciphering activation time;
-
consider this activation time to be elapsed when the selected activation time (as above) is equal to the "RLC send sequence number";

-
store the selected "RLC send sequence number" for that radio bearer in the entry for the radio bearer in the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
when the data transmission of that radio bearer is resumed switch to the new ciphering configuration according to the following:

-
use the old ciphering configuration for the transmitted and received RLC PDUs with RLC sequence numbers smaller than the corresponding RLC sequence numbers indicated in the IE "Radio bearer uplink ciphering activation time info" sent to UTRAN and in the received IE "Radio bearer downlink ciphering activation time info" received from UTRAN, respectively;

-
use the new ciphering configuration for the transmitted and received RLC PDUs with RLC sequence numbers greater than or equal to the corresponding RLC sequence numbers indicated in the IE "Radio bearer uplink ciphering activation time info" sent to UTRAN and in the received IE "Radio bearer downlink ciphering activation time info" received from UTRAN, respectively;

-
for a radio bearer using RLC-AM, when the RLC sequence number indicated in the IE "Radio bearer downlink ciphering activation time info" falls below the RLC receiving window and the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" falls below the RLC transmission window, the UE may release the old ciphering configuration for that radio bearer;

-
if an RLC reset or re-establishment occurs before the activation time for the new ciphering configuration has been reached, ignore the activation time and apply the new ciphering configuration immediately after the RLC reset or RLC re-establishment.

If the IE "Ciphering mode info" is present and if the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to FALSE:

-
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN has the value "Not Started", and if the IE "Ciphering mode command" has the value "stop"; or

-
if  this procedure changes the ciphering configuration for RBs of a CN domain for which the IE "Status" in the variable CIPHERING_STATUS is "Not Started":
-
ignore this attempt to change the ciphering configuration; and

-
set the variable INVALID_CONFIGURATION to TRUE;

If the IE "Ciphering mode info" is present and if the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to TRUE, the UE shall:

-
ignore this second attempt to change the ciphering configuration; and

-
set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to TRUE.

If the IE "Ciphering mode info" is not present, the UE shall not change the ciphering configuration.

2.11 (Motorola)
Simultaneous reconfiguration

TS 25.331 8.6.3.11 allows for simultaneous processing of multiple instances of the SECURITY MODE COMMAND.  Nevertheless, there may cases for which this may be illogical.  

First let us make the following assumptions for the example:

1) UE has two CN domain connections, i.e. PS and CS

2) Integrity protection has already been started at the UE, i.e. the SECURITY MODE COMMAND is not the case of a first one.
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Issue: A case such as the above would cause the LATEST_CONFIGURED_CN_DOMAIN value to assume an inaccurate value for some period of time, since the processing of each SECURITY MODE COMMAND touches the value of this variable.

Question: Should we limit the number of instances to one in such cases as a low-risk solution?

2.12 (Motorola)
Concept of “current start value”

25.331, clause 8.5.2 specifies the actions that must be performed when the UE moves from connected state to idle state.  One such action is that the UE shall store the current start value to the USIM.  It is somewhat unclear what is meant by “current START” value:

Question: Is “current START value” defined as:

1) the last START value that was used? Or,

2) a new START value that was calculated as per 25.331, cl. 8.5.9 using the current Count-c and Count-I?

We feel that this requires clarification and would like the input of other companies. 

2.13 (Motorola)
Handling of IE “Downlink counter synchronisation info”

In 25.331, cl. 8.3.1.6, when specifying the handling of the reception of IE “Downlink counter synchronisation info” if received in CELL UPDATE CONFIRM or URA UPDATE CONFIRM messages, the behaviour of UE is not identical to that if it receives the same IE “Downlink counter synchronisation info” in a reconfiguration message.

Questions: 

1) It appears logically inconsistent that the reception of the same IE is treated in multiple ways by the UE.  Is this the intention of the specification or does this indicate a problem?  

2) If it is intended that the IE be treated identically in all messages received by the UE, then we may want to define this procedure in cl. 8.6. 

We feel that it may be advisable to draft a change request to define the procedure in clause 8.6, stating that the IE “Downlink counter synchronisation info” shall be treated identically in all messages received by the UE.

2.14 (Motorola)
Definition of “new key”

Our current understanding is that the SECURITY MODE COMMAND is the only indication to trigger to the UE to start using the new key, either i) ciphering key or ii) integrity protection key. (refer 25.331, clause 8.1.12.3)

Consider the following operational scenarios:
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Operational scenario #1:

 Valid Integrity protection key (IKcs  and IKps) are 

NOT

 present at the time an RRC connection is established.

1st SECURITY MODE COMMAND

CN domain = CS

At this point, we regard IKcs as a "new key".  We assume that

Startcs is now set to zero and that Count-I for all SRBs except for

SRB2 is initialised to zero at its activation time.

2nd SECURITY MODE COMMAND

CN domain = PS

First procedure ends

No keys reside in USIM

Authentication and key generation procedure

MM

New keys

IKcs and IKps reside in USIM

Shall the UE use the new key IKcs to perform the X MAC-I

calculation at this time?  Shall the UE reset SRB2 Count-I to zero

at this point?

SECURITY MODE COMMAND COMPLETE

ACK

At this point, we regard IKps as a "new key".   We assume that

Startps is now set to zero but ask if Count-I for all SRBs except for

SRB2 is AGAIN initialised to zero at its activation time?

Shall the UE use the new key IKps to perform the X MAC-I

calculation at this time?  Shall the UE reset SRB2 Count-I to zero

at this point?

SECURITY MODE COMMAND COMPLETE

ACK


· In Operational Scenario #1, we assume that the validity of the key determined by the completion of the Authentication and key generation procedure.  

· Upon reception of 1st SECURITY MODE COMMAND (received on SRB2), while calculating X MAC-I does the UE initialize SRB2 COUNT-I for both uplink and downlink equal to zero?

· Upon reception of acknowledgement of 1st SECURITY MODE COMPLETE message, does this mean IKcs is treated as a “new key”, and therefore the UE is to set STARTcs equal to zero and Count-I for each SRB initialized to zero at its activation time?  AND…

· Upon reception of 2nd SECURITY MODE COMMAND (received on SRB2), again while calculating X MAC-I does the UE initialize SRB2 COUNT-I for both uplink and downlink equal to zero?

· Upon reception of acknowledgement of 2nd SECURITY MODE COMPLETE message, is the IKps key also to be considered as a “new key”, and therefore the UE is to set STARTps equal to zero and Count-I for each SRB initialzed to zero again at its activation time?
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Operational scenario #2:

 Valid Integrity protection key (IKcs  and IKps) are present at the time an RRC connection is established.

1st SECURITY MODE COMMAND

CN domain = CS

2nd SECURITY MODE COMMAND

CN domain = PS

First procedure ends

IKcs and IKps reside in USIM

At this point, we regard IKcs as a "new key".  Although IKcs refers

to the one residing on the USIM, shall the UE now set  Startcs   to

zero and initialise Count-I for all SRBs except for SRB2 to zero at

its activation time.

SECURITY MODE COMMAND COMPLETE

ACK

At this point, we regard IKps as a "new key".  Although IKps refers

to the one residing on the USIM, shall the UE now set  Startps   to

zero and initialise Count-I for all SRBs except for SRB2 to zero at

its activation time.

SECURITY MODE COMMAND COMPLETE

ACK


· In Operational Scenario #2, the UE is already in possession of keys, which reside on the USIM, and the UE has received a 1st SECURITY MODE COMMAND for the CS domain.

· Upon reception of acknowledgement of 1st SECURITY MODE COMPLETE message, does this mean IKcs should be treated as a “new key” because it will be used for the first time during this RRC connection procedure, and therefore the UE is to set STARTcs equal to zero and Count-I for each SRB initialized to zero at its activation time?  AND…

· IF IKcs should be treated as new key, when shall the UE initialize SRB2 COUNT-I, since SRB2 does not have an activation time? 

· Upon reception of acknowledgement of 2nd SECURITY MODE COMPLETE message, does this mean IKps should be treated as a “new key” because it will be used for the first time during a given RRC connection procedure, and therefore the UE is to set STARTps equal to zero and Count-I for each SRB initialized to zero at its activation time? 

2.15 (Lucent Technologies)

INTEGRITY PROTECTION STATUS

In 25.331, section 8.6.3.5: The variable INTEGRITY_PROTECTION_STATUS is mentioned 3 times.    Each instance should be changed to INTEGRITY_PROTECTION_INFO.

(cut-and-paste text not included here as this change only involves one variable and no new text)

2.16 (Lucent Technologies)

Storing START value in USIM upon entering idle mode
In 33.102, section 6.4.3 (Cipher key and integrity key lifetime) contains the following text:

Each time an RRC connection is released the values STARTCS and STARTPS of the bearers that were protected in that RRC connection are compared with the maximum value, THRESHOLD. If STARTCS and/or STARTPS have reached the maximum value (THRESHOLD), the ME marks the START value in the USIM for the corresponding core network domain(s) as invalid by setting the STARTCS and/or STARTPS to THRESHOLD, deletes the cipher key and the integrity key stored on the USIM and sets the KSI to invalid (refer to section 6.4.4). Otherwise, the STARTCS and STARTPS are stored in the USIM. The maximum value THRESHOLD is set by the operator and stored in the USIM.
Thus, the START value stored in USIM won't be greater than THRESHOLD. Comparison function comes before the storing the START value. 

However, according to TS25.331, storing function is performed before comparison (section 8.5.2):
When entering idle mode, the UE shall:

-
if the USIM is present:

-
store the current START value for every CN domain in the USIM [50];

-
if the "START" stored in the USIM [50] for a CN domain is greater than the value "THRESHOLD" of the variable START_THRESHOLD:

-
delete the ciphering and integrity keys that are stored in the USIM for that CN domain;

-
inform the deletion of these keys to upper layers.
This means that START value stored can be greater than the THRESHOLD.  The following issue is raised:

1. 25.331 and 33.102 are not aligned with respect to storing of START value in USIM.   In 25.331 the START value may be stored as greater than THESHOLD while in 33.102 this is not the case.

We propose that that 25.331 be put into line w/ 33.102.  The following text could be used:

When entering idle mode, the UE shall:

-
if the USIM is present:

-
if the "START" stored in the USIM [50] for a CN domain is greater than the value "THRESHOLD" of the variable START_THRESHOLD:

-
delete the ciphering and integrity keys that are stored in the USIM for that CN domain;

-
set the value of START value to THRESHOLD

-
inform the deletion of these keys to upper layers.

-
store the current START value for every CN domain in the USIM [50];

2.17 (Lucent Technologies)

Timing of sending SECURITY MODE COMPLETE to the CN

In 25.413 section 8.18.2, we have the following text:

When the execution of the radio interface procedure is successfully finished, UTRAN shall return a SECURITY MODE COMPLETE message to the CN
However, in 25.331, 8.1.12.2, the following is specified:

 When the successful delivery of the SECURITY MODE COMMAND has been confirmed by RLC, UTRAN should:

-
for the signalling radio bearers:

-
send an indication to upper layers that the new integrity protection configuration has been activated when the activation time has elapsed.

This raises the following issue:

1. 25.413 and 25.331 and not aligned with respect to sending of the RANAP SECURITY MODE COMPLETE to the Core Network.

We propose that 25.331 be aligned w/ 25.413.   The text below would produce this change:
When the SECURITY MODE COMPLETE message is successfuly received from the UE, UTRAN should:

-
for the signalling radio bearers:

-
send an indication to upper layers that the new integrity protection configuration has been activated when the activation time has elapsed.

Note: this change will remove the folloiwng scenario: RANAP SECURITY MODE COMPLETE message is sent to the CN after successful delivery of the RRC SECURITY MODE COMMAND to the UE and the RRC SECURITY MODE COMMAND is never received at UTRAN.

2.18 (Lucent Technologies)

Mis-timing between the UE and UTRAN for suspension

In section 8.1.12.1, we have the following text:

When the successful delivery of the SECURITY MODE COMMAND has been confirmed by RLC, UTRAN shall:

-
resume all the suspended radio bearers and signalling radio bearers. The old ciphering configuration shall be applied for the transmission of RLC PDUs with RLC sequence number less than the number indicated in the IE "Radio bearer downlink ciphering activation time info", as sent to the UE. The new ciphering configuration shall be applied for the transmission of RLC PDUs with RLC sequence number greater than or equal to the number indicated in IE "Radio bearer downlink ciphering activation time info", sent to the UE.

However, for UE behavior in section 8.1.12.3, we have the following:

-
when the successful delivery of the SECURITY MODE COMPLETE message has been confirmed by RLC:

-
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;

This raises the following issue:

1. There will exist a window (starting when UTRAN receives RLC ack for Security Mode Command and ending when UE receives RLC ack for Security Mode Complete) when UTRAN is resumed but UE is still suspended.   

The 8.1.12.1 text could be altered as follows:

When the SECURITY MODE COMPLETE message is successfuly received from the UE, UTRAN shall:

-
resume all the suspended radio bearers and signalling radio bearers. The old ciphering configuration shall be applied for the transmission of RLC PDUs with RLC sequence number less than the number indicated in the IE "Radio bearer downlink ciphering activation time info", as sent to the UE. The new ciphering configuration shall be applied for the transmission of RLC PDUs with RLC sequence number greater than or equal to the number indicated in IE "Radio bearer downlink ciphering activation time info", sent to the UE.

Note: althought arising from a different scenario, the proposed solution here is similar to that of the previous open issue.

2.19 (Lucent Technologies)

Setting PROTOCOL_ERROR_REJECT back to FALSE
In section 8.1.12.6, we have the following text:

8.1.12.6
Invalid SECURITY MODE COMMAND message

If the SECURITY MODE COMMAND message contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall perform procedure specific error handling as follows:

However, the subsequent text does not set the variable PROTOCOL_ERROR_REJECT  to FALSE at the end of the procedure.    This raises the following issues:

1. Section 8.1.12.6 is missing text to specify the resetting of variable PROTOCOL_ERROR_REJECT back to FALSE.

The end of the section could be altered as follows to produce this change:

-
when the successful delivery of the SECURITY MODE FAILURE message has been confirmed by RLC:

-
continue with any ongoing processes and procedures as if the invalid SECURITY MODE COMMAND message has not been received;

- 
set the variable PROTOCOL_ERROR_REJECT to FALSE

-
and the procedure ends.

2.20 (Lucent Technologies)
Setting of HFNs to 0 in UTRAN in case of new keys:
In section 8.1.12.3 (Reception of SECURITY MODE COMMAND message by the UE), if UE has new KEY received, DL HFN component of COUNT-I is set to zero when the RRC SN in a received RRC on the particular SRB reached the value in IE' Downlink Integrity Protection Activation Info' in SECURITY MODE COMMAND. This means that HFN should be reset to zero if a new key is applied.  This should also be reflected in 8.1.12.5 for UTRAN behavior.   This raises the following issue:

1. The setting of HFNs to 0 when new keys are to be applied is missing for UTRAN behavior as specified in section 8.1.12.5.

The text below (similar to that from 8.1.12.3 for UE behavior) could be added to the beginning of 8.1.12.5, after the first paragraph as follows:

For radio bearers and signalling radio bearers used by the CN indicated in the IE "CN domain identity", UTRAN shall:

-
if a new integrity protection key has been received:

-
in the downlink:

-
use the new key;

-
set the IE "Downlink RRC HFN" for all signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to zero when the RRC sequence number in a received RRC message on the particular signalling radio bearer reaches the value for that signalling radio bearer indicated in IE "Downlink integrity protection activation info" included in the IE "Integrity protection mode info";


in the uplink:

-
use the new key;

-
set the IE "Uplink RRC HFN" for all signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to zero when the RRC sequence number in a transmitted RRC message on the particular signalling radio bearer reaches the value for that signalling radio bearer indicated in IE "Uplink integrity protection activation info";

-
if a new ciphering key is available:

-
for radio bearers using RLC-TM:

-
use the new key in uplink and downlink;

-
set the HFN component of the COUNT-C to zero at the CFN as indicated in the IE "Ciphering activation time for DPCH" in the IE "Ciphering mode info";

-
for radio bearers using RLC-AM and RLC-UM:

-
in the downlink, at and after the RLC sequence number indicated in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info":

-
use the new key;

-
set the HFN component of the downlink COUNT-C to zero;

-
in the uplink, at and after the RLC sequence number indicated in IE "Radio bearer uplink ciphering activation time info":

-
use the new key;

-
set the HFN component of the uplink COUNT-C to zero
2.21 (Lucent Technologies)
8.1.12.4b: Cell Update during Security reconfiguration:

Prior to sending SECURITY MODE COMMAND for a given domain, UTRAN shall suspend all AM/UM bearers for that CN domain.   With respect to section 8.1.12.4b (Cell update procedure during security reconfiguration), if CELL UPDATE occurs during the SRB/RBs suspension, UTRAN cannot respond with CELL UPDATE CONFIRM. This is because CELL UPDATE CONFIRM is on UM mode on RB0.  This raises the following issue:

1. 25.331 does not specify the UTRAN behavior for resumption of SRB/RBs in the case of Cell Update during security reconfiguration.   

It thus needs to be specified that UTRAN shall resume transmission upon reception of SECURITY MODE FAILURE message.   The following text could be added to the end of the section:

Upon receptoin of Security Mode Failure message, the UTRAN shall:

-
abort the ongoing integrity and/or ciphering reconfiguration;

-
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;

Note: it may also be necessary to specify additional UTRAN behavior as well, analogous to that specified for UE behavior in section 8.1.12.4b, e.g., setting variables to FALSE, etc.;

2.22 (Lucent Technologies)

Suspension of RBs definition:

In section 8.1.12.2.1, we have the following text, for UTRAN behavior:

While suspended, radio bearers and signalling radio bearers shall not deliver RLC PDUs with sequence number greater than or equal to the number in IE "Radio bearer downlink ciphering activation time info".

This raises the following issue:

1. While suspended, nothing is transmitted.   Thus, this text seems unecessary.   Is this text intended as a definition of a suspended RB/SRB?    If yes, it may be adding more confusion than clarification and it might help to delete this text.     If not, clarification might be useful here.    For instance, if this is intended to describe inter-layer behavior, this should be clarified.

2.23 (Nortel Networks)
Issue#2
(Subsections 8.2.2.3 and 10.2.34)
Description of the Issue:

If the UTRAN wants to setup the first TM RBs of a CN domain when eventually they are already non TM SRBs and RBs being setup and ciphered for this CN domain belonging to others RABs, it is not clear what value of START the UTRAN should used to initialise the HFN of the TM COUNT-C for the first time.

As shown below, in the Tabular 10.2.34 ‘Radio Bearer Setup Complete’, it is said that the IE START is not needed for TM RB.

Subsection 10.2.34:
	START
	OP
	
	START 10.3.3.38
	This information element is not needed for transparent mode RBs


It is understood that this IE START is not required once the first TM RB has been setup. But it is felt that in the case of the first TM RB for one CN doamin, the UE needs to send this IE.

According to the procedure text 8.2.2.3, the IE START will always be included by the UE in the ‘Radio Bearer Setup Complete’ message, as soon below. It is not clear what the UTRAN should do with this value in the case the TM COUNT-C is already initialized and incrementing.

Subsection 8.2.2.3:
-
if the received reconfiguration message did not include the IE "Downlink counter synchronisation info":

-
if the variable START_VALUE_TO_TRANSMIT is set:

-
include and set the IE "START" to the value of that variable;
To correct the above issue it is proposed to change the text and the tabular so that the IE START shall be included by the UE only in the response message that has setup the first TM RB(s) (i.e. the IE START shall be CP).
2.24 (Nortel Networks)
Issue#3 Addition of subsequent TM RBs (Subsection 8.2.2.3)

Description of the Issue:

If the UTRAN wants to setup TM RBs so that ciphering starts as soon as traffic begins on the new RBs, it shall includes a 'Ciphering activation time for DPCH' IE being equal to the value in the IE ‘Activation time’ in the RB setup message.

But if the default value ‘now’ of the IE ‘Activation time’ is used. It is not clear how it is then possible to have ciphering starting as soon as traffic begins on the new RBs.

The proposed solution is that 'Ciphering activation time for DPCH' IE is CP. It shall be included only in the Security Mode Command Message. In any other message, when it is not included, the default value is the value of the ‘Activation time’ IE.

2.25 (Nortel Networks)
Issue#4
START Value Calculation (Subsection 8.5.9)

Description of the Issue:

It needs to be clarified that COUNT-C corresponding to non ciphered RB should NOT be included in the START value calculation.

Proposed Changes (based on Security CR v4.0):

8.5.9
START value calculation

In connected mode, the START value for CN domain 'X' is calculated as

Let STARTX = the START value for CN domain 'X' prior to the calculation below:


STARTX' = MSB20 ( MAX {COUNT-C, COUNT-I | radio bearers and signalling radio bearers with the most recently configured CKX and IKX}) + 1.

-
if STARTX'= the maximum value = 1048575 then STARTX = STARTX';

-
if the current STARTX < STARTX' then STARTX = STARTX', otherwise STARTX is unchanged.

NOTE 1: Here, “most recently configured” means that if there are more than one key in use for a CN domain, due to non expiry of the ciphering and/or integrity protection activation time for any signalling radio bearers and/or radio bearers, do not include the COUNT-I/COUNT-C for these signalling radio bearers and/or radio bearers in the calculation of the START X'
.
NOTE 2: COUNT-C corresponding to non-ciphered radio bearers using RLC-AM or RLC-UM shall not be included in the calculation of the STARTX'.
2.26 (Nortel Networks)
Issue#5
Security Mode Command (Subsection 8.6.3.4)

Description of the Issue:

During the RAN2#24 meeting, as proposed by Ericsson, it was agreed to clarify that Security Mode Command is the only message that can start ciphering for one CN domain. We should also add that this is the only one that can stop ciphering or restart ciphering (with new key).

The following change has been made to 8.6.3.4 in CR v4.0.

If the IE "Ciphering mode info" is present and if the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to FALSE:

-
if the IE "Status" in the variable CIPHERING_STATUS of the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN has the value "Not Started", and if the IE "Ciphering mode command" has the value "stop"; or

-
if  this procedure changes the ciphering configuration for RBs of a CN domain for which the IE "Status" in the variable CIPHERING_STATUS is "Not Started
":
-
ignore this attempt to change the ciphering configuration; and

-
set the variable INVALID_CONFIGURATION to TRUE;

The following issues are raisied:

1. The changes are not, as the IE ‘Ciphering mode info’ can be included in a Security Mode Command message that can start ciphering. Then with the abrove changes, it is no more possible to start ciphering.

2. It is not clarified that SMC is the only procedure that can stop or re-start ciphering.

It is proposed to make the clarification at least in subsection 8.1.12.1.

If it is wanted to add the INVALID_CONFIGURATION cases for the UE they should whether be included in subsection 8.2.2.3 (none are currently specified there) or 8.6.3.4 (but then it will be needed to say something like if the IE ‘Ciphering mode info has been included in any messages except the Security Mode Command’).

Proposed Changes (based on Security CR v4.0):

8.1.12.1
General

The purpose of this procedure is to trigger the stop or start of ciphering or to command the restart of the ciphering with a new ciphering configuration, for the radio bearers of once CN domain and for all signalling radio bearers. It is the only procedure that can do so.
It is also used to start integrity protection or to modify the integrity protection configuration for all signalling radio bearers. It is the only procedure that can do so.
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