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1. Scope

This document discusses problems of UE sending failure message when procedure that modifies the security configuration is interrupted by a cell update.

2. Description

TS 25.331 specifies UE behaviour for the cases a procedure that modifies the security configuration is interrupted by a cell update procedure. However, the existing text not solve the intended problem, as can be seen in the following sequence of events (for the Security mode control procedure):

1. The UE receives Security Mode Command.

2. The UE sends Security Mode Complete (still having the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO and/or CIPHERING_STATUS set to TRUE) with the new configuration.

3. While waiting for RLC acknowledgement, the Security procedure is aborted, caused by a cell re-selection. The UE shall send a Security Mode Failure.using the old configuration. 

4. This means that both Security Mode Complete and Security Mode Failure are sent by UE, and will be received by UTRAN in that order. This will likely have undesired effects in UTRAN, possibly leading to release of the RRC connection.

Furthermore, it is currently impossible for UE to include the correct RRC transaction identifier in the SECURITY MODE FAILURE message, since RRC transaction identifier was cleared already when receiving the SECURITY MODE COMMAND.

We propose that UE sending of Security Mode Failure in these cases are removed.

3. Conclusions & recommendations

Attached is a CR including the details of the proposed changes.
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8.1.12.4b
Cell update procedure during security reconfiguration

If:

-
a cell update procedure according to subclause 8.3.1 is initiated; and

-
the received SECURITY MODE COMMAND message causes either,

-
the IE "Reconfiguration" in the variable CIPHERING_STATUS to be set to TRUE; and/or

-
the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to be set to TRUE:

the UE shall:

-
abort the ongoing integrity and/or ciphering reconfiguration;

-
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;






-
if the SECURITY MODE COMMAND message contained the IE "Ciphering mode info": (Indentation changed)
-
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and (Indentation changed)
-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO; (Indentation changed)
-
if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info": (Indentation changed)
-
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and (Indentation changed)
-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO; (Indentation changed)
-
continue with any ongoing processes and procedures as if the SECURITY MODE COMMAND message has not been received; and (Indentation changed)
-
the procedure ends.  (Indentation changed)
8.2.2.12b
Cell update procedure during security reconfiguration

If:

-
a cell update procedure according to subclause 8.3.1 is initiated; and

-
the received reconfiguration message causes either,

-
the IE "Reconfiguration" in the variable CIPHERING_STATUS to be set to TRUE; and/or

-
the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to be set to TRUE;

the UE shall:

-
abort the ongoing integrity and/or ciphering reconfiguration;

-
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;

-




";

-
if the received reconfiguration message contained the IE "Ciphering mode info": (Indentation changed)
-
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and (Indentation changed)
-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO; (Indentation changed)
-
if the received reconfiguration message contained the IE "Integrity protection mode info": (Indentation changed)
-
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and (Indentation changed)
-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO; (Indentation changed)
-
continue with any ongoing processes and procedures as if the reconfiguration message was not received.

The procedure ends.
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