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1.

Introduction

Since RAN WG2#24 in New York an Email discussion on Security issues has been ongoing.  While many changes have been incorporated into CR1161 there are still some open issues remaining that RAN2 should discuss and conclude before they also can be included into the CR.  In this document the issues from Lucent Technologies are presented with accompanying information to facilitate the discussion.   These will most likely be incorporated into R2-012578.
2. Open Issues

2.2 (Lucent Technologies)

INTEGRITY PROTECTION STATUS

In 25.331, section 8.6.3.5: The variable INTEGRITY_PROTECTION_STATUS is mentioned 3 times.    Each instance should be changed to INTEGRITY_PROTECTION_INFO.

(cut-and-paste text not included here as this change only involves one variable and no new text)

2.3 (Lucent Technologies)

Storing START value in USIM upon entering idle mode
In 33.102, section 6.4.3 (Cipher key and integrity key lifetime) contains the following text:

Each time an RRC connection is released the values STARTCS and STARTPS of the bearers that were protected in that RRC connection are compared with the maximum value, THRESHOLD. If STARTCS and/or STARTPS have reached the maximum value (THRESHOLD), the ME marks the START value in the USIM for the corresponding core network domain(s) as invalid by setting the STARTCS and/or STARTPS to THRESHOLD, deletes the cipher key and the integrity key stored on the USIM and sets the KSI to invalid (refer to section 6.4.4). Otherwise, the STARTCS and STARTPS are stored in the USIM. The maximum value THRESHOLD is set by the operator and stored in the USIM.
Thus, the START value stored in USIM won't be greater than THRESHOLD. Comparison function comes before the storing the START value. 

However, according to TS25.331, storing function is performed before comparison (section 8.5.2):
When entering idle mode, the UE shall:

-
if the USIM is present:

-
store the current START value for every CN domain in the USIM [50];

-
if the "START" stored in the USIM [50] for a CN domain is greater than the value "THRESHOLD" of the variable START_THRESHOLD:

-
delete the ciphering and integrity keys that are stored in the USIM for that CN domain;

-
inform the deletion of these keys to upper layers.
This means that START value stored can be greater than the THRESHOLD.  The following issue is raised:

1. 25.331 and 33.102 are not aligned with respect to storing of START value in USIM.   In 25.331 the START value may be stored as greater than THESHOLD while in 33.102 this is not the case.

We propose that that 25.331 be put into line w/ 33.102.  The following text could be used:

When entering idle mode, the UE shall:

-
if the USIM is present:

-
if the "START" stored in the USIM [50] for a CN domain is greater than the value "THRESHOLD" of the variable START_THRESHOLD:

-
delete the ciphering and integrity keys that are stored in the USIM for that CN domain;

-
set the value of START value to THRESHOLD

-
inform the deletion of these keys to upper layers.

-
store the current START value for every CN domain in the USIM [50];

2.4 (Lucent Technologies)

Timing of sending SECURITY MODE COMPLETE to the CN

In 25.413 section 8.18.2, we have the following text:

When the execution of the radio interface procedure is successfully finished, UTRAN shall return a SECURITY MODE COMPLETE message to the CN
However, in 25.331, 8.1.12.2, the following is specified:

 When the successful delivery of the SECURITY MODE COMMAND has been confirmed by RLC, UTRAN should:

-
for the signalling radio bearers:

-
send an indication to upper layers that the new integrity protection configuration has been activated when the activation time has elapsed.

This raises the following issue:

1. 25.413 and 25.331 and not aligned with respect to sending of the RANAP SECURITY MODE COMPLETE to the Core Network.

We propose that 25.331 be aligned w/ 25.413.   The text below would produce this change:
When the SECURITY MODE COMPLETE message is successfuly received from the UE, UTRAN should:

-
for the signalling radio bearers:

-
send an indication to upper layers that the new integrity protection configuration has been activated when the activation time has elapsed.

Note: this change will remove the folloiwng scenario: RANAP SECURITY MODE COMPLETE message is sent to the CN after successful delivery of the RRC SECURITY MODE COMMAND to the UE and the RRC SECURITY MODE COMMAND is never received at UTRAN.

2.5 (Lucent Technologies)

Mis-timing between the UE and UTRAN for suspension

In section 8.1.12.1, we have the following text:

When the successful delivery of the SECURITY MODE COMMAND has been confirmed by RLC, UTRAN shall:

-
resume all the suspended radio bearers and signalling radio bearers. The old ciphering configuration shall be applied for the transmission of RLC PDUs with RLC sequence number less than the number indicated in the IE "Radio bearer downlink ciphering activation time info", as sent to the UE. The new ciphering configuration shall be applied for the transmission of RLC PDUs with RLC sequence number greater than or equal to the number indicated in IE "Radio bearer downlink ciphering activation time info", sent to the UE.

However, for UE behavior in section 8.1.12.3, we have the following:

-
when the successful delivery of the SECURITY MODE COMPLETE message has been confirmed by RLC:

-
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;

This raises the following issue:

1. There will exist a window (starting when UTRAN receives RLC ack for Security Mode Command and ending when UE receives RLC ack for Security Mode Complete) when UTRAN is resumed but UE is still suspended.   

The 8.1.12.1 text could be altered as follows:

When the SECURITY MODE COMPLETE message is successfuly received from the UE, UTRAN shall:

-
resume all the suspended radio bearers and signalling radio bearers. The old ciphering configuration shall be applied for the transmission of RLC PDUs with RLC sequence number less than the number indicated in the IE "Radio bearer downlink ciphering activation time info", as sent to the UE. The new ciphering configuration shall be applied for the transmission of RLC PDUs with RLC sequence number greater than or equal to the number indicated in IE "Radio bearer downlink ciphering activation time info", sent to the UE.

Note: althought arising from a different scenario, the proposed solution here is similar to that of the previous open issue.

2.6 (Lucent Technologies)

Setting PROTOCOL_ERROR_REJECT back to FALSE
In section 8.1.12.6, we have the following text:

8.1.12.6
Invalid SECURITY MODE COMMAND message

If the SECURITY MODE COMMAND message contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall perform procedure specific error handling as follows:

However, the subsequent text does not set the variable PROTOCOL_ERROR_REJECT  to FALSE at the end of the procedure.    This raises the following issues:

1. Section 8.1.12.6 is missing text to specify the resetting of variable PROTOCOL_ERROR_REJECT back to FALSE.

The end of the section could be altered as follows to produce this change:

-
when the successful delivery of the SECURITY MODE FAILURE message has been confirmed by RLC:

-
continue with any ongoing processes and procedures as if the invalid SECURITY MODE COMMAND message has not been received;

- 
set the variable PROTOCOL_ERROR_REJECT to FALSE

-
and the procedure ends.

2.7 (Lucent Technologies)

Setting of HFNs to 0 in UTRAN in case of new keys:
In section 8.1.12.3 (Reception of SECURITY MODE COMMAND message by the UE), if UE has new KEY received, DL HFN component of COUNT-I is set to zero when the RRC SN in a received RRC on the particular SRB reached the value in IE' Downlink Integrity Protection Activation Info' in SECURITY MODE COMMAND. This means that HFN should be reset to zero if a new key is applied.  This should also be reflected in 8.1.12.5 for UTRAN behavior.   This raises the following issue:

1. The setting of HFNs to 0 when new keys are to be applied is missing for UTRAN behavior as specified in section 8.1.12.5.

The text below (similar to that from 8.1.12.3 for UE behavior) could be added to the beginning of 8.1.12.5, after the first paragraph as follows:

For radio bearers and signalling radio bearers used by the CN indicated in the IE "CN domain identity", UTRAN shall:

-
if a new integrity protection key has been received:

-
in the downlink:

-
use the new key;

-
set the IE "Downlink RRC HFN" for all signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to zero when the RRC sequence number in a received RRC message on the particular signalling radio bearer reaches the value for that signalling radio bearer indicated in IE "Downlink integrity protection activation info" included in the IE "Integrity protection mode info";


in the uplink:

-
use the new key;

-
set the IE "Uplink RRC HFN" for all signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to zero when the RRC sequence number in a transmitted RRC message on the particular signalling radio bearer reaches the value for that signalling radio bearer indicated in IE "Uplink integrity protection activation info";

-
if a new ciphering key is available:

-
for radio bearers using RLC-TM:

-
use the new key in uplink and downlink;

-
set the HFN component of the COUNT-C to zero at the CFN as indicated in the IE "Ciphering activation time for DPCH" in the IE "Ciphering mode info";

-
for radio bearers using RLC-AM and RLC-UM:

-
in the downlink, at and after the RLC sequence number indicated in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info":

-
use the new key;

-
set the HFN component of the downlink COUNT-C to zero;

-
in the uplink, at and after the RLC sequence number indicated in IE "Radio bearer uplink ciphering activation time info":

-
use the new key;

-
set the HFN component of the uplink COUNT-C to zero
2.8 (Lucent Technologies)

8.1.12.4b: Cell Update during Security reconfiguration:

Prior to sending SECURITY MODE COMMAND for a given domain, UTRAN shall suspend all AM/UM bearers for that CN domain.   With respect to section 8.1.12.4b (Cell update procedure during security reconfiguration), if CELL UPDATE occurs during the SRB/RBs suspension, UTRAN cannot respond with CELL UPDATE CONFIRM. This is because CELL UPDATE CONFIRM is on UM mode on RB0.  This raises the following issue:

1. 25.331 does not specify the UTRAN behavior for resumption of SRB/RBs in the case of Cell Update during security reconfiguration.   

It thus needs to be specified that UTRAN shall resume transmission upon reception of SECURITY MODE FAILURE message.   The following text could be added to the end of the section:

Upon receptoin of Security Mode Failure message, the UTRAN shall:

-
abort the ongoing integrity and/or ciphering reconfiguration;

-
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;

Note: it may also be necessary to specify additional UTRAN behavior as well, analogous to that specified for UE behavior in section 8.1.12.4b, e.g., setting variables to FALSE, etc.;

2.9 (Lucent Technologies)


Suspension of RBs definition:

In section 8.1.12.2.1, we have the following text, for UTRAN behavior:

While suspended, radio bearers and signalling radio bearers shall not deliver RLC PDUs with sequence number greater than or equal to the number in IE "Radio bearer downlink ciphering activation time info".

This raises the following issue:

1. While suspended, nothing is transmitted.   Thus, this text seems unecessary.   Is this text intended as a definition of a suspended RB/SRB?    If yes, it may be adding more confusion than clarification and it might help to delete this text.     If not, clarification might be useful here.    For instance, if this is intended to describe inter-layer behavior, this should be clarified.

