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1. Overall Description:

RAN2 thanks S3 for their LS on HFN Reset and THRESHOLD. 

RAN2 also wants to clarify that the reset procedure does not allow a UE or the UTRAN to set an arbitrary HFN in case of RLC reset. Following the 25.322 specification, the currently used HFN plus one will be used after the reset procedure is completed. It should also be noted that a man in the middle attack sending reset PDUs with erroneous HFN values will not cause the HFN to be reused. The reason is that the RLC transmitter (UE or UTRAN) informs the RLC receiver of the HFN in case of a RLC reset. Thus, a man in the middle attack would only affect the RLC receiver, although the RLC transmitter continues to send data with the correct HFN.

Although it is possible for a man in the middle attack to make a RB fail in this way, this kind of denial of service attacks are always possible for a man in the middle capable of sending RLC control PDUs.

2. Actions:

ACTION: 
None

3. Date of Next RAN2 Meetings:

RAN2_25
26 – 30 November 2001
Makuhari, Japan.

RAN2_26
7 – 11 January 2002
Sophia Antipolis, France.

