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General principles

The following were agreed as the general principles which should be observed when updating the Security sections of 25.331:

1. Any text for general procedures relating to the processing of the IEs “Ciphering mode info” and “Integrity protection mode info” should be moved to the section specific to that IE

2. Any procedures relating to the processing of a specific message should only be contained in the section relating to the processing of that message

3. Suspension of SRB and RB should only be performed in 8.6.3.4 “Ciphering mode info”

4. Resumption of SRB and RB should only be performed in the section relating to the processing of the received message as the timing of this action may be connected to the sending of any response message

5. Any wording relating to suspension and resumption of SRB and RB should not make direct reference to data transmission but should instead state that the RRC should indicate to lower layers that transport should be resumed

6. Related items should be grouped/arranged in an order that aides understanding of the procedural text, e.g. all sections relating to checking for invalid configurations should be together and at the start of the relevant section

The issue of whether or not it is intended to read the RRC spec in a sequential manner was discussed but no consensus was reached.  Different opinions were expressed regarding whether or not it is intended that the implementers should follow what is stated in 25.331 exactly, or whether they should study and understand a feature and then implement it as intended based on, but not having to follow exactly, the procedures in 25.331.
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Specific items

The group discussed the items raised earlier in the RAN WG2 #24 and decided on the appropriate next action in each case.  The following table summarizes the conclusions and shows the company resposible for either proposing the corresponding change or providing more information as appropriate.  The items marked to be resolved by email are still considered to be open and further discussion/clarification is required.

Input paper
Company
Name
section
open issues
description
Action/Agreement/Comment
resolved by e-mail
company responsible

R2-012343
Nokia
Security Issues
2.1
1
When is it required to suspend/resume SRBs and RBs
A proposal from Nokia.Put the procedure actions in the wright order.Rewrite of the logical order of 8.1.12.
no
Nokia

R2-012343
Nokia
Security Issues
2.2
2
Incrementing of MSN on RRC retransmission
Discussion
yes
none

R2-012343
Nokia
Security Issues
2.3
3
Synchronization of COUNT-I value failure
Discussion
yes
none

R2-012343
Nokia
Security Issues
2.4
4
Activation of Security for second domain – CN Domain error
A proposal from Nokia.Put the procedure actions in the wright order.Rewrite of the logical order of 8.1.12.
no
Nokia

R2-012360
Ericsson
Security clarifications
-
5
changes ok
All changes were considered agreed. LS to S3.
no
Ericsson

R2-012358
Nortel
Discussion on Security 
2:1
6
pending activation time
Closed. Covered in 8.6.3.4
no
none

R2-012358
Nortel
Discussion on Security 
2:2
7
Redundant info
The information is redundant
no
Nortel

R2-012358
Nortel
Discussion on Security 
2:3
8
Historical status 
redundant
no
Nortel

R2-012358
Nortel
Discussion on Security 
2:4
9
 
ok
no
Nortel

R2-012358
Nortel
Discussion on Security 
2:5
10
 
ok
no
Nortel

R2-012358
Nortel
Discussion on Security 
2:6
11
COUNT-C
Is the COUNT-C incremented or not when ciphering is stopped? And is the start value updated. Check with S3.
no
Ericsson

R2-012358
Nortel
Discussion on Security 
2:7
12
 
ok
-
Nortel

R2-012358
Nortel
Discussion on Security 
2:8
13
 
ok
-
Nortel

R2-012358
Nortel
Discussion on Security 
2:9
14
 
!. First bullet in 8.6.4.1, the UE does not know which domain
no
Nortel

R2-012358
Nortel
Discussion on Security 
2:10
15
 
ok
no
Nortel

R2-012358
Nortel
Discussion on Security 
2:11
16
 
ok
no
Nortel

R2-012359
Alcatel
Clarification on security features
A
17
 
ok
no
Alcatel

R2-012359
Alcatel
Clarification on security features
B
18
 
ok
no
Alcatel

R2-012359
Alcatel
Clarification on security features
C
19
 
ok, covered by Nokia
no
Alcatel

R2-012359
Alcatel
Clarification on security features
D
20
 
open
Yes
Alcatel

R2-012359
Alcatel
Clarification on security features
E
21
 
!No change, just clarifcation
no
Alcatel

R2-012359
Alcatel
Clarification on security features
F
22
 
!Could also be used in general, check
yes
all

R2-012359
Alcatel
Clarification on security features
G
23
 
ok
no
Alcatel

R2-012359
Alcatel
Clarification on security features
H
24
 
ok, the open case are not clear, needs to be explained??
yes
Alcatel

R2-012359
Alcatel
Clarification on security features
I
25
 
ok, the open case are not clear, needs to be explained 
yes
Alcatel/Nortel

R2-012359
Alcatel
Clarification on security features
J
26
 
open
yes
Alcatel/Nortel

R2-012359
Alcatel
Clarification on security features
K
27
 
ok
no
Alcatel

R2-012359
Alcatel
Clarification on security features
L
28
 
come back
yes
Alcatel

R2-012359
Alcatel
Clarification on security features
M
29
TF not included in Active Setup
ok
no
Alcatel

R2-012359
Alcatel
Clarification on security features
open points 1
30
is it possible to allow ciphering in one domain and not in the other?
Check with S3
yes
all

R2-012359
Alcatel
Clarification on security features
open points 1
31
 
further clarifications
yes
all
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Summary of issues that should be reviewed
This is not a complete list, but a list of areas that should be considered for the next meeting.
1. Handling of COUNT-C and COUNT-I during CELL_FACH <--> CELL_DCH transitions

2. Handling of COUNT-C values during start/stop of TM RBs

3. Initialisation, start of incrementing, stopping of incrementing for COUNT-C and COUNT-I
4. What are valid configuration combinations of ciphering and integrity from the CN

a. Eg, CS + PS RB, with Ciphering and Integrity on CS RAB and Integrity only on PS RAB. 
b. It is assumed that Ciphering and Integrity are always configured together - is this a reasonable assumption. (Companies should check with their S3 delegates as the S3 meeting is after the next RAN2 meeting)
5. Stopping of Ciphering during an RRC connection.  
a. The signalling allows this but is it a realistic scenario. 
b. How should COUNT-C be handled for AM, UM and TM RBs. Keeping in mind the requirement for the COUNTER CHECK procedure. 
c. Should the START value calculation still be running after ciphering has stopped?
6. START values:
a. Usage of IE “START list”
b. START value calculation: Is this only perormed in the UE or does the UTRAN also perform this calculation?
7. Ciphering at GSM <--> UMTS handover
4

Conclusions

Nokia will propose an initial rewrite of sections 8.1.12.3, 8.6.3.4 and 8.6.3.5 taking the general principles described in section 1 of this document into account.  This will be distributed to the email participants for comment.

The aim is to have a joint CR for RAN WG2 #25 covering, as a minimum, all issues indicated in this document. The editor for this CR is Gairn Hannell from Nokia (gairn.hannell@nokia.com).
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Email Participants List

The following people have registered interest to participate in continuing discsussions and drafting on Security issues:

Anders.Berggren@emp.ericsson.se
Ainkaran.Krishnarajah@era.ericsson.se
Johan.Torsner@lmf.ericsson.se

Joakim.Bergström@era.ericsson.se
Ban.al-bakri@motorola.com
wlmp17@email.mot.com
wwong2@email.mot.com
Ravi.Kuchibhotla@motorola.com
shedman@nortelnetworks.com
tlegoff@nortelnetworks.com
cmihaile@nortelnetworks.com
dfauconn@nortelnetworks.com
norbert.kroth@icn.siemens.de
gairn.hannell@nokia.com
juha.mikola@nokia.com
patrick.fischer@alcatel.fr
gyoung1@lucent.com
afshar@lucent.com
Other interested parties who wish to particpate are encouraged to conatact gairn.hannell@nokia.com to be added to this distribution list.

