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1 Introduction

The support of integrity protection is a mandatory feature in order to detect if data has been altered in an unauthorised manner. If configured, most RRC messages are supposed to be protected against unauthorised changes by means of integrity protection.

2 Issue

In [1] the algorithm to be used for integrity protection is specified. It is suggested that the size of messages to be processed by the integrity protection algorithm is in the range of 1 to 5114 bits. 

The following shows the respective section in [1]:

4.1
Introduction

The integrity algorithm f9 computes a Message Authentication Code (MAC) on an input message under an integrity key IK.  The message may be between 1 and 5114 bits in length.

For ease of implementation the algorithm is based on the same block cipher (KASUMI) as is used by the confidentiality algorithm f8.

From RRC perspective there is currently no limitation on the maximum size of RRC messages. In theory several RRC messages may exceed the maximum size of 5114 that is stated in [1]. The reason for the limitation that is stated in [1] is not obvious. Possibly it is based on the misunderstanding that a RRC message cannot exceed the size of a Transport block (the maximum size of a transport block is about 5000 bits). However, segmentation is applicable in RLC and therefore sizes bigger than 5114 are possible.

In general the messages that may be generated by RRC may be very big. For terminal implementation it would be beneficial to be aware of an upper limit for the size of the messages in order to provide sufficient memory for that purpose. 

A maximum of a UE's RLC buffer is known to the network because it is a UE capability. 

It is sensible to assume that RRC message should be generated such that RLC is capable of  performing the concatenation and segmentation if required. This seems to imply that the message shall not exceed the size of the RLC buffer. However, no information about that kind of limitation is given in RRC either. 

3 Conclusion

[1] gives a limitation which is not reflected in the RRC specification. It should be clarified whether this limitation really exists or not. In case the limitation is not considered to be required an LS should be sent to SA3 to ask for removal of the limitation or clarification of the rationale.

Memory is a relevant issue for terminal implementation. For the terminal design it would be beneficial to know a maximum size for messages that can be expected. It is proposed to discuss in RAN WG2 whether it is considered to be beneficial to include this kind of limitations in the standard.
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