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Introduction

The 3GPP TS 33.102 describes the security architecture for UMTS. The interface to the CN is described in TS 25.413 (Iu spec) and TS 25.331 (RRC spec). It is stated in the 33.102 that the ciphering and integrity algorithm shall be chosen by UTRAN from the set that is proposed by the CN and the one that the UE proposes in the capability information (see 33.102 6.4.2).

In the same spec it also described that ciphering shall be independent for the CS and the PS domain, where the signalling plane shall be ciphered like one of the user planes. In the RRC spec it is stated that the ciphering key and integrity key to be used fo rthe signalling RBs shall be used from the last configured CN domain.

Problem with the SRNS relocation

In the case of a SRNS relocation the target SRNS receives the transparent container from the source SRNS via the Iu in the “Relocation Request” message. In this message the IEs “Integrity Protection Information” and IE “Encryption Information” can optionally be included similarly to the security mode command, including the different keys for the different CNs and the different algorithms supported by the different CNs. This information is optionally, and no information is transmitted on which algorithm has been chosen by the source SRNC.

It is therefore necessary that the source SRNC communicates the used ciphering and integrity algorithm in order for the target SRNS to choose the same algorithm, and the keys, in case the CN doesn’t provide them. Additionally it is not clear how the target SRNC can know which is the latest configured CN domain i.e. which key and algorithm to use for the signalling radio bearers, since this is not included in the transparent container.

Conclusion

It is therefore proposed to add IEs in order to indicate the ciphering and integrity key and the ciphering algorithm for each CN domain in the “SRNS RELOCATION INFO” IE which is included in the transparent container. The CN domain from which the key shall be used shall be in the first position. The integrity algorithm to be used for the SRBs should be added for completeness.
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11.5
RRC information between network nodes

-- ***************************************************

--

-- SRNC Relocation information

--

-- ***************************************************
SRNC-RelocationInfo ::= CHOICE {


r3







SEQUENCE {



sRNC-RelocationInfo-r3


SRNC-RelocationInfo-r3-IEs,



v380nonCriticalExtensions


SEQUENCE {




sRNC-RelocationInfo-v380ext


sRNC-RelocationInfo-v380ext-IEs,




nonCriticalExtensions



SEQUENCE {} OPTIONAL



} OPTIONAL

},


criticalExtensions



SEQUENCE {}

}

sRNC-RelocationInfo-v380ext-IEs ::= SEQUENCE {



cipheringIntegrityList


CipheringIntegrityList

}
SRNC-RelocationInfo-r3-IEs ::=



SEQUENCE {


-- Non-RRC IEs



stateOfRRC





StateOfRRC,



stateOfRRC-Procedure


StateOfRRC-Procedure,



cipheringStatus




CipheringStatus,



calculationTimeForCiphering

CalculationTimeForCiphering


OPTIONAL,



cipheringInfoPerRB-List


CipheringInfoPerRB-List



OPTIONAL,



count-C-List




COUNT-C-List





OPTIONAL,



integrityProtectionStatus

IntegrityProtectionStatus,



srb-SpecificIntegrityProtInfo
SRB-SpecificIntegrityProtInfoList,



implementationSpecificParams
ImplementationSpecificParams

OPTIONAL,


-- User equipment IEs



u-RNTI






U-RNTI,



c-RNTI






C-RNTI







OPTIONAL,



ue-RadioAccessCapability

UE-RadioAccessCapability,



ue-Positioning-LastKnownPos

UE-Positioning-LastKnownPos


OPTIONAL,

-- Other IEs



ue-RATSpecificCapability

InterRAT-UE-RadioAccessCapabilityList
OPTIONAL,


-- UTRAN mobility IEs



ura-Identity




URA-Identity





OPTIONAL,


-- Core network IEs



cn-CommonGSM-MAP-NAS-SysInfo
NAS-SystemInformationGSM-MAP,



cn-DomainInformationList

CN-DomainInformationList


OPTIONAL,


-- Measurement IEs



ongoingMeasRepList



OngoingMeasRepList




OPTIONAL,


-- Radio bearer IEs



predefinedConfigStatusList

PredefinedConfigStatusList,



srb-InformationList



SRB-InformationSetupList,



rab-InformationList



RAB-InformationSetupList


OPTIONAL,


-- Transport channel IEs



ul-CommonTransChInfo


UL-CommonTransChInfo



OPTIONAL,



ul-TransChInfoList



UL-AddReconfTransChInfoList


OPTIONAL,



modeSpecificInfo



CHOICE {




fdd







SEQUENCE {





cpch-SetID





CPCH-SetID




OPTIONAL,





transChDRAC-Info



DRAC-StaticInformationList
OPTIONAL




},




tdd







NULL



},



dl-CommonTransChInfo


DL-CommonTransChInfo



OPTIONAL,



dl-TransChInfoList



DL-AddReconfTransChInfoList


OPTIONAL,


-- Measurement report



measurementReport



MeasurementReport




OPTIONAL

}

-- IE definitions

CalculationTimeForCiphering ::=

SEQUENCE {


cell-Id







CellIdentity,


sfn








INTEGER (0..4095)

}

CipheringInfoPerRB ::=



SEQUENCE {


dl-HFN







BIT STRING (SIZE (20..25)),


ul-HFN







BIT STRING (SIZE (20..25))

}

-- TABULAR: Multiplicity value numberOfRadioBearers has been replaced

-- with maxRB.

CipheringInfoPerRB-List ::=


SEQUENCE (SIZE (1..maxRB)) OF











CipheringInfoPerRB

CipheringStatus ::=




ENUMERATED {











started, notStarted }

COUNT-C-List ::=





SEQUENCE (SIZE (1..maxCNdomains)) OF











COUNT-CSingle

COUNT-CSingle ::=





SEQUENCE {


cn-DomainIdentity




CN-DomainIdentity,


count-C







BIT STRING (SIZE (32))




}

ImplementationSpecificParams ::=
BIT STRING (SIZE (1..512))

IntegrityProtectionStatus ::=

ENUMERATED {











started, notStarted }

MeasurementCommandWithType ::=

CHOICE {


setup







MeasurementType,


modify







NULL,


release







NULL

}

OngoingMeasRep ::=




SEQUENCE {


measurementIdentity


MeasurementIdentity,


measurementCommandWithType


MeasurementCommandWithType,


-- TABULAR: The CHOICE Measurement in the tabular description is included


-- in the IE above.


measurementReportingMode


MeasurementReportingMode


OPTIONAL,


additionalMeasurementID-List

AdditionalMeasurementID-List

OPTIONAL

}

OngoingMeasRepList ::=



SEQUENCE (SIZE (1..maxNoOfMeas)) OF











OngoingMeasRep

PredefinedConfigStatusList ::=



SEQUENCE (SIZE (16)) OF












PredefinedConfigStatusInfo

PredefinedConfigStatusInfo::=

SEQUENCE {


predefinedConfigValueTag



PredefinedConfigValueTag
OPTIONAL


-- Absence of the IE indicates that the UE has not stored the corresponding preconfiguration

}

SRB-SpecificIntegrityProtInfo ::=
SEQUENCE {


ul-RRC-HFN






BIT STRING (SIZE (28)),


dl-RRC-HFN






BIT STRING (SIZE (28)),


ul-RRC-SequenceNumber



RRC-MessageSequenceNumber,


dl-RRC-SequenceNumber



RRC-MessageSequenceNumber

}

SRB-SpecificIntegrityProtInfoList ::= SEQUENCE (SIZE (4..maxSRBsetup)) OF











SRB-SpecificIntegrityProtInfo

StateOfRRC ::=





ENUMERATED {











cell-DCH, cell-FACH,











cell-PCH, ura-PCH }

StateOfRRC-Procedure ::=


ENUMERATED {











awaitNoRRC-Message,











awaitRRC-ConnectionRe-establishmentComplete,











awaitRB-SetupComplete,











awaitRB-ReconfigurationComplete,











awaitTransportCH-ReconfigurationComplete,











awaitPhysicalCH-ReconfigurationComplete,











awaitActiveSetUpdateComplete,











awaitHandoverComplete,











sendCellUpdateConfirm,











sendUraUpdateConfirm,











sendRrcConnectionReestablishment,











otherStates 

}

UE-Positioning-LastKnownPos ::=

SEQUENCE { 



sfn







INTEGER (0..4095),



cell-id






CellIdentity,



positionEstimate



PositionEstimate
}
CipheringIntegrityList ::=


SEQUENCE {SIZE (1..maxCNdomains)) OF











CipheringIntegrity
CipheringIntegrity ::=



SEQUENCE {



cn-DomainIdentity



CN-DomainIdentity



cipheringAlgorithm



CipheringAlgorithm,



encryptionKey




EncryptionKey,


integrityProtectionAlgorithm
IntegrityProtectionAlgorithm,



integrityProtectionKey


IntegrityProtectionKey
}
EncryptionKey 



::= BIT STRING (SIZE (128))
IntegrityProtectionKey

::= BIT STRING (SIZE (128))
END

14.12.4.1
SRNS RELOCATION INFO
This RRC information container is sent between network nodes when preparing for an SRNS relocation.


Direction: source RAT(target RNC
Information Element/Group Name
Need
Multi
Type and reference
Semantics description

Non RRC IEs





>State of RRC
MP

RRC state indicator, 10.3.3.10


>State of RRC procedure
MP

Enumerated (await no RRC message, Complete, await RB Setup Complete, await RB Reconfiguration Complete, await RB Release Complete, await Transport CH Reconfiguration Complete, await Physical CH Reconfiguration Complete, await Active Set Update Complete, await Handover Complete, send Cell Update Confirm, send URA Update Confirm,

, others)


Ciphering related information





>Ciphering status
MP

Enumerated(Not started, Started)


>Calculation time for ciphering related information
CV-Ciphering


Time when the ciphering information of the message were calculated, relative to a cell of the target RNC

>>Cell Identity
MP

Cell Identity 10.3.2.2
Identity of one of the cells under the target RNC and included in the active set of the current call

>>SFN
MP

Integer(0..4095)


>COUNT-C list
CV-Ciphering
1 to <maxCNdomains>

COUNT-C values for radio bearers using transparent mode RLC

>>CN domain identity
MP

CN domain identity 10.3.1.1


>>COUNT-C
MP

Bitstring(32)


>Ciphering info per radio bearer
OP
1 to <maxRB>

For signalling radio bearers this IE is mandatory.

>>RB identity
MP

RB identity

10.3.4.16


>>Downlink HFN 
MP

Bitstring(20..25)
This IE is either RLC AM HFN (20 bits) or RLC UM HFN (25 bits)

>>Uplink HFN 
MP

Bitstring(20..25)
This IE is either RLC AM HFN (20 bits) or RLC UM HFN (25 bits)

>Ciphering Algorithm list
MP
1 to <maxCNdomains>

The last configured CN domain shall be listed first in the list

>> CN domain identity
MP

CN domain identity 10.3.1.1


>> Ciphering algorithm
MP

Ciphering algorithm 10.3.3.4


>> Encryption Key
MP

Bit string (128)


Integrity protection related information





>Integrity protection status
MP

Enumerated(Not started, Started)


>Signalling radio bearer specific integrity protection information
CV-IP
4 to <maxSRBsetup>



>>Uplink RRC HFN
MP

Bitstring (28)


>>Downlink RRC HFN
MP

Bitstring (28)


>>Uplink RRC Message sequence number
MP

Integer (0..

15)


>>Downlink RRC Message sequence number
MP

Integer (0..

15)


>Implementation specific parameters
OP

Bitstring (1..512)


>Integrity Algorithm list
MP
1 to <maxCNdomains>

The last configured CN domain shall be listed first in the list

>> CN domain identity
MP

CN domain identity 10.3.1.1


>> Integrity protection algorithm
MP

Integrity protection algorithm 10.3.3.18


>> Integrity Protection Key
MP

BIT STRING (128)


RRC IEs





UE Information elements





>U-RNTI
MP

U-RNTI

10.3.3.47


>C-RNTI
OP

C-RNTI

10.3.3.8


>UE radio access Capability
MP

UE radio access capability

10.3.3.42


>UE radio access capability extension
OP

UE radio access capability extension 10.3.3.42a


>Last known UE position
OP




>>SFN
MP

Integer (0..4095)
Time when position was estimated

>>Cell ID
MP

Cell identity; 10.3.2.2
Indicates the cell, the SFN is valid for.

>>CHOICE Position estimate
MP




>>>Ellipsoid Point


Ellipsoid Point; 10.3.8.4a


>>>Ellipsoid point with uncertainty circle


Ellipsoid point with uncertainty circle 10.3.8.4d


>>>Ellipsoid point with uncertainty ellipse


Ellipsoid point with uncertainty ellipse 10.3.8.4e


>>>Ellipsoid point with altitude


Ellipsoid point with altitude 10.3.8.4b


>>>Ellipsoid point with altitude and uncertainty ellipsoid


Ellipsoid point with altitude and uncertainty ellipsoid 10.3.8.4c


Other Information elements





>UE system specific capability
OP
1 to <maxSystemCapability>



>>Inter-RAT UE radio access capability 
MP

Inter-RAT UE radio access capability 10.3.8.7


UTRAN Mobility Information elements





>URA Identifier
OP

URA identity

10.3.2.6


CN Information Elements





>CN common GSM-MAP NAS system information
MP

NAS system information (GSM-MAP)

10.3.1.9


>CN domain related information
OP
1 to <MaxCNdomains>

CN related information to be provided for each CN domain

>>CN domain identity
MP




>>CN domain specific GSM-MAP NAS system info
MP

NAS system information (GSM-MAP)

10.3.1.9


>>CN domain specific DRX cycle length coefficient
MP

CN domain specific DRX cycle length coefficient, 10.3.3.6


Measurement Related Information elements





>For each ongoing measurement reporting
OP
1 to <MaxNoOfMeas>



>>Measurement Identity
MP

Measurement identity

10.3.7.48


>>Measurement Command
MP

Measurement command

10.3.7.46


>>Measurement Type
CV-Setup

Measurement type

10.3.7.50


>>Measurement Reporting Mode
OP

Measurement reporting mode

10.3.7.49


>>Additional Measurements list
OP

Additional measurements list

10.3.7.1


>>CHOICE Measurement
OP




>>>Intra-frequency





>>>>Intra-frequency cell info
OP

Intra-frequency cell info list

10.3.7.33


>>>>Intra-frequency measurement
quantity 
OP

Intra-frequency measurement quantity

10.3.7.38


>>>>Intra-frequency reporting quantity 
OP

Intra-frequency reporting quantity

10.3.7.41


>>>>Reporting cell status
OP

Reporting cell status

10.3.7.61


>>>>Measurement validity
OP

Measurement validity

10.3.7.51


>>>>CHOICE report criteria
OP




>>>>>Intra-frequency
measurement 
reporting criteria 


Intra-frequency measurement reporting criteria

10.3.7.39


>>>>>Periodical reporting


Periodical reporting criteria

10.3.7.53


>>>>>No reporting


NULL


>>>Inter-frequency





>>>>Inter-frequency cell info
OP

Inter-frequency cell info list

10.3.7.13


>>>>Inter-frequency measurement
quantity 
OP

Inter-frequency measurement quantity

10.3.7.18


>>>>Inter-frequency reporting quantity 
OP

Inter-frequency reporting quantity

10.3.7.21


>>>>Reporting cell status
OP

Reporting cell status

10.3.7.61


>>>>Measurement validity
OP

Measurement validity

10.3.7.51


>>>>CHOICE report criteria
OP




>>>>>Inter-frequency
measurement 
reporting criteria 


Inter-frequency measurement reporting criteria

10.3.7.19


>>>>>Periodical reporting


Periodical reporting criteria

10.3.7.53


>>>>>No reporting


NULL


>>>Inter-RAT





>>>>Inter-RAT cell info
OP

Inter-RAT cell info list

10.3.7.23


>>>>Inter-RAT measurement
quantity 
OP

Inter-RAT measurement quantity

10.3.7.29


>>>>Inter-RAT reporting quantity 
OP

Inter-RAT reporting quantity

10.3.7.32


>>>>Reporting cell status
OP

Reporting cell status

10.3.7.61


>>>>Measurement validity
OP

Measurement validity

10.3.7.51


>>>>CHOICE report criteria
OP




>>>>>Inter-RAT measurement 
reporting criteria 


Inter-RAT measurement reporting criteria

10.3.7.30


>>>>>Periodical reporting


Periodical reporting criteria

10.3.7.53


>>>>>No reporting


NULL


>>>Traffic Volume





>>>>Traffic volume measurement
Object
OP

Traffic volume measurement object

10.3.7.70


>>>>Traffic volume measurement
quantity 
OP

Traffic volume measurement quantity

10.3.7.71


>>>>Traffic volume reporting quantity 
OP

Traffic volume reporting quantity

10.3.7.74


>>>>CHOICE report criteria
OP




>>>>>Traffic volume measurement 
reporting criteria 


Traffic volume measurement reporting criteria

10.3.7.72


>>>>>Periodical reporting


Periodical reporting criteria

10.3.7.53


>>>>>No reporting


NULL


>>>Quality





>>>>Quality measurement
Object
OP

Quality measurement object


>>>>CHOICE report criteria
OP




>>>>>Quality measurement 
reporting criteria 


Quality measurement reporting criteria

10.3.7.58


>>>>>Periodical reporting


Periodical reporting criteria

10.3.7.53


>>>>>No reporting


NULL


>>>UE internal





>>>>UE internal measurement
quantity 
OP

UE internal measurement quantity

10.3.7.79


>>>>UE internal reporting quantity 
OP

UE internal reporting quantity

10.3.7.82


>>>>CHOICE report criteria
OP




>>>>>UE internal measurement 
reporting criteria 


UE internal measurement reporting criteria

10.3.7.80


>>>>>Periodical reporting


Periodical reporting criteria

10.3.7.53


>>>>>No reporting


NULL


>>>UE positioning





>>>>LCS reporting quantity
OP

LCS reporting quantity 10.3.7.111


>>>>CHOICE report criteria
OP




>>>>>LCS reporting criteria


LCS reporting criteria 10.3.7.110


>>>>>Periodical reporting 


Periodical reporting criteria 10.3.7.53


>>>>>No reporting





Radio Bearer Information Elements





>Pre-defined configuration status information
OP

Pre-defined configuration status information 14.13.2.3


>Signalling RB information list
MP
1 to <maxSRBsetup>

For each signalling radio bearer

>>Signalling RB information
MP

Signalling RB information to setup 10.3.4.24


>RAB information list
OP
1 to <maxRABsetup>

Information for each RAB

>>RAB information
MP

RAB information to setup

10.3.4.10


Transport Channel Information Elements





Uplink transport channels





>UL Transport channel information common for all transport channels
OP

UL Transport channel information common for all transport channels

10.3.5.24


>UL transport channel information list
OP
1 to <MaxTrCH>



>>UL transport channel information
MP

Added or reconfigured UL TrCH information

10.3.5.2


>CHOICE mode
OP




>>FDD





>>>CPCH set ID
OP

CPCH set ID

10.3.5.5


>>>Transport channel information for DRAC list
OP
1 to <MaxTrCH>



>>>>DRAC static information
MP

DRAC static information

10.3.5.7


>>TDD



(no data)

Downlink transport channels





>DL Transport channel information common for all transport channels
OP

DL Transport channel information common for all transport channels

10.3.5.6


>DL transport channel information list
OP
1 to <MaxTrCH>



>>DL transport channel information
MP

Added or reconfigured DL TrCH information

10.3.5.1


>Measurement report
OP

MEASUREMENT REPORT

10.2.17


Multi Bound
Explanation

MaxNoOfMeas
Maximum number of active measurements, upper limit 16

Condition
Explanation

Setup
The IE is mandatory when the IE Measurement command has the value "Setup", otherwise the IE is not needed.

Ciphering
The IE is mandatory when the IE Ciphering Status has the value "started" and the ciphering counters need not be reinitialised, otherwise the IE is not needed.

IP
The IE is mandatory when the IE Integrity protection status has the value "started" and the integrity protection counters need not be reinitialised, otherwise the IE is not needed.

PDCP
The IE is mandatory when the PDCP Info IE is present, otherwise the IE is not needed.
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