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Background:  

1. At RRC connection establishment, the UE shall set the "START" for each CN domain in the IE "START list" in the RRC CONNECTION SETUP COMPLETE message with the corresponding START value that is stored in the USIM [50]; and then set the START value stored in the USIM for any CN domain to the value "THRESHOLD" of the variable START_THRESHOLD if the USIM is present. [25.331 subclause 8.1.3.6]
2. When initiating the first SECURITY MODE COMMAND, the UTRAN should use the value "START" in the most recently received IE "START list" that belongs to the CN domain as indicated in the IE "CN domain identity" to initialise all hyper frame numbers for all the signalling radio bearers. [25.331 subclause 8.1.12.2]
3. When a RAB is established, the UE shall calculate the START value only once during this procedure (the same START value shall be used for HFNs initialisation on all new radio bearers created for this radio access bearer) according to subclause 8.5.9 for the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" part of the IE "RAB information to setup". [25.331 subclause 8.1.12.2]
4. In radio bearer control procedures, if the received reconfiguration message included the IE "Downlink counter synchronisation info", the UE shall calculate the START value according to subclause 8.5.9 and include the calculated START values for each CN domain in the IE "START list" in the IE "Uplink counter synchronisation info" in the corresponding response message. [25.331 subclause 8.2.2.3]
5. In connected mode, the START value for CN domain 'X' is calculated as

Let STARTX = the START value for CN domain 'X' prior to the calculation below:


          STARTX' = MSB20 ( MAX {COUNT-C, COUNT-I | radio bearers and signalling radio bearers with CKX and IKX}) + 1.

-
if STARTX'= the maximum value = 1048575 then STARTX = STARTX';

-
if the current STARTX < STARTX' then STARTX = STARTX', otherwise STARTX is unchanged. [25.331 subclause 8.5.9]
6. When entering idle mode from connected mode, the UE shall store the current START value for every CN domain in the USIM if the USIM is present. If the "START" stored in the USIM [50] for a CN domain is greater than the value "THRESHOLD" of the variable START_THRESHOLD, the UE shall delete the ciphering and integrity keys that are stored in the USIM for that CN domain and inform the deletion of these keys to upper layers. [25.331 subclause 8.5.2]
Problems:

According to current RRC specifications, the START values in UE will be re-calculated either when a RAB is established or when the HFN resynchronization is needed during the radio bearer control procedures. 

For clarification on the maintenance of the START value in UE, let us consider the following scenario on the PS domain with an illustration on next page:

1. UE is powered on.

( STARTPS = START0, which is fetched from the USIM.

2. RRC connection is established (suppose RB1, RB2, and RB3 are created for RRC connection) and ciphering mode is started for the PS domain. 
( START0 is used to initialise HFNs of all SRBs.

3. RB5 of the PS domain is created. The UE calculates the STARTPS value (= a+1) to initialise HFNs of RB5. 
( The current STARTPS value in UE is equal to a+1.

4. The UE and UTRAN start to communicate via RB5 for a period of time.

5. RB5 is released.

6. RRC connection is released and the UE enters idle mode from the connected mode. 
( The current STARTPS value (i.e. a+1) is stored in the USIM.











We can see that at the end of this RRC connection the final COUNT-C values of all SRBs and RB5 do not reflect on the final STARTPS value to be stored in USIM. (It is clear the final STARTPS value to be stored in USIM should be b, which is the MSB20 of the final COUNT-C of RB5 in this scenario.) As a result, the lifetime of the security key set is unexpectedly prolonged.
If this problem does exist, the following solution is proposed.
Proposed Solution:

The above problem can be solved by re-calculating the START value in UE each time when there is any radio bearers or signalling radio bearers being released.

Only the radio bearers and signalling radio bearers to be released should be taken into account for START value calculation. But if all the radio bearers and signalling radio bearers are taken into account for each calculation, the final START value will still be the same since eventually the COUNT-C values of all radio bearers and signalling radio bearers will all reflect on the final START value by either way.
The following draft CR is proposed based on the above solution.
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8.1.4.3
Reception of an RRC CONNECTION RELEASE message by the UE

The UE shall receive and act on an RRC CONNECTION RELEASE message in states CELL_DCH and CELL_FACH. Furthermore this procedure can interrupt any ongoing procedures with the UE in the above listed states.

When the UE receives the first RRC CONNECTION RELEASE message, it shall:

-
if the USIM is present; and

-
if the "START" stored in the USIM [50] for a CN domain is greater than the value "THRESHOLD" of the variable START_THRESHOLD:

-
delete the ciphering and integrity keys that are stored in the USIM for that CN domain;

-
inform the deletion of these keys to upper layers;

-
in state CELL_DCH:

-
initialise the counter V308 to zero;

-
set the IE "RRC transaction identifier" in the RRC CONNECTION RELEASE COMPLETE message to the value of "RRC transaction identifier" in the entry for the RRC CONNECTION RELEASE message in the table "Accepted transactions" in the variable TRANSACTIONS; and

-
clear that entry.

-
submit an RRC CONNECTION RELEASE COMPLETE message to the lower layers for transmission using UM RLC on the DCCH to the UTRAN;

-
if the IE "Rplmn information" is present:

-
the UE may:

-
store the IE on the ME together with the PLMN id for which it applies;

-
the UE may then:

-
utilise this information, typically indicating where a number of BCCH frequency ranges of a RAT may be expected to be found, during subsequent Rplmn selections of the indicated PLMN;

-
start timer T308 when the RRC CONNECTION RELEASE COMPLETE message is sent on the radio interface.

-
in state CELL_FACH:

-
if the RRC CONNECTION RELEASE message was received on the DCCH:

-
set the IE "RRC transaction identifier" in the RRC CONNECTION RELEASE COMPLETE message to
the value of "RRC transaction identifier" in the entry for the RRC CONNECTION RELEASE message in the table "Accepted transactions" in the variable TRANSACTIONS; and

-
clear that entry;

-
submit an RRC CONNECTION RELEASE COMPLETE message to the lower layers for transmission using AM RLC on the DCCH to the UTRAN.

-
when the successful transmission of the RRC CONNECTION RELEASE COMPLETE message has been confirmed by the lower layers:

-    re-calculate the START value based on the radio bearers and/or signalling radio bearers to be released;
-
release all its radio resources; and

-
indicate the release of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers; and

-
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

-
clear the variable ESTABLISHED_RABS;

-
pass the value of the IE "Release cause" received in the RRC CONNECTION RELEASE message to upper layers;

-
enter idle mode;

-
perform the actions specified in subclause 8.5.2 when entering idle mode;

-
and the procedure ends.

-
if the RRC CONNECTION RELEASE message was received on the CCCH:

-    re-calculate the START value based on the radio bearers and/or signalling radio bearers to be released;

-
release all its radio resources;

-
indicate the release of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to the upper layers;

-
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

-
clear the variable ESTABLISHED_RABS;

-
pass the value of the IE "Release cause" received in the RRC CONNECTION RELEASE message to upper layers;

-
enter idle mode;

-
perform the actions specified in subclause 8.5.2 when entering idle mode;

-
and the procedure ends.

8.1.4.6
Expiry of timer T308, unacknowledged mode transmission

When in state CELL_DCH and the timer T308 expires, the UE shall:

-
increment V308 by one;

-
if V308 is equal to or smaller than N308:

-
retransmit the RRC CONNECTION RELEASE COMPLETE message, without incrementing "Uplink RRC Message sequence number" for signalling radio bearer RB1 in the variable INTEGRITY_PROTECTION_INFO;

-
if V308 is greater than N308:

-    re-calculate the START value based on the radio bearers and/or signalling radio bearers to be released;

-
release all its radio resources;

-
indicate the release of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

-
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

-
clear the variable ESTABLISHED_RABS;

-
enter idle mode;

-
perform the actions specified in subclause 8.5.2 when entering idle mode;

-
and the procedure ends.

8.1.4.9
Unsuccessful transmission of the RRC CONNECTION RELEASE COMPLETE message, acknowledged mode transmission

When acknowledged mode was used and RLC does not succeed in transmitting the RRC CONNECTION RELEASE COMPLETE message, the UE shall:

-    re-calculate the START value based on the radio bearers and/or signalling radio bearers to be released;

-
release all its radio resources;

-
indicate the release of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

-
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

-
clear the variable ESTABLISHED_RABS;

-
enter idle mode;

-
perform the actions specified in subclause 8.5.2 when entering idle mode;

-
and the procedure ends.

8.1.12.3
Reception of SECURITY MODE COMMAND message by the UE

Upon reception of the SECURITY MODE COMMAND message, the UE shall perform the actions for the received information elements according to subclause 8.6.

If the IE "Ciphering mode info" and the IE "Integrity protection mode info" are both not included in the SECURITY MODE COMMAND, the UE shall:

-
set the variable INVALID_CONFIGURATION to TRUE.

If the IE "Security capability" is the same as indicated by variable UE_CAPABILITY_TRANSFERRED, and the IE "GSM security capability" (if included in the SECURITY MODE COMMAND) is the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, the UE shall:

-
set the variable LATEST_CONFIGURED_CN_DOMAIN equal to the IE "CN domain identity";
-
if prior to the reception of SECURITY MODE COMMAND, the value of the IE "Status" in the variable "CIPHERING_STATUS" is "Not started" and the value of the IE "Historical status" in the variable "INTEGRITY_PROTECTION_INFO" is "Never been active":

-
use the value "START" in the most recently sent IE "START list" that belongs to the CN domain as indicated in the IE "CN domain identity" to initialise all hyper frame numbers for all the signalling radio bearers; while

-
setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the START for that CN domain;

-
setting the remaining bits of the hyper frame numbers equal to zero;
-
suspend all radio bearers and signalling radio bearers (except the signalling radio bearer used to transmit the SECURITY MODE COMPLETE message on the uplink DCCH in RLC-AM) using RLC-AM or RLC-UM that belong to the CN domain indicated in the IE "CN domain identity"; and

-
set the "RLC send sequence number" in IE "Radio bearer uplink ciphering activation time info", at which time the new ciphering configuration shall be applied;

-
set the IE "RRC transaction identifier" in the SECURITY MODE COMPLETE message to the value of "RRC transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table "Accepted transactions" in the variable TRANSACTIONS; and

-
clear that entry;

-
if the SECURITY MODE COMMAND message contained the IE "Ciphering mode info":

-
include and set the IE "Radio bearer uplink ciphering activation time info" to the value of the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO, for the respective radio bearer and signalling radio bearer;

-
if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info" with the IE "Integrity protection mode command" set to "Modify":

-
include and set the IE "Integrity protection activation info" to the value of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
for radio bearers using RLC-TM:

-
apply the old ciphering configuration for the receiving and transmission of RLC TrD PDUs with CFN less than the number indicated in the IE "Ciphering activation time for DPCH", as sent by the UTRAN;

-
apply the new ciphering configuration for the receiving and transmission of RLC TrD PDUs with CFN greater than or equal to the number indicated in IE "Ciphering activation time for DPCH", as sent by the UTRAN;
-
when the radio bearers and signalling radio bearers using RLC-AM or RLC-UM have been suspended:

-
send a SECURITY MODE COMPLETE message on the uplink DCCH in AM RLC, using the old ciphering configurations;

-
if the IE "Integrity protection mode info" was present in the SECURITY MODE COMMAND message:

-
start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from and including the transmitted SECURITY MODE COMPLETE message;

-
when the successful delivery of the SECURITY MODE COMPLETE message has been confirmed by RLC:

-
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;

-
if the SECURITY MODE COMMAND message contained the IE "Ciphering mode info":

-
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info":

-
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
the procedure ends. If a RLC reset or re-establishment occurs after the SECURITY MODE COMPLETE message has been confirmed by RLC, but before the activation time for the new ciphering configuration has been reached, then the activation time shall be ignored and the new ciphering configuration shall be applied immediately after the RLC reset or RLC re-establishment;

-
notify upper layers upon change of the security configuration.

For radio bearers and signalling radio bearers used by the CN indicated in the IE "CN domain identity", the UE shall:

-
if a new integrity protection key has been received:

-
in the downlink:

-
use the new key;

-
set the IE "Downlink RRC HFN" for all signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to zero when the RRC sequence number in a received RRC message on the particular signalling radio bearer reaches the value for that signalling radio bearer indicated in IE "Downlink integrity protection activation info" included in the IE "Integrity protection mode info";


in the uplink:

-
use the new key;

-
set the IE "Uplink RRC HFN" for all signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to zero when the RRC sequence number in a transmitted RRC message on the particular signalling radio bearer reaches the value for that signalling radio bearer indicated in IE "Uplink integrity protection activation info";

-
if a new ciphering key is available:

-
for radio bearers using RLC-TM:

-
use the new key in uplink and downlink;

-
set the HFN component of the COUNT-C to zero at the CFN as indicated in the IE "Ciphering activation time for DPCH" in the IE "Ciphering mode info";

-
for radio bearers using RLC-AM and RLC-UM:

-
in the downlink, at and after the RLC sequence number indicated in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info":

-
use the new key;

-
set the HFN component of the downlink COUNT-C to zero;

-
in the uplink, at and after the RLC sequence number indicated in IE "Radio bearer uplink ciphering activation time info":

-
use the new key;

-
set the HFN component of the uplink COUNT-C to zero.

If the IE "Security capability" is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, or the IE "GSM security capability" (if included in the SECURITY MODE COMMAND) is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, or if the IE "GSM security capability" is not included in the SECURITY MODE COMMAND and is included in the variable UE_CAPABILITY_TRANSFERRED, the UE shall:

-    re-calculate the START value based on the radio bearers and/or signalling radio bearers to be released;

-
release all its radio resources;

-
indicate the release of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

-
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

-
clear the variable ESTABLISHED_RABS;

-
enter idle mode;

-
perform actions when entering idle mode as specified in subclause 8.5.2;

-
and the procedure ends.

8.3.1.2
Initiation

A UE shall initiate the cell update procedure in the following cases:

-
Uplink data transmission:

-
if the UE is in URA_PCH or CELL_PCH state; and

-
if the UE has uplink RLC data PDU or uplink RLC control PDU on RB1 or upwards to transmit:

-
perform cell update using the cause "uplink data transmission".

-
Paging response:

-
if the criteria for performing cell update with the cause specified above in the current subclause is not met; and

-
if the UE in URA_PCH or CELL_PCH state, receives a PAGING TYPE 1 message fulfilling the conditions for initiating a cell update procedure specified in subclause 8.1.2.3:

-
perform cell update using the cause "paging response".

-
Re-entering service area:

-
if none of the criteria for performing cell update with the causes specified above in the current subclause is met; and

-
if the UE is in CELL_FACH or CELL_PCH state; and

-
if the UE has been out of service area and re-enters service area before T307 or T317 expires:

-
perform cell update using the cause "re-entering service area".

-
Radio link failure:

-
if none of the criteria for performing cell update with the causes specified above in the current subclause is met; and

-
if the UE is in CELL_DCH state; and

-
if the criteria for radio link failure is met as specified in subclause 8.5.6:

-
perform cell update using the cause "radio link failure".

-
RLC unrecoverable error:
-
if none of the criteria for performing cell update with the causes specified above in the current subclause is met; and

-
if the UE detects RLC unrecoverable error [16] in an AM RLC entity:

-
perform cell update using the cause "RLC unrecoverable error".

-
Cell reselection:

-
if none of the criteria for performing cell update with the causes specified above in the current subclause is met; and

-
if the UE is in CELL_FACH or CELL_PCH state; and

-
if the UE performs cell re-selection or the variable C_RNTI is empty:

-
perform cell update using the cause "cell reselection".

-
Periodical cell update:

-
if none of the criteria for performing cell update with the causes specified above in the current subclause is met; and

-
if the UE is in CELL_FACH or CELL_PCH state; and

-
if the timer T305 expires; and

-
if the criteria for "in service area" as specified in subclause 8.5.5.2 is fulfilled; and

-
if periodic updating has been configured by T305 in the IE "UE Timers and constants in connected mode" set to any other value than "infinity":

-
perform cell update using the cause "periodical cell update".

A UE in URA_PCH state shall initiate the URA update procedure in the following cases:

-
URA reselection:

-
if the UE detects that the current URA assigned to the UE, stored in the variable URA_IDENTITY, is not present in the list of URA identities in system information block type 2; or

-
if the list of URA identities in system information block type 2 is empty; or

-
if the system information block type 2 can not be found:

-
perform URA update using the cause "change of URA".

-
Periodic URA update:

-
if the criteria for performing URA update with the causes as specified above in the current subclause are not met; and

-
if the timer T305 expires while the UE is in the service area; and

-
if periodic updating has been configured by T305 in the IE "UE Timers and constants in connected mode" set to any other value than "infinity":

-
perform URA update using the cause "periodic URA update".

When initiating the URA update or cell update procedure, the UE shall:

-
stop timer T305;

-
if the UE is in CELL_DCH state:

-
in the variable RB_TIMER_INDICATOR, set the IE "T314 expired" and the IE "T315 expired" to FALSE;

-
if the stored values of the timer T314 and timer T315 are both equal to zero:

-    re-calculate the START value based on the radio bearers and/or signalling radio bearers to be released;

-
release all its radio resources;

-
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

-
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

-
clear the variable ESTABLISHED_RABS;

-
enter idle mode;

-
perform other actions when entering idle mode from connected mode as specified in subclause 8.5.2;

-
and the procedure ends.

-
if the stored value of the timer T314 is equal to zero:

-    re-calculate the START value based on the radio bearers and/or signalling radio bearers to be released;

-
release all radio bearers, associated with any radio access bearers for which in the variable ESTABLISHED_RABS the value of the IE "Re-establishment timer" is set to "useT314";

-
in the variable RB_TIMER_INDICATOR set the IE "T314 expired" to TRUE;

-
if the stored value of the timer T315 is equal to zero:

-    re-calculate the START value based on the radio bearers and/or signalling radio bearers to be released;

-
release all radio bearers associated with any radio access bearers for which in the variable ESTABLISHED_RABS the value of the IE "Re-establishment timer" is set to "useT315";

-
in the variable RB_TIMER_INDICATOR set the IE "T315 expired" to TRUE;

-
if the stored value of the timer T314 is greater than zero:

-
re-start timer T314;
-
if the stored value of the timer T315 is greater than zero:

-
re-start timer T315;

-
for the released radio bearer(s):

-
delete the information about the radio bearer from the variable ESTABLISHED_RABS;

-
when all radio bearers belonging to the same radio access bearer have been released:

-
indicate local end release of the radio access bearer to upper layers using the CN domain identity together with the RAB identity stored in the variable ESTABLISHED_RABS;

-
delete all information about the radio access bearer from the variable ESTABLISHED_RABS;

-
set the variables PROTOCOL_ERROR_INDICATOR, FAILURE_INDICATOR, UNSUPPORTED_CONFIGURATION and INVALID_CONFIGURATION to FALSE;

-
set the variable CELL_UPDATE_STARTED to TRUE;

-
move to CELL_FACH state, if not already in that state;

-
if the UE performs cell re-selection:

-
clear the variable C_RNTI; and

-
stop using that C_RNTI just cleared from the variable C_RNTI in MAC;

-
set CFN in relation to SFN of current cell according to subclause 8.5.15;

-
in case of a cell update procedure:

-
set the contents of the CELL UPDATE message according to subclause 8.3.1.3;

-
submit the CELL UPDATE message for transmission on the uplink CCCH;

-
in case of a URA update procedure:

-
set the contents of the URA UPDATE message according to subclause 8.3.1.3;

-
submit the URA UPDATE message for transmission on the uplink CCCH;

-
set counter V302 to 1;

-
start timer T302 when the MAC layer indicates success or failure in transmitting the message.

8.3.1.4.1
Re-entering "in service area"

If the UE detects "in service area" according to subclause 8.5.5.2 and timer T307 or T317 is running, the UE shall:

-
check the value of V302; and

-
if V302 is equal to or smaller than N302:

-
in case of a cell update procedure:

-
set the contents of the CELL UPDATE message according to subclause 8.3.1.3;

-
submit the CELL UPDATE message for transmission on the uplink CCCH;

-
in case of a URA update procedure:

-
set the contents of the URA UPDATE message according to subclause 8.3.1.3;

-
submit the URA UPDATE message for transmission on the uplink CCCH;

-
increment counter V302;

-
restart timer T302 when the MAC layer indicates success or failure to transmit the message.

-
if V302 is greater than N302:

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
in case of a cell update procedure:

-
clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS;

-
in case of a URA update procedure:

-
clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS;

-    re-calculate the START value based on the radio bearers and/or signalling radio bearers to be released;

-
release all its radio resources;

-
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

-
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

-
clear the variable ESTABLISHED_RABS;

-
enter idle mode;

-
perform other actions when entering idle mode from connected mode as specified in subclause 8.5.2;

-
and the procedure ends.

8.3.1.4.2
Expiry of timer T307

When the T307 expires, the UE shall:
-
move to idle mode;
-    re-calculate the START value based on the radio bearers and/or signalling radio bearers to be released;

-
release all dedicated resources;

-
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

-
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

-
clear the variable ESTABLISHED_RABS;

-
perform other actions when entering idle mode from connected mode as specified in subclause 8.5.2;
-
and the procedure ends.
8.3.1.6
Reception of the CELL UPDATE CONFIRM/URA UPDATE CONFIRM message by the UE

When the UE receives a CELL UPDATE CONFIRM/URA UPDATE CONFIRM message; and

-
if the message is received on the CCCH, and IE "U-RNTI" is present and has the same value as the variable U_RNTI, or;

-
if the message is received on DCCH;

the UE shall:

-
stop timer T302;

-
set the variable CELL_UPDATE_STARTED to FALSE;

-
in case of a cell update procedure and the CELL UPDATE CONFIRM message:

-
includes "RB information elements"; and/or

-
includes "Transport channel information elements"; and/or

-
includes "Physical channel information elements"; and

-
if the variable ORDERED_RECONFIGURATION is set to FALSE:

-
set the variable ORDERED_RECONFIGURATION to TRUE;

-
act upon all received information elements as specified in subclause 8.6, unless specified otherwise in the following:

-
use the transport channel(s) applicable for the physical channel types that is used; and

-
if the IE "TFS" is neither included nor previously stored in the UE for that transport channel(s):

-
use the TFS given in system information.

-
if none of the TFS stored is compatible with the physical channel:

-
delete the stored TFS;

-
use the TFS given in system information.

-
perform the physical layer synchronisation procedure as specified in [29];

-
if the CELL UPDATE CONFIRM message includes the IE "RLC re-establish indicator (RB2 and RB3)":

-
re-establish the RLC entities for signalling radio bearer RB2 and signalling radio bearer RB3;
-
if the variable CIPHERING_STATUS is set to "Started":

-
set the HFN values for AM RLC entities with RB identity 2 and 3 equal to the START value included in the latest transmitted CELL UPDATE message for the CN domain stored in the variable LATEST_CONFIGURED_CN_DOMAIN;

-
if the CELL UPDATE CONFIRM message includes the IE "RLC re-establish indicator (RB>3)":

-
re-establish the AM RLC entities for RB with RB identity equal to or larger than 4;

-
if the variable CIPHERING_STATUS is set to "Started":

-
set the HFN values for AM RLC entities with RB identity equal to or larger than 4 equal to the START value included in the latest transmitted CELL UPDATE message for the CN domain stored in the variable LATEST_CONFIGURED_CN_DOMAIN;

-
enter a state according to subclause 8.6.3.3 applied on the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message.

If the UE after state transition enters CELL_DCH state, it shall:

-
not prohibit periodical status transmission in RLC.

If the UE after state transition remains in CELL_FACH state, it shall

-
start the timer T305 using its initial value if timer T305 is not running and periodical cell update has been configured by T305 in the IE "UE Timers and constants in connected mode" set to any other value than "infinity";

-
select PRACH according to subclause 8.5.17;

-
select Secondary CCPCH according to subclause 8.5.19;

-
not prohibit periodical status transmission in RLC;

-
if the IE "UTRAN DRX cycle length coefficient" is included in the same message:

-
ignore that IE and stop using DRX;

If the UE after state transition enters URA_PCH or CELL_PCH state, it shall

-
prohibit periodical status transmission in RLC;

-
clear the variable C_RNTI;

-
stop using that C_RNTI just cleared from the variable C_RNTI in MAC;

-
start the timer T305 using its initial value if timer T305 is not running and periodical update has been configured by T305 in the IE "UE Timers and constants in connected mode" set to any other value than "infinity";

-
select Secondary CCPCH according to subclause 8.5.19;

-
if the IE "UTRAN DRX cycle length coefficient" is included in the same message:

-
use the value in the IE "UTRAN DRX Cycle length coefficient" for calculating Paging Occasion and PICH Monitoring Occasion as specified in 8.6.3.2 in CELL_PCH state.

If the UE after the state transition remains in CELL_FACH state and;

-
the contents of the variable C_RNTI are empty;

it shall check the value of V302 and

-
If V302 is equal to or smaller than N302:

-
if, caused by the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message,

-
the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to TRUE; and/or

-
the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO is set to TRUE:

-
abort the ongoing integrity and/or ciphering reconfiguration;

-
if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the IE "Ciphering mode info":

-
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the IE "Integrity protection mode info":

-
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
in case of a URA update procedure:

-
stop the URA update procedure; and

-
continue with a cell update procedure;

-
set the contents of the CELL UPDATE message according to subclause 8.3.1.3, except for the IE "Cell update cause" which shall be set to "cell reselection";

-
submit the CELL UPDATE message for transmission on the uplink CCCH;

-
increment counter V302;

-
restart timer T302 when the MAC layer indicates success or failure to transmit the message;

-
If V302 is greater than N302:

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
in case of a cell update procedure:

-
clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS;

-
in case of a URA update procedure:

-
clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS;

-    re-calculate the START value based on the radio bearers and/or signalling radio bearers to be released;

-
release all its radio resources;

-
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

-
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

-
clear the variable ESTABLISHED_RABS;

-
enter idle mode;

-
other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2;

-
and the procedure ends.

If the UE after the state transition remains in CELL_FACH state and

-
a C-RNTI is stored in the variable C_RNTI;

or

the UE after the state transition moves to another state than the CELL_FACH state;

the UE shall:

-
if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the IE "Ciphering mode info":

-
include and set the IE "Radio bearer uplink ciphering activation time info" in any response message transmitted below to the value of the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

-
if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the IE "Integrity protection mode info" with the IE "Integrity protection mode command" set to "Modify":

-
include and set the IE "Integrity protection activation info" in any response message transmitted below to the value of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
in case of a cell update procedure:

-
set the IE "RRC transaction identifier" in any response message transmitted below to the value of "RRC transaction identifier" in the entry for the CELL UPDATE CONFIRM message in the table "Accepted transactions" in the variable TRANSACTIONS; and

-
clear that entry.

-
in case of a cell update procedure:

-
set the IE "RRC transaction identifier" in any response message transmitted below to the value of "RRC transaction identifier" in the entry for the URA UPDATE CONFIRM message in the table "Accepted transactions" in the variable TRANSACTIONS; and

-
clear that entry;

-
if the variable PDCP_SN_INFO is non-empty:

-
include the IE "RB with PDCP information list" in any response message transmitted below and set it to the value of the variable PDCP_SN_INFO;

-
if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message included the IE "Downlink counter synchronisation info":

-
calculate the START value according to subclause 8.5.9;

-
include the calculated START values for each CN domain in the IE "START list" in the IE "Uplink counter synchronisation info" in any response message transmitted below;

-
transmit a response message as specified in subclause 8.3.1.7;

-
if the IE "Integrity protection mode info" was present in the CELL UPDATE CONFIRM or URA UPDATE CONFIRM message:

-
start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from and including the transmitted response message;

-
clear the variable PDCP_SN_INFO;

-
if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the IE "Ciphering mode info":

-
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the IE "Integrity protection mode info":

-
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
in case of a cell update procedure:

-
clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS;

-
in case of a URA update procedure:

-
clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS;

The procedure ends.

8.3.1.7a
Physical channel failure

If the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message would cause the UE to transit to CELL_DCH state; and

-
in case of a received CELL UPDATE CONFIRM message:

-
if the UE failed to establish the physical channel(s) indicated in the received CELL UPDATE CONFIRM message according to the criteria defined in subclause 8.5.4 are not fulfilled; or

-
the received CELL UPDATE CONFIRM message does not contain dedicated physical channels;

-
in case of the UE received a URA UPDATE CONFIRM message:

the UE shall:

-
if, caused by the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message

-
the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to TRUE; and/or

-
the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO is set to TRUE:

-
abort the ongoing integrity and/or ciphering reconfiguration;

-
if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the IE "Ciphering mode info":

-
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the IE "Integrity protection mode info":

-
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
if V302 is equal to or smaller than N302:

-
in case of a URA update procedure:

-
stop the URA update procedure; and

-
continue with a cell update procedure;

-
select a suitable UTRA cell according to [4];

-
set the contents of the CELL UPDATE message according to subclause 8.3.1.3, except for the IE "Cell update cause" which shall be set to "Radio link failure";

-
submit the CELL UPDATE message for transmission on the uplink CCCH;

-
increment counter V302;

-
restart timer T302 when the MAC layer indicates success or failure to transmit the message;

-
if V302 is greater than N302:

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
in case of a cell update procedure:

-
clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS;

-
in case of a URA update procedure:

-
clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS;

-    re-calculate the START value based on the radio bearers and/or signalling radio bearers to be released;

-
release all its radio resources;

-
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

-
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

-
clear the variable ESTABLISHED_RABS;

-
enter idle mode.

8.3.1.8
Unsupported configuration by the UE

If the UE does not support the configuration in the CELL UPDATE CONFIRM message and/or the variable UNSUPPORTED_CONFIGURATION is set to TRUE, the UE shall:

-
if V302 is equal to or smaller than N302, the UE shall:

-
if, caused by the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message

-
the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to TRUE; and/or

-
the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO is set to TRUE:

-
abort the ongoing integrity and/or ciphering reconfiguration;

-
if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the IE "Ciphering mode info":

-
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the IE "Integrity protection mode info":

-
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
set the variable FAILURE_INDICATOR to TRUE;

-
set the variable FAILURE_CAUSE to "Unsupported configuration";

-
set the content of the CELL UPDATE message according to subclause 8.3.1.3;

-
submit the CELL UPDATE message for transmission on the uplink CCCH;

-
increment counter V302;

-
restart timer T302 when the MAC layer indicates success or failure to transmit the message;

-
if V302 is greater than N302, the UE shall:

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
clear the variable PDCP_SN_INFO;

-
clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS;

-    re-calculate the START value based on the radio bearers and/or signalling radio bearers to be released;

-
release all its radio resources;

-
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

-
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

-
clear the variable ESTABLISHED_RABS;

-
enter idle mode;

-
Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2;

-
and the procedure ends.

8.3.1.9
Invalid configuration

If the variable INVALID_CONFIGURATION is set to TRUE, the UE shall:

-
if V302 is equal to or smaller than N302:

-
if, caused by the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message

-
the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to TRUE; and/or

-
the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO is set to TRUE:

-
abort the ongoing integrity and/or ciphering reconfiguration;

-
if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the IE "Ciphering mode info":

-
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the IE "Integrity protection mode info";

-
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
in case of a cell update procedure:

-
set the variable FAILURE_INDICATOR to TRUE;

-
set the variable FAILURE_CAUSE to "Invalid configuration";

-
set the contents of the CELL UPDATE message according to subclause 8.3.1.3;

-
submit the CELL UPDATE message for transmission on the uplink CCCH;

-
in case of a URA update procedure:

-
set the contents of the URA UPDATE message according to subclause 8.3.1.3;

-
submit the URA UPDATE message for transmission on the uplink CCCH;

-
increment counter V302;

-
restart timer T302 when the MAC layer indicates success or failure to transmit the message;

-
if V302 is greater than N302:

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
clear the variable PDCP_SN_INFO;

-
clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS;

-    re-calculate the START value based on the radio bearers and/or signalling radio bearers to be released;

-
release all its radio resources;

-
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

-
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

-
clear the variable ESTABLISHED_RABS;

-
enter idle mode;

-
Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2;

-
the procedure ends.
8.3.1.9a
Incompatible simultaneous reconfiguration

In case of a cell update procedure and if the received CELL UPDATE CONFIRM message

-
includes "RB information elements"; and/or

-
includes "Transport channel information elements"; and/or

-
includes "Physical channel information elements"; and

-
the variable ORDERED_RECONFIGURATION is set to TRUE because of an ongoing Reconfiguration procedure;

and/or

-
if the variable INCOMPATIBLE_SECURITY_RECONFIGURATION becomes set to TRUE of the received CELL UPDATE CONFIRM message:

the UE shall:

-
if V302 is equal to or smaller than N302:

-
if, caused by the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message

-
the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to TRUE; and/or

-
the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO is set to TRUE:

-
abort the ongoing integrity and/or ciphering reconfiguration;

-
if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the IE "Ciphering mode info":

-
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the IE "Integrity protection mode info":

-
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
set the variable FAILURE_INDICATOR to TRUE;

-
set the variable FAILURE_CAUSE to "Incompatible simultaneous reconfiguration";

-
set the content of the CELL UPDATE message according to subclause 8.3.1.3;

-
submit the CELL UPDATE message for transmission on the uplink CCCH;

-
increment counter V302;

-
restart timer T302 when the MAC layer indicates success or failure to transmit the message;

-
if V302 is greater than N302:

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
clear the variable PDCP_SN_INFO;

-
set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to FALSE;

-
clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS;

-    re-calculate the START value based on the radio bearers and/or signalling radio bearers to be released;

-
release all its radio resources;

-
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

-
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

-
clear the variable ESTABLISHED_RABS;

-
enter idle mode;

-
Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2;

-
the procedure ends.

8.3.1.10
Confirmation error of URA ID list

If the URA UPDATE CONFIRM message causes a confirmation error of URA identity list as specified in subclause 8.6.2.1 the UE shall:

-
check the value of V302; and

-
if V302 is smaller or equal than N302:

-
if, caused by the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message

-
the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to TRUE; and/or

-
the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO is set to TRUE:

-
abort the ongoing integrity and/or ciphering reconfiguration;

-
if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the IE "Ciphering mode info":

-
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the IE "Integrity protection mode info"

-
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
set the IEs in the URA UPDATE message according to subclause 8.3.1.3;

-
submit the URA UPDATE message for transmission on the uplink CCCH;

-
increment counter V302;

-
restart timer T302 when the MAC layer indicates success or failure to transmit the message;

-
if V302 is greater than N302:

-    re-calculate the START value based on the radio bearers and/or signalling radio bearers to be released;

-
release all its radio resources;

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
clear the variable PDCP_SN_INFO;

-
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

-
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

-
clear the variable ESTABLISHED_RABS;

-
enter idle mode;

-
perform the actions specified in subclause 8.5.2 when entering idle mode from connected mode;

-
the procedure ends.

8.3.1.11
Invalid CELL UPDATE CONFIRM/URA UPDATE CONFIRM message

If the UE receives an CELL UPDATE CONFIRM/URA UPDATE CONFIRM message, which contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall perform procedure specific error handling as follows:

-
If V302 is equal to or smaller than N302, the UE shall:

-
set the variable PROTOCOL_ERROR_INDICATOR to TRUE;

-
in case of a cell update procedure:

-
set the contents of the CELL UPDATE message according to subclause 8.3.1.3;

-
submit the CELL UPDATE message for transmission on the uplink CCCH;

-
in case of a URA update procedure:

-
set the contents of the URA UPDATE message according to subclause 8.3.1.3;

-
submit the URA UPDATE message for transmission on the uplink CCCH;

-
increment counter V302;

-
restart timer T302 when the MAC layer indicates success or failure to transmit the message;

-
if V302 is greater than N302, the UE shall:

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
in case of a cell update procedure:

-
clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS;

-
in case of a URA update procedure:

-
clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS;

-
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

-
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

-
clear the variable ESTABLISHED_RABS;

-    re-calculate the START value based on the radio bearers and/or signalling radio bearers to be released;

-
release all its radio resources;

-
enter idle mode;

-
Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2;

-
the procedure ends.

8.3.1.12
T302 expiry or cell reselection

If any or several of the following conditions are true:

-
expiry of timer T302;

-
reselection to another UTRA cell (including the previously serving cell) before completion of the cell update or URA update procedure;

the UE shall:

-
stop T302 if it is running;

-
if the UE was in CELL_DCH state prior to the initiation of the procedure; and

-
if timers T314 and T315 have elapsed while T302 was running:

-    re-calculate the START value based on the radio bearers and/or signalling radio bearers to be released;

-    release all its radio resources;
-
enter idle mode.

-
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers. Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2.

-
and the procedure ends.

-
if timer T314 has elapsed while T302 was running and,

-
if "T314 expired" in the variable RB_TIMER_INDICATOR is set to FALSE and

-
if T315 is still running:

-    re-calculate the START value based on the radio bearers and/or signalling radio bearers to be released;

-
release locally all radio bearers which are associated with any radio access bearers for which in the variable ESTABLISHED_RABS the value of the IE "Re-establishment timer" is set to "useT314";

-
indicate release of those radio access bearers to upper layers;

-
delete all information about those radio access bearers from the variable ESTABLISHED_RABS;

-
set "T314 expired" in the variable RB_TIMER_INDICATOR to TRUE;

-
if timer T315 has elapsed while T302 was running and,

-
if "T315 expired" in the variable RB_TIMER_INDICATOR is set to FALSE and,

-
if T314 is still running:

-    re-calculate the START value based on the radio bearers and/or signalling radio bearers to be released;

-
release locally all radio bearers which are associated with any radio access bearers for which in the variable ESTABLISHED_RABS the value of the IE "Re-establishment timer" is set to "useT315";

-
indicate release of those radio access bearers to upper layers;

-
delete all information about those radio access bearers from the variable ESTABLISHED_RABS;

-
set "T315 expired" in the variable RB_TIMER_INDICATOR to TRUE;

-
check whether it is still in "in service area" (see subclause 8.5.5.2);

-
if, caused by the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to TRUE and/or the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO is set to TRUE:

-
abort the ongoing integrity and/or ciphering reconfiguration;

-
if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the IE "Ciphering mode info":

-
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the IE "Integrity protection mode info":

-
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
in case of a cell update procedure:

-
clear any entry for the CELL UPDATE CONFIRM message in the table "Accepted transactions" in the variable TRANSACTIONS;

-
in case of a URA update procedure:

-
clear any entry for the URA UPDATE CONFIRM message in the table "Accepted transactions" in the variable TRANSACTIONS;

If the UE detects "in service area" if it has not entered idle mode, and:

-
if V302 is equal to or smaller than N302, the UE shall:

-
if the UE performed cell re-selection:

-
delete its C-RNTI;

-
in case of a cell update procedure:

-
set the contents of the CELL UPDATE message according to subclause 8.3.1.3;

-
submit the CELL UPDATE message for transmission on the uplink CCCH;

-
in case of a URA update procedure:

-
set the contents of the URA UPDATE message according to subclause 8.3.1.3;

-
submit the URA UPDATE message for transmission on the uplink CCCH;

-
increment counter V302;

-
restart timer T302 when the MAC layer indicates success or failure to transmit the message;

-
if V302 is greater than N302, the UE shall:

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
clear the variable PDCP_SN_INFO;

-
in case of a cell update procedure:

-
clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS;

-
in case of a URA update procedure:

-
clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS;

-    re-calculate the START value based on the radio bearers and/or signalling radio bearers to be released;

-
release all its radio resources;

-
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

-
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

-
clear the variable ESTABLISHED_RABS;

-
enter idle mode;

-
other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2;

-
and the procedure ends.

If the UE does not detect "in service area", it shall:

-
continue searching for "in service area".

8.3.1.13
T314 expiry

Upon expiry of timer T314 the UE shall:

-
if timer T302 is running:

-
continue awaiting response message from UTRAN;

-
if timer T302 is not running and timer T315 is running:

-
set IE "T314 expired" in variable RB_TIMER_INDICATOR to TRUE;

-    re-calculate the START value based on the radio bearers and/or signalling radio bearers to be released;

-
release locally all radio bearers which are associated with any radio access bearers for which in the variable ESTABLISHED_RABS the value of the IE "Re-establishment timer" is set to "useT314";

-
indicate release of those radio access bearers to upper layers;

-
delete all information about those radio access bearers from the variable ESTABLISHED_RABS;

-
if timers T302 and T315 are not running:

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
clear the variable PDCP_SN_INFO;

-
clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS;

-    re-calculate the START value based on the radio bearers and/or signalling radio bearers to be released;

-
release all its radio resources;

-
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

-
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

-
clear the variable ESTABLISHED_RABS;

-
enter idle mode;

-
other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2;

-
and the procedure ends.

8.3.1.14
T315 expiry

Upon expiry of timer T315 the UE shall:

-
if timer T302 is running:

-
continue awaiting response message from UTRAN;

-
if timer T302 is not running and timer T314 is running:

-
set IE "T315 expired" in variable RB_TIMER_INDICATOR to TRUE;

-    re-calculate the START value based on the radio bearers and/or signalling radio bearers to be released;

-
release locally all radio bearers which are associated with any radio access bearers for which in the variable ESTABLISHED_RABS the value of the IE "Re-establishment timer" is set to "use T315";

-
indicate release of those radio access bearers to upper layers;

-
delete all information about those radio access bearers from the variable ESTABLISHED_RABS;

-
if timers T302 and T314 are not running:

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
clear the variable PDCP_SN_INFO;

-
clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions" in the variable TRANSACTIONS;

-    re-calculate the START value based on the radio bearers and/or signalling radio bearers to be released;

-
release all its radio resources;

-
indicate release (abort) of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

-
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

-
clear the variable ESTABLISHED_RABS;

-
enter idle mode;

-
other actions the UE shall perform when entering idle mode from connected mode are specified in subclause 8.5.2;

-
and the procedure ends.

8.3.7.4
Successful completion of the inter-RAT handover

Upon successfully completing the handover, UTRAN should:

-
release the radio connection; and

-
remove all context information for the concerned UE.

Upon successfully completing the handover, the UE shall:

-    re-calculate the START value based on the radio bearers and/or signalling radio bearers to be released;

-    release the UMTS radio resources;
-
if the USIM is present:

-
store the current START value for every CN domain in the USIM [50];

-
if the "START" stored in the USIM [50] for a CN domain is greater than the value "THRESHOLD" of the variable START_THRESHOLD:

-
delete the ciphering and integrity keys that are stored in the USIM for that CN domain;

-
inform the deletion of these keys to upper layers.

NOTE:
The release of the UMTS radio resources is initiated from the target RAT.

8.3.9.3
Successful cell reselection

When the UE has succeeded in reselecting a cell in the target radio access technology and has initiated the establishment of a connection, it shall:
· stop timer T309;
·  re-calculate the START value based on the radio bearers and/or signalling radio bearers to be released;
·  release all UTRAN specific resources;

-
if the USIM is present:

-
store the current START value for every CN domain in the USIM [50];

-
if the "START" stored in the USIM [50] for a CN domain is greater than the value "THRESHOLD" of the variable START_THRESHOLD:

-
delete the ciphering and integrity keys that are stored in the USIM for that CN domain;

-
inform the deletion of these keys to upper layers.
UTRAN should release all UE dedicated resources upon indication that the UE has completed a connection establishment to the other radio access technology.

8.3.11.4
Successful completion of the cell change order

Upon successful completion of the cell change order, the UE shall:

· stop timer T309;

· re-calculate the START value based on the radio bearers and/or signalling radio bearers to be released;

·  release all UTRAN specific resources;

-
if the USIM is present:

-
store the current START value for every CN domain in the USIM [50];

-
if the "START" stored in the USIM [50] for a CN domain is greater than the value "THRESHOLD" of the variable START_THRESHOLD:

-
delete the ciphering and integrity keys that are stored in the USIM for that CN domain;

· -
inform the deletion of these keys to upper layers.
Upon indication of the UE having successfully completed the cell change order, UTRAN should:

-
release the radio connection; and

-
remove all context information for the concerned UE.

NOTE:
The release of the UMTS radio resources is initiated from another RAT.

8.6.4.6
RB information to release

If the IE "RB information to release" is included, the UE shall apply the following actions on the radio bearer identified with the value of the IE "RB identity". The UE shall:

-    re-calculate the START value based on the radio bearers and/or signalling radio bearers to be released;

-
release the entities in lower layers dedicated for that radio bearer;

-
if the information about the radio bearer is stored in the variable ESTABLISHED_RABS:

-
indicate release of the RAB subflow associated with the radio bearer to upper layers;

-
delete the information about the radio bearer from the variable ESTABLISHED_RABS;

-
when all radio bearers belonging to the same radio access bearer have been released:

-
indicate release of the radio access bearer to upper layers providing the "CN domain identity" together with the "RAB identity" stored in the variable ESTABLISHED_RABS;

·    delete all information about the radio access bearer from the variable ESTABLISHED_RABS.
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