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Background:  

1. In current specification when a radio bearer is created, the UE shall calculate the START value to initialize the HFN component of COUNT-C for this radio bearer if the IE “Status” in the variable CIPHERING_STATUS is set to “Started”. [25.331 subclause 8.6.4.3]
2.   10.2.44  SECURITY MODE COMPLETE message

This message is sent by UE to confirm the reconfiguration of ciphering and/or integrity protection.


RLC-SAP: AM


Logical channel: DCCH


Direction: UE to UTRAN

	Information Element/Group name
	Need
	Multi
	Type and reference

	Message Type
	MP
	
	Message Type

	UE information elements
	
	
	

	RRC transaction identifier
	MP
	
	RRC transaction identifier 10.3.3.36

	Integrity check info
	MP
	
	Integrity check info 10.3.3.16

	Uplink integrity protection activation info
	OP
	
	Integrity protection activation info 10.3.3.17

	RB Information elements
	
	
	

	Radio bearer uplink ciphering activation time info
	OP
	
	RB activation time info 10.3.4.13


3. Counter check procedure requires that the COUNT-C values for each radio bearer using UM or AM mode of RLC are maintained even if ciphering is not used. [25.331 subclause 8.1.15]
4. Upon reception of the SECURITY MODE COMMAND message with the IE “Ciphering mode command” set to “stop”, the UE shall stop ciphering and stop incrementing COUNT-C values for all signaling radio bearers and also for transparent RLC mode radio bearers at the new ciphering configuration. [25.331 subclause 8.6.3.4]
Problems:

According to statement 1 when a radio bearer is created, the UE will not calculate the START value to initialise the HFN component of COUNT-C for this radio bearer if the IE “Status” in the variable CIPHERING_STATUS is “Not Started”. 

It can be expected that the UE will calculate the START value to initialise the HFN for this newly created radio bearer when the UE receives the SECURITY MODE COMMAND later to start the ciphering. But the current specification does not specify this in the subclause 8.1.12.3 “Reception of SECURITY MODE COMMAND message by the UE”. 

Besides, the SECURITY MODE COMPLETE message (statement 2) does not define any IE related to the START value for the UE to send it to the UTRAN for HFN synchronization. So the UE cannot initialise the HFN for the radio bearer at the reception of the SECURITY MODE COMMAND message. 

If this problem does exist, the following solution is proposed.

Proposed Solution:

The above problem can be solved by calculating the START value to initialize the HFN component when a radio bearer is created whether the IE “Status” in the variable CIPHERING_STATUS is “Started” or “Not Started ”. Besides, to be consistent with the current specification (statement 4) the HFN component of transparent RLC mode radio bearer shall only be initialized but not start incrementing if the IE “Status” in the variable CIPHERING_STATUS is “Not Started ”. For acknowledged RLC mode and unacknowledged RLC mode the HFN shall start incrementing once it is initialised. By doing so, the requirement of counter check procedure (statement 3) can also be met.

The following draft CR is proposed based on the above solution.
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8.6.4.1
Signalling RB information to setup list

If the IE "Signalling RB information to setup list" is included the UE shall:

-
use the same START value to initialise the COUNT-C and COUNT-I variables for all the signalling radio bearers in the list;

-
for each occurrence of the IE "Signalling RB information to setup":

-
use the value of the IE "RB identity" as the identity of the signalling radio bearer to setup;

-
if the value "STATUS" of the variable "CIPHERING_STATUS" is "Started":

-
if the IE "Uplink RLC mode" or the IE "Downlink RLC mode" in the IE "RLC info" is set to "AM RLC" or "UM RLC":

-
initialise the 20 MSB of the hyper frame number component of COUNT-C for this signalling radio bearer with the START value included in the most recently transmitted IE “START list” for the CN domain as indicated in the variable "LATEST_CONFIGURED_CN_DOMAIN";

-
set the remaining LSB of the hyper frame number component of COUNT-C for this signalling radio bearer to zero;
-
if the IE "Uplink RLC mode" and the IE "Downlink RLC mode" in the IE "RLC info" is set to "TM RLC":

-
if no other transparent mode RLC radio bearers or signalling radio bearers in the variable "ESTABLISHED_RABS" exist:

-
initialise the 20 MSB of the hyper frame number component of COUNT-C for this signalling radio bearer with the START value included in the most recently transmitted IE “START list” for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

-
set the remaining LSB of the hyper frame number component of COUNT-C for this signalling radio bearer to zero;

-
if at least one transparent mode RLC radio bearers or signalling radio bearers in the variable "ESTABLISHED_RABS" exist:


use, for this signalling radio bearer, the COUNT-C for transparent mode radio bearers and signalling radio bearers that is common (refer to subclause 8.5.8), for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

-
if the value " Status" of the variable "INTEGRITY_PROTECTION_INFO" is "Started":

-
initialise the 20 MSB of the hyper frame number component of COUNT-I for this signalling radio bearer with the START value included in the most recently transmitted IE “START list” for the CN domain as indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

-
set the remaining LSB of the hyper frame number component of COUNT-I for this signalling radio bearer to zero;

-
perform the actions for the IE "RLC info" as specified in subclause 8.6.4.9, applied for that signalling radio bearer;

-
perform the actions for the IE "RB mapping info" as specified in subclause 8.6.4.8, applied for that signalling radio bearer;

-
apply a default value of the IE "RB identity" equal to 1 for the first IE "Signalling RB information to setup"; and

-
increase the default value by 1 for each occurrence.

8.6.4.3
RB information to setup

If the IE "RB information to setup" is included, the UE shall apply the following actions on the radio bearer identified with the value of the IE "RB identity". The UE shall:

-
use the same START value to initialise the hyper frame number components of COUNT-C and COUNT-I variables for all the new radio bearers to setup;

-
perform the actions for the IE "PDCP info", if present, according to subclause 8.6.4.10, applied for the radio bearer;

-
perform the actions for the IE "RLC info", according to subclause 8.6.4.9, applied for the radio bearer;

-
perform the actions for the IE "RB mapping info", according to subclause 8.6.4.8, applied for the radio bearer;

-
if the IE "Downlink RLC mode" in the IE "RLC info" is set to "TM RLC":
-
configure delivery of erroneous SDUs in lower layers according to indication from upper layer [5].

-
if the IE "Uplink RLC mode" or the IE "Downlink RLC mode" in the IE "RLC info" is set to "AM RLC" or "UM RLC":

-
initialise the 20 MSB of the hyper frame number component of COUNT-C for this radio bearer with the START value in the variable START_VALUE_TO_TRANSMIT for the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" part of the IE "RAB information for setup";

-
set the remaining LSB of the hyper frame number component of COUNT-C for this radio bearer to zero;

-
if the IE "Uplink RLC mode" and the IE "Downlink RLC mode" in the IE "RLC info" is set to "TM RLC":

-
if no other transparent mode RLC radio bearers and signalling radio bearers exist in the variable ESTABLISHED_RABS:

-
initialise the 20 MSB of the hyper frame number component of COUNT-C for this radio bearer with the START value in the variable START_VALUE_TO_TRANSMIT for the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" part of the IE "RAB information for setup";

-
set the remaining LSB of the hyper frame number component of COUNT-C for this radio bearer to zero;

-
if at least one transparent mode RLC radio bearers or signalling radio bearers exist in the variable ESTABLISHED_RABS:

-
set the MAC-d HFN component of the COUNT-C for this radio bearer with the MAC-d HFN that is common (refer to subclause 8.5.8) for the CN domain as indicated in the IE "CN domain identity" in the IE "RAB info" part of the IE "RAB information for setup";

-   if the IE “Status” in the variable CIPHERING_STATUS is set to "Not Started", the UE shall not start incrementing the HFN component of the COUNT-C at each CFN cycle.
-
if the IE “Status” in the variable CIPHERING_STATUS is set to "Started", the UE shall start to perform ciphering on the radio bearer in lower layers, using the value of the IE "RB identity" minus one as the value of BEARER in the ciphering algorithm.
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