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1. Introduction  

The RLC reset procedure or the RLC re-establishment function may be performed while a ciphering configuration change procedure is performed.   

In RRC, it is stated that after the suspended RB is resumed (i.e. the ciphering configuration change message is confirmed), if an RLC reset or re-establishment occurs before the ciphering activation time, the activation time shall be ignored and the new ciphering configuration shall be applied immediately after the RLC reset or RLC re-establishment.  

However, if RLC reset or re-establishment occurs before the RB is resumed, the behaviour is not defined explicitly. In RAN2 meeting #22, a discussion paper on this topic was presented.[1]  After detailed analysis, it is found that the behaviour is implicitly defined. Further analysis shows that the currently defined behaviour of reset or re-establishment while performing a ciphering configuration change will lead to a potential conflict. The analysis and the correct behaviour are presented in this discussion paper. Furthermore, two potential solutions for decision of proper ciphering activation times are proposed for discussion and decision.
2. Analysis of the Problem

By the current RRC, when the successful delivery of the SECURITY MODE COMMAND (or the SECURITY MODE COMPLETE) message has been confirmed, the suspended radio bearers or signalling radio bearers are resumed. If an RLC reset or re-establishment occurs before the activation time for the new ciphering configuration has been reached, ignore the activation time and apply the new ciphering configuration immediately after the RLC reset or RLC re-establishment.  This behaviour will lead to a  potential contradiction.  Consider the following figures for DL:






In Case 1, the SECURITY MODE COMMAND is sent and confirmed. A Reset (or re-establishment) occurs before the activation time. By the current RRC, the new ciphering configuration is applied immediately. This is the case considered by the RRC explicitly.

In Case 2, the SECURITY MODE COMMAND is sent. The UE gets the message, but the acknowledgement is lost. A Reset or re-establishment occurs before the acknowledgement arrives the UTRAN. From the point of view of the UE, there is no difference between Case 1 and Case 2. Thus, new ciphering configuration should be applied immediately in the UE. Consequently, the UTRAN should apply the new ciphering configuration immediately after the Reset or the re-establishment. This behaviour is implicitly defined from the behaviour of Case 1.

In Case 3, the SECURITY MODE COMMAND is sent but gets lost. A Reset or re-establishment occurs before the UE receives the ciphering change message. From the point of view of UTRAN, there is no difference between Case 2 and Case 3. Thus, new ciphering configuration should be applied immediately in the UTRAN according to Case 2. Consequently, the UE should apply the new ciphering configuration immediately after the Reset or re-establishment. However, the ciphering configuration change message did not arrived at the UE and the UE did not know a ciphering configuration change had been requested. The UE will use the current (old) ciphering configuration after the Reset or re-establishment procedure. This is a contradiction.

3. Justification of the correct behaviour

Whether the SECURITY MODE COMMAND (or the SECURITY MODE COMPLETE) message has been confirmed, if a RLC Reset or Re-establishment occurs before the activation time, the old ciphering configuration shall be applied before the activation time and the new ciphering configuration shall be applied on and after the activation time is reached.

The above behaviour can be derived from the above figures:

1. Consider Case 3, the worst case. The UE must use old ciphering configuration so that UTRAN must use old ciphering configuration in Case 3. 

2. UTRAN can not distinguish between Case 2 and Case 3. Thus UTRAN must use old ciphering configuration in Case 2 so that UE also must use old ciphering configuration.

3. UE can not distinguish between Case 1 and Case 2. Thus UE must use old ciphering configuration in Case 1 so that UTRAN also must use old ciphering configuration (after the reset or re-establishment and before the activation time).   

4. Further considerations

4.1 Retransmission of the ciphering configuration change messages

To deal with Case 2 and Case 3, when RLC reset or re-establishment of the SRB (RB #2) that is used to transmit the ciphering configuration change message occurs before the ciphering configuration change message is confirmed, the message shall be transmitted again.

4.2 Potential problem for inappropriate ciphering activation time

The ciphering activation time should be watched carefully. Let’s consider the following scenario:

RLC reset or re-establishment of the SRB  (RB #2) that is used to transmit the SECURITY MODE COMMAND message occurs before the message is confirmed. The message is segmented into 2 RLC PDUs by the RLC sublayer. Suppose the ciphering activation time is 1. 

In the above scenario, the message is needed to be re-transmitted with old ciphering activation as analysed above. Since the ciphering activation time is 1, the UTRAN RLC sublayer will cipher RLC PDU of SN=0 by the old ciphering configuration and RLC PDU of SN=1 by the new ciphering configuration. This will not work for Case 3 in the above figures apparently. 

4.3 Proposals for the decision of the ciphering activation time

Proposal 1:

In the current RRC specification, how to decide the ciphering activation time of RB#2 is not described. RB#2 is not suspended during the ciphering configuration change procedure by the current specification, although a pending CR [2] proposes this. If it is decided that RB#2 remains un-suspended, the ciphering activation time of RB#2 is proposed to have a minimum value of N0, where N0 is defined to be the maximum value of segmented RLC PDUs of the ciphering configuration change message.

Proposal 2:

If the RB#2 is agreed to be suspended before the message is confirmed, the ciphering activation time of RB#2 is proposed to be set to:  max ((VT(S)+N) mod 4096, N).  For consistency, the ciphering activation time and the suspending point for all RBs and SRBs besides RB#2 are proposed to be set accordingly as follows:

max ((VT(S)+N) mod 4096, N) for AM RLC entities or

max((VT(US)+N) mod 128, N) for UM RLC entities.

The proposed calculation of the suspending point is a "must" for suspended RB#2. For RBs and SRBs other than RB#2, it improves the transmission throughput and is proposed so that the local suspend function is same for all the RLC entities.   
5. Conclusions

In the above analysis and discussion, SECURITY MODE COMMAND message sent by UTRAN is used as an example only. For the case of SECURITY MODE COMPLETE message sent by UE, the result of the analysis is still true. In fact, for any RRC messages containing the IE "Ciphering mode info", which contains "Radio bearer DL ciphering activation time info”, and any responding RRC COMPLETE messages containing the IE "Radio bearer UL ciphering activation time info", the above result is also true. 

The enclosed CR on RRC covers the correction of the behaviour of handling a reset or re-establishment procedure during ciphering reconfiguration based on the above analysis result. The correction of the ciphering activation times is not included in the CR yet. Depending on the agreed proposal for the decision of the ciphering activation times (related to another pending CR [2]), the CR will be updated accordingly. If Proposal 2 is adopted, a CR on RLC will also be provided.
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8.1.12.2.1
Ciphering configuration change

To stop or start/restart ciphering, UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM RLC using the most recent ciphering configuration. If no such ciphering configuration exists then the SECURITY MODE COMMAND is not ciphered.

Prior to sending the SECURITY MODE COMMAND, for the CN domain indicated in the IE "CN domain identity" in the SECURITY MODE COMMAND, UTRAN should:

-
if this is the first SECURITY MODE COMMAND sent for this RRC connection:

-
use the value "START" in the most recently received IE "START list" that belongs to the CN domain as indicated in the IE "CN domain identity" to initialise all hyper frame numbers for all the signalling radio bearers; while

-
setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the START for that CN domain;

-
setting the remaining bits of the hyper frame numbers equal to zero;

-
suspend all radio bearers using RLC-AM and RLC-UM;

-
suspend all signalling radio bearers using RLC-AM and RLC-UM, except the signalling radio bearer used to send the SECURITY MODE COMMAND message on the downlink DCCH in RLC-AM;

-
set, for the signalling radio bearer used to send the SECURITY MODE COMMAND, the "RLC send sequence number" in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info", at which time the new ciphering configuration shall be applied;

-
include "Ciphering activation time for DPCH" in IE "Ciphering mode info" when a DPCH exists and is used for radio bearers using transparent mode RLC, at which time the new ciphering configuration shall be applied;

-
set, for each suspended radio bearer and signalling radio bearer that has no pending ciphering activation time set by a previous security mode control procedure, an "RLC send sequence number" in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info", at which time the new ciphering configuration shall be applied;

-
set, for each suspended radio bearer and signalling radio bearer that has a pending ciphering activation time set by a previous security mode control procedure, the "RLC send sequence number" in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info" to the value used in the previous security mode control procedure, at which time the latest ciphering configuration shall be applied.

While suspended, radio bearers and signalling radio bearers shall not deliver RLC PDUs with sequence number greater than or equal to the number in IE "Radio bearer downlink ciphering activation time info".

When the successful delivery of the SECURITY MODE COMMAND has been confirmed by RLC, UTRAN shall:

-
resume all the suspended radio bearers and signalling radio bearers. The old ciphering configuration shall be applied for the transmission of RLC PDUs with RLC sequence number less than the number indicated in the IE "Radio bearer downlink ciphering activation time info", as sent to the UE. The new ciphering configuration shall be applied for the transmission of RLC PDUs with RLC sequence number greater than or equal to the number indicated in IE "Radio bearer downlink ciphering activation time info", sent to the UE.

8.1.12.2.2
Integrity protection configuration change

To start or modify integrity protection, UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM RLC using the new integrity protection configuration.

When the successful delivery of the SECURITY MODE COMMAND has been confirmed by RLC, UTRAN should:

-
for the radio bearers and signalling radio bearers:

-
send an indication to upper layers that the new integrity protection configuration has been activated when the activation time has elapsed.

8.1.12.3
Reception of SECURITY MODE COMMAND message by the UE

Upon reception of the SECURITY MODE COMMAND message, the UE shall perform the actions for the received information elements according to subclause 8.6.

If the IE "Ciphering mode info" and the IE "Integrity protection mode info" are both not included in the SECURITY MODE COMMAND, the UE shall:

-
set the variable INVALID_CONFIGURATION to TRUE.

If the IE "Security capability" is the same as indicated by variable UE_CAPABILITY_TRANSFERRED, and the IE "GSM security capability" (if included in the SECURITY MODE COMMAND) is the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, the UE shall:

-
set the variable LATEST_CONFIGURED_CN_DOMAIN equal to the IE "CN domain identity";
-
if prior to the reception of SECURITY MODE COMMAND, the value of the IE "Status" in the variable "CIPHERING_STATUS" is "Not started" and the value of the IE "Historical status" in the variable "INTEGRITY_PROTECTION_INFO" is "Never been active":

-
use the value "START" in the most recently sent IE "START list" that belongs to the CN domain as indicated in the IE "CN domain identity" to initialise all hyper frame numbers for all the signalling radio bearers; while

-
setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the START for that CN domain;

-
setting the remaining bits of the hyper frame numbers equal to zero;
-
suspend all radio bearers and signalling radio bearers (except the signalling radio bearer used to transmit the SECURITY MODE COMPLETE message on the uplink DCCH in RLC-AM) using RLC-AM or RLC-UM that belong to the CN domain indicated in the IE "CN domain identity"; and

-
set the "RLC send sequence number" in IE "Radio bearer uplink ciphering activation time info", at which time the new ciphering configuration shall be applied;

-
set the IE "RRC transaction identifier" in the SECURITY MODE COMPLETE message to the value of "RRC transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table "Accepted transactions" in the variable TRANSACTIONS; and

-
clear that entry;

-
if the SECURITY MODE COMMAND message contained the IE "Ciphering mode info":

-
include and set the IE "Radio bearer uplink ciphering activation time info" to the value of the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO, for the respective radio bearer and signalling radio bearer;

-
if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info" with the IE "Integrity protection mode command" set to "Modify":

-
include and set the IE "Integrity protection activation info" to the value of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
for radio bearers using RLC-TM:

-
apply the old ciphering configuration for the receiving and transmission of RLC TrD PDUs with CFN less than the number indicated in the IE "Ciphering activation time for DPCH", as sent by the UTRAN;

-
apply the new ciphering configuration for the receiving and transmission of RLC TrD PDUs with CFN greater than or equal to the number indicated in IE "Ciphering activation time for DPCH", as sent by the UTRAN;
-
when the radio bearers and signalling radio bearers using RLC-AM or RLC-UM have been suspended:

-
send a SECURITY MODE COMPLETE message on the uplink DCCH in AM RLC, using the old ciphering configurations;

-
if the IE "Integrity protection mode info" was present in the SECURITY MODE COMMAND message:

-
start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from and including the transmitted SECURITY MODE COMPLETE message;

-
when the successful delivery of the SECURITY MODE COMPLETE message has been confirmed by RLC:

-
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;

-
if the SECURITY MODE COMMAND message contained the IE "Ciphering mode info":

-
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info":

-
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

if a RLC reset or re-establishment occurs after the SECURITY MODE COMPLETE message has been confirmed by RLC, but before the activation time for the new ciphering configuration has been reached, treat the ciphering activation time according to subclause 8.6.3.4.X; 
-
notify upper layers upon change of the security configuration;
-
the procedure ends.

For radio bearers and signalling radio bearers used by the CN indicated in the IE "CN domain identity", the UE shall:

-
if a new integrity protection key has been received:

-
in the downlink:

-
use the new key;

-
set the IE "Downlink RRC HFN" for all signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to zero when the RRC sequence number in a received RRC message on the particular signalling radio bearer reaches the value for that signalling radio bearer indicated in IE "Downlink integrity protection activation info" included in the IE "Integrity protection mode info";


in the uplink:

-
use the new key;

-
set the IE "Uplink RRC HFN" for all signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to zero when the RRC sequence number in a transmitted RRC message on the particular signalling radio bearer reaches the value for that signalling radio bearer indicated in IE "Uplink integrity protection activation info";

-
if a new ciphering key is available:

-
for radio bearers using RLC-TM:

-
use the new key in uplink and downlink;

-
set the HFN component of the COUNT-C to zero at the CFN as indicated in the IE "Ciphering activation time for DPCH" in the IE "Ciphering mode info";

-
for radio bearers using RLC-AM and RLC-UM:

-
in the downlink, at and after the RLC sequence number indicated in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info":

-
use the new key;

-
set the HFN component of the downlink COUNT-C to zero;

-
in the uplink, at and after the RLC sequence number indicated in IE "Radio bearer uplink ciphering activation time info":

-
use the new key;

-
set the HFN component of the uplink COUNT-C to zero.

If the IE "Security capability" is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, or the IE "GSM security capability" (if included in the SECURITY MODE COMMAND) is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED, or if the IE "GSM security capability" is not included in the SECURITY MODE COMMAND and is included in the variable UE_CAPABILITY_TRANSFERRED, the UE shall:

-
release all its radio resources;

-
indicate the release of the established signalling connections (as stored in the variable ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the variable ESTABLISHED_RABS) to upper layers;

-
clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

-
clear the variable ESTABLISHED_RABS;

-
enter idle mode;

-
perform actions when entering idle mode as specified in subclause 8.5.2;

-
and the procedure ends.

8.1.12.4
Void

8.1.12.4a
Incompatible simultaneous security reconfiguration

If the variable INCOMPATIBLE_SECURITY_RECONFIGURATION becomes set to TRUE of the received SECURITY MODE COMMAND message, the UE shall:

-
transmit a SECURITY MODE FAILURE message on the uplink DCCH using AM RLC, using the ciphering and integrity protection configurations prior to the reception of this SECURITY MODE COMMAND;

-
set the IE "RRC transaction identifier" in the SECURITY MODE FAILURE message to the value of "RRC transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table "Accepted transactions" in the variable TRANSACTIONS; and

-
clear that entry;

-
set the IE "failure cause" to the cause value "incompatible simultaneous reconfiguration";

-
when the successful delivery of the SECURITY MODE FAILURE message has been confirmed by RLC:

-
set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to FALSE;

-
continue with any ongoing processes and procedures as if the invalid SECURITY MODE COMMAND message has not been received;

-
and the procedure ends.

8.1.12.4b
Cell update procedure during security reconfiguration

If:

-
a cell update procedure according to subclause 8.3.1 is initiated; and

-
the received SECURITY MODE COMMAND message causes either,

-
the IE "Reconfiguration" in the variable CIPHERING_STATUS to be set to TRUE; and/or

-
the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to be set to TRUE:

the UE shall:

-
abort the ongoing integrity and/or ciphering reconfiguration;

-
resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or RLC-UM;

-
transmit a SECURITY MODE FAILURE message on the uplink DCCH using AM RLC, using the ciphering and integrity protection configurations prior to the reception of this SECURITY MODE COMMAND;

-
set the IE "RRC transaction identifier" in the SECURITY MODE FAILURE message to the value of "RRC transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table "Accepted transactions" in the variable TRANSACTIONS; and

-
clear that entry;

-
set the IE "failure cause" to the cause value "cell update occurred";

-
when the successful delivery of the SECURITY MODE FAILURE message has been confirmed by RLC:

-
if the SECURITY MODE COMMAND message contained the IE "Ciphering mode info":

-
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to FALSE; and

-
clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
if the SECURITY MODE COMMAND message contained the IE "Integrity protection mode info":

-
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to FALSE; and

-
clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

-
continue with any ongoing processes and procedures as if the invalid SECURITY MODE COMMAND message has not been received; and

-
the procedure ends.

8.1.12.4c
Invalid configuration

If the variable INVALID_CONFIGURATION is set to TRUE due to the received SECURITY MODE COMMAND message, the UE shall:

-
transmit a SECURITY MODE FAILURE message on the DCCH using AM RLC after setting the IEs as specified below;

-
set the IE "RRC transaction identifier" in the SECURITY MODE FAILURE message to the value of "RRC transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table "Accepted transactions" in the variable TRANSACTIONS; and

-
clear that entry;

-
set the IE "failure cause" to the cause value "invalid configuration";

-
when the successful delivery of the SECURITY MODE FAILURE message has been confirmed by RLC:

-
set the variable INVALID_CONFIGURATION to FALSE;

-
continue with any ongoing processes and procedures as if the invalid SECURITY MODE COMMAND message has not been received;

-
and the procedure ends.

8.1.12.5
Reception of SECURITY MODE COMPLETE message by the UTRAN

UTRAN should apply integrity protection on the received SECURITY MODE COMPLETE message and all subsequent messages with the new integrity protection configuration, if changed. When UTRAN has received a SECURITY MODE COMPLETE message and the integrity protection has successfully been applied, UTRAN shall:

-
for radio bearers using RLC-AM or RLC-UM:

-
use the old ciphering configuration for received RLC PDUs with RLC sequence number less than the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent by the UE;

-
use the new ciphering configuration for received RLC PDUs with RLC sequence number greater than or equal to the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent by the UE;

-
if an RLC reset or re-establishment occurs after the SECURITY MODE COMPLETE message has been received by UTRAN before the activation time for the new ciphering configuration has been reached, treat the ciphering activation time according to subclause 8.6.3.4.X; 
-
for radio bearers using RLC-TM:

-
use the old ciphering configuration for the received RLC PDUs before the CFN as indicated in the IE "Ciphering activation time for DPCH" in the IE "Ciphering mode info" as included in the SECURITY MODE COMMAND;
-
use the new ciphering configuration for the received RLC PDUs at the CFN as indicated in the IE "Ciphering activation time for DPCH" in the IE "Ciphering mode info" as included in the SECURITY MODE COMMAND;

-
and the procedure ends.

8.1.12.6
Invalid SECURITY MODE COMMAND message

If the SECURITY MODE COMMAND message contains a protocol error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall perform procedure specific error handling as follows:

-
transmit a SECURITY MODE FAILURE message on the uplink DCCH using AM RLC;

-
set the IE "RRC transaction identifier" in the SECURITY MODE FAILURE message to the value of "RRC transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table "Rejected transactions" in the variable TRANSACTIONS; and

-
clear that entry;

-
set the IE "failure cause" to the cause value "protocol error";

-
include the IE "Protocol error information" with contents set to the value of the variable PROTOCOL_ERROR_INFORMATION.

-
when the successful delivery of the SECURITY MODE FAILURE message has been confirmed by RLC:

-
continue with any ongoing processes and procedures as if the invalid SECURITY MODE COMMAND message has not been received;

-
and the procedure ends.

8.2.2.5
Reception of a response message by the UTRAN, normal case

When UTRAN has received

-
the RADIO BEARER SETUP COMPLETE message; or

-
the RADIO BEARER RECONFIGURATION COMPLETE message; or

-
the RADIO BEARER RELEASE COMPLETE message; or

-
the TRANSPORT CHANNEL RECONFIGURATION COMPLETE message; or

-
the PHYSICAL CHANNEL RECONFIGURATION COMPLETE message;

UTRAN may:

-
delete the old configuration.

If the procedure caused the UE to leave the CELL_FACH state, UTRAN may:

-
delete the C-RNTI of the UE.

If the IE "UL Timing Advance" is included, UTRAN shall:

-
evaluate the timing advance value that the UE has to use in the new cell after handover.

If the IE "START" or the IE "START list " is included, UTRAN should:

-
set the START value for each CN domain with the corresponding values as received in this response message;

-
consequently, then use the START values to initialise the hyper frame numbers, in the same way as specified for the UE in subclause 8.2.2.3, for any new radio bearers that are established.

For radio bearers using RLC-AM or RLC-UM, UTRAN should:

-
use the old ciphering configuration for received RLC PDUs with RLC sequence number less than the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent by the UE;

-
use the new ciphering configuration for received RLC PDUs with RLC sequence number greater than or equal to the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" sent by the UE;

-
if an RLC reset or re-establishment occurs after this response message has been received by UTRAN before the activation time for the new ciphering configuration has been reached:

-
treat the ciphering activation time according to subclause 8.6.3.4.X.. 

For radio bearers using RLC-TM:

-
use the new ciphering configuration and only begin incrementing the COUNT-C at the CFN as indicated in:

-
the IE "Ciphering activation time for DPCH" in the IE "Ciphering mode info", if included in the message that triggered the radio bearer control procedure; or

-
the IE "COUNT-C activation time", if included in the response message for this procedure.

The procedure ends on the UTRAN side.

8.6.3.4
Ciphering mode info

The IE "Ciphering mode info" defines the new ciphering configuration. If the IE "Ciphering mode info" is present and if the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to FALSE, the UE shall check the IE "Ciphering mode command" as part of the IE "Ciphering mode info", and perform the following. The UE shall:

-
if the IE "Status" in the variable CIPHERING_STATUS has the value "Not Started", and if the IE "Ciphering mode command" has the value "stop":

-
ignore this attempt to change the ciphering configuration; and

-
set the variable INVALID_CONFIGURATION to TRUE;

-
else:

-
set the IE "Reconfiguration" in the variable CIPHERING_STATUS to TRUE;

-
if IE "Ciphering mode command" has the value "start/restart":

-
start or restart ciphering in lower layers for all established radio bearers in the variable ESTABLISHED_RABS, using the ciphering algorithm (UEA [40]) indicated by the IE "Ciphering algorithm" as part of the new ciphering configuration. For each radio bearer, the value of the IE "RB identity" in the variable ESTABLISHED_RABS minus one shall be used as the value of BEARER in the ciphering algorithm. The new ciphering configuration shall be applied as specified below;

-
set the IE "Status" in the variable CIPHERING_STATUS to "Started";

-
if the IE "Ciphering mode command" has the value "stop", the UE shall:

-
stop ciphering and stop incrementing COUNT-C values for all signalling radio bearers and also for transparent RLC mode radio bearers, only at the new ciphering configuration that shall be applied as specified below;

-
set the IE "Status" in the variable CIPHERING_STATUS to "Not started";

-
in case the IE "Ciphering mode command" has the value "start/restart" or "stop", the new ciphering configuration shall be applied as follows:

-
store the (oldest currently used) ciphering configuration until activation times have elapsed for the new ciphering configuration to be applied on all signalling radio bearers and radio bearers;

-
if there are pending activation times set for ciphering by a previous procedure changing the ciphering configuration:

-
apply the ciphering configuration at this pending activation time as indicated in this procedure;

-
only need to store at most two different ciphering configurations at any given time for all signalling radio bearers and radio bearers, the old and latest ciphering configurations, per CN domain;

-
if the IE "Ciphering activation time for DPCH" is present in the IE "Ciphering mode info":

-
apply the new configuration at that time for radio bearers using RLC-TM. If the IE "Ciphering mode info" is present in a message reconfiguring RB, transport channel or physical channel, the indicated time in IE "Activation time for DPCH" corresponds to a CFN after that reconfiguration;

-
if the IE "Radio bearer downlink ciphering activation time info" is present in the IE "Ciphering mode info":

-
apply the following procedure for each radio bearer using RLC-AM and RLC-UM indicated by the IE "RB identity":

-
suspend data transmission on the radio bearer;

-
select an "RLC send sequence number" at which (activation) time the new ciphering configuration shall be applied in uplink for that radio bearer according to the following:

-
for each radio bearer and signalling radio bearer that has no pending ciphering activation time as set by a previous procedure changing the security configuration:

-
set a suitable value that would ensure a minimised delay in the change to the latest security configuration;

-
for each radio bearer and signalling radio bearer that has a pending ciphering activation time as set by a previous procedure changing the security configuration:

-
set the same value as the pending ciphering activation time;
-
consider this activation time to be elapsed when the selected activation time (as above) is equal to the "RLC send sequence number";

-
store the selected "RLC send sequence number" for that radio bearer in the entry for the radio bearer in the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

-
when the data transmission of that radio bearer is resumed:

-
switch to the new ciphering configuration according to the following:

-
use the old ciphering configuration for the transmitted and received RLC PDUs with RLC sequence numbers smaller than the corresponding RLC sequence numbers indicated in the IE "Radio bearer uplink ciphering activation time info" sent to UTRAN and in the received IE "Radio bearer downlink ciphering activation time info" received from UTRAN, respectively;

-
use the new ciphering configuration for the transmitted and received RLC PDUs with RLC sequence numbers greater than or equal to the corresponding RLC sequence numbers indicated in the IE "Radio bearer uplink ciphering activation time info" sent to UTRAN and in the received IE "Radio bearer downlink ciphering activation time info" received from UTRAN, respectively;

-
for a radio bearer using RLC-AM, when the RLC sequence number indicated in the IE "Radio bearer downlink ciphering activation time info" falls below the RLC receiving window and the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info" falls below the RLC transmission window, the UE may release the old ciphering configuration for that radio bearer.
-
if an RLC reset or re-establishment occurs before the activation time for the new ciphering configuration has been reached, treat the activation time according to subclause 8.6.3.4.X.
If the IE "Ciphering mode info" is present and if the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to TRUE, the UE shall:

-
ignore this second attempt to change the ciphering configuration; and

-
set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to TRUE.

If the IE "Ciphering mode info" is not present, the UE shall not change the ciphering configuration.

8.6.3.4.X
RLC reset or re-establishment procedure during security reconfiguration

If an RLC reset or re-establishment procedure is initiated after UTRAN sent a RRC message (e.g. SECURITY MODE COMMAND, RADIO BEARER RECONFIGURATION etc.) containing the IE "Ciphering mode info" or after UTRAN received a corresponding RRC COMPLETE message (e.g. SECURITY MODE COMPLETE, RADIO BEARER RECONFIGURATION COMPLETE, etc.) containing the IE "Radio bearer uplink ciphering activation time info", UTRAN shall:

-
proceed the RLC reset or re-establishment procedure on this radio bear or signalling radio bearer;

-
if  the ciphering activation time for the radio bear or signalling radio bearer has not been reached:  

-
keep the ciphering activation time for this radio bear or signalling radio bearer unchanged as if the RLC reset or re-establishment procedure has never happened;
-
if the RLC reset or re-establishment procedure occurs on the signalling radio bearer used to send the RRC message:

-
if the successful delivery of the RRC message has not been confirmed by RLC:

-
retransmit the RRC message.
If an RLC reset or re-establishment procedure is initiated after the UE received the RRC message (e.g. SECURITY MODE COMMAND, RADIO BEARER RECONFIGURATION etc.) containing the IE "Ciphering mode info" or after the UE sent the corresponding RRC COMPLETE message (e.g. SECURITY MODE COMPLETE, RADIO BEARER RECONFIGURATION COMPLETE, etc.) containing the IE "Radio bearer uplink ciphering activation time info", the UE shall:

-
proceed the RLC reset or re-establishment procedure on this radio bear or signalling radio bearer;

-
if  the ciphering activation time for the radio bear or signalling radio bearer has not been reached:  

-
keep the ciphering activation time for this radio bear or signalling radio bearer unchanged as if the RLC reset or re-establishment procedure has never happened;
-
if the RLC reset or re-establishment procedure occurs on the signalling radio bearer used to send the RRC COMPLETE message:

-
if the successful delivery of the RRC COMPLETE message has not been confirmed by RLC:

-
retransmit the RRC COMPLETE message.
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