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Introduction  

1. The RLC reset procedure or the RLC re-establishment function may be performed while the local suspend function is proceeding. The behaviour of the local suspend function is ambiguous when this situation happens. 
2. In RRC, it is stated that after the RB is resumed, if an RLC reset or re-establishment occurs before the ciphering activation time, the activation time shall be ignored and the new ciphering configuration shall be applied immediately after the RLC reset or RLC re-establishment.  However, if RLC reset or re-establishment occurs before the RB is resumed, the behaviour is not defined.
Problems:

There are two possible timing sequences for state_variable_reset and local suspend procedure:

(1) Suspend + resume + state_variable_reset

(2) Suspend + state_variable_reset + resume

where state_variable_reset means the RLC state variables are reset to their initial values. The ocassions of state_variable_reset include: the transmitter receives RESET ACK PDU from its peer entity responding to the transmitter’s previous RESET PDU, the transmitter receives RESET PDU initiated by the peer entity, or the RLC entity receives a re-establishment primitive from RRC layer. 

In Case (1), resume primitive arrives before state_variable_reset. The entity will enter Data Transfer Ready state and use new ciphering configuration starting from SN=0. This behavior is defined in current RRC specification already.

In Case (2), state_variable_reset happens between suspend and resume actions. The current behaviours of suspending point and ciphering activation time are ambiguous and may cause unwanted ciphering activiation delay in this case.  Consider the following example:

The entity is suspended with N=196 when VT(S)=3000. The RRC layer will inform the peer entity to change ciphering configuration at SN=3000+196=3196 (the ciphering activation time). The RLC entity can only transmit 196 ‘new’ PDUs with SN from 3000 to 3195 using old/current ciphering configuration. Suppose that, after it sends out PDU of SN=3100, the entity is reset or re-established. After the reset or re-establishment procedure, SN is reset to zero and suppose the entity is not resumed yet at this point. The RLC now can transmit another 3196 ‘new’ PDUs (SN from 0 to 3195) before it can apply the new ciphering configuration. Thus, the ciphering activation time is delayed unwantedly.

Possible Solutions:

Consider the following example: While VT(S)=4000 and HFN=50, RLC is suspended with N=196, thus, the suspending point is SN=100 (HFN=51). 

There can be two possible solutions:

Solution A: Neglect HFN value. Whenever RLC state variables are reset before the entity is resumed, change the suspend point and the activation time to SN=0, i.e. the RLC entity stops transmitting PDUs before it is resumed and new ciphering configuration is applied starting from SN=0 after it is resumed.

Solution B: Consider corresponding HFN value for the suspending point and the activation time, which are hold unchanged, as follows: (1) If reset is initiated when VT(S)-1 is within [0, 99] (i.e. HFN=51), after reset procedure or after reset_ack is received, HFN=52, which implies that the entity has passed the suspending point or the ciphering activation time, the entity shall stop sending any PDU until resumed and the new ciphering configuration is applied starting from SN=0 after resumed.  (2) If reset is initiated when VT(S)-1 is within [4000, 4095] (i.e. HFN=50), after reset procedure or after reset_ack is received, HFN=51, which implies that SN=0 of the entity has not passed the suspending point or the ciphering activation time, the entity shall be able to transmit PDUs with SN upto 99 before resumed and the new ciphering configuration is applied starting from SN=100 after resumed. For the RLC re-estabishment function, HFN is configured by RRC and the behaviours or the criteria for suspending point and ciphering activation time are similar.

Proposal:

Solution A is an acceptable choice because the behaviour of Case (2) is similar to that of Case (1), which has been defined in the current RRC specification.

Solution B is the prefered choice because the software implementation is easier in the sense that the suspend function can be implemented independently without considering branches or interrupts by reset or re-establishment procedure in the suspend function software block.

The delegates are proposed to choose one of the solutions. Based on the decision, ASUSTeK will provide CRs on RRC and RLC in the next meeting held in Helsinki. 
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